
The Unspoken Arms Race: Neurowarfare
By: Grant W. Turner
[bookmark: _GoBack]Note: A condensed version of this article may be found in the Realist Review.

Join any conversation on emerging technologies, and a familiar list of topics will quickly dominate. Hypersonic missiles, artificial intelligence, quantum computing, the Internet of Things, 5G and 6G, cyber/information warfare and their cyber security implications are indeed important. However, there is much more that escapes attention. 
Of particular concern are the realms of biotechnology and psychology. Of course biological and psychological warfare have been around in one form or another for about as long as warfare has existed. The scientific pursuit of biological and psychological warfare has similarly been around for some time, and has been receiving greater attention since the early 20th century.  
So what has changed to make these fields of exploration jump to the top of the dystopian checklist? It’s not like the CIA ever tried to achieve mind control. It’s not like global psyops projects (aka Project Mockingbird) were effective, or like Russia, China, and other state and non-state actors have successfully deployed psychological and information operations to influence mass populations…right? …Right? …Y’all? Ok, well at least biological weapons require state investments, are well controlled, and we can effectively respond to contagious diseases and disaster…right? …Right? …Seriously though, right?? ...Well sh**....
The State of the Art
In just 20 years, humanity has progressed leaps and bounds in integrating and operationalizing psychology, anthropology, sociology, economics, neuroscience, biology, engineering, chemistry, and physics. Separately, these disciplines were already capable of crudely manipulating or destroying anything from parts of organisms to large populations (as the imperial projects of the last two centuries have demonstrated). As these traditionally siloed groups increasingly work together via transdisciplinary frameworks and begin integrating complex systems sciences and big data, we arrive at a startling conclusion: we are in the Model-T era of truly refined manipulation, control, and destruction of targeted elements of organisms or populations. 
Surely “manipulation, control, and destruction of targeted elements of organisms and populations” is hyperbole? It’s not like you can remotely control the muscle movements of someone (or something) else's body?! ...Ok, well you can’t communicate via brainwaves! Elon Musk’s Neuralink is surely just the strange obsession and publicity stunt of an eccentric billionaire?! Alright, I don’t know why I am asking this, but can you alter my mood, emotions, DNA and biology, behaviors, biases, or politics? Can you use a brain scan to see if I am lying?? Tl:dr the answer is yes...more or less….
Admittedly, the science and technology contained in the previous paragraph’s links are all still quite crude (some more than others). However, they are representative of massive bodies of ongoing research and technology that are increasingly making breakthroughs once thought impossible or distant. Further, much of the above is just the product of one or a couple sub-fields of disciplines working together, and few are trying to integrate or weaponize the pieces (except for governments and corporations of course). 
The question is not, “can we achieve near absolute refined control over bodies and minds, life and death?” We likely (ok, hopefully) can’t come close. Rather, as we know from pretty much all of history, what matters is who wields the knowledge and technology to manipulate, control, and destroy life. To achieve this in the lives of individuals or a society right now, you barely even need accurate or reliable knowledge and capabilities. 
A couple of relatively low-tech or scientifically crude examples: the manufacturing of consent, authoritarian leaders and followers, policing algorithms, China’s social credit system, Cambridge Analytica, surveillance capitalism, using cognitive biases to your (dis)advantage, the USA’s emerging social credit system, and the manufacturing of reality. Some of these offer more refined surveillance and control than others. None come even close to fully leveraging the cumulative research and technology that is currently available, let alone demonstrate what is on the foreseeable horizon. If you can create Bentham’s panopticon with an early 20th century system of informants, just wait till your mind, brain, and body lose their last shred of privacy. 
The Unspoken Arms Race of Neuro-Bio-Weaponry
So what am I rambling on about? An arms race; between actors of all sorts. As of 2021 the neuroscience and technology (neuroS/T) market is worth more than $175 million (USD) annually, with growth rates ranging from 3% to 18%+ depending on the sector. Between 2025 and 2030, Asia is set to overtake the market, which not only has technological and security consequences, but also creates immense economic leverage.
For a fuller picture, I highly recommend listening to two separate 2018 lectures given at the elite US Military Academy at West Point’s Modern Warfare Institute by Dr. James Giordano and Dr. Charles Morgan (pro-tip: you can speed up YouTube’s playback). Both have written and lectured extensively on emerging bio, psy, neuro-technology, and their ethics (see 1 and 2). Similarly, Dr. Nayef Al-Rodhan is also notable for synthesizing neuroscience, international relations, and ethics. I encourage the exploration of their research and lectures. I also encourage browsing the DARPA-Brain Initiative collaboration, this article on neuroweapons from the US National Defense University, this book concerning the ethics of neurowarfare, and journalist Annie Jacobsen’s award winning history of DARPA. 
In the US, a wide range of emerging technologies are primarily being pursued via the Department of Defence’s Defense Advanced Research Projects Agency (DARPA) and the intelligence community’s Intelligence Advanced Research Projects Activity (IARPA). Many of these technological projects are “dual use”. This means that even if their research is explicitly medical, they will almost certainly be applied in warfare, intelligence, and national security (WINS). As of around 2018 and 2019, current and near term NeuroS/T falls into two broad categories: optimizing human performance, and influencing/impairing opponents.
In turn, there are a variety of means and ends which correspond to these broad categories. Both involve big data on genetic, social, psychological, neural, and other factors. Both involve devices for reading and altering patterns within and between humans, nanotechnology, genetic editing, and microbes. All of the following is either operational or close to operational (proof of concept or beyond) in some form or another. 
On the optimization side, there is a race to create super soldiers and intelligence officers. This entails gathering large amounts of complex data on optimal performance for given individuals or groups in various contexts, and then using a combination of devices, chemicals, nanotechnology, and gene editing to not only maintain optimal performance, but to also improve it for everyone (worst to best and beyond). This includes making better leaders and better followers, enhancing the ability to learn and act (both physically and intellectually), enhancing mental and physical health and resilience (including guarding against enemy genetic, nano, and microbial attacks), enhancing the senses, and interfacing remotely with machines and other humans.
These optimization projects pose a variety of ethical questions. The whos, whats, and hows of alterations. What are the commercial and military limitations? What do we do with these super humans once they are no longer needed (whether their powers are permanent or temporary)?
On the influence and impairment side of things, there are several means and ends currently at play. First and foremost, more and more genetic, neurological, psychometric, and other data is being compiled around the world. This data is increasingly easy to access, alter, or weaponize.
There are many generalizable features of human biology, and thus your data does not need to be possessed in order to impact you. One example is DARPA’s Narrative Network project. In spite of the previous link’s claim that it started in 2014, the project ran from 2011 to 2014 and focused on identifying neural and other factors which impact how individuals and groups respond to narratives. 
Such efforts impact the efficacy of messaging and discussions in peace keeping and counter-terrorism/insurgency. They can also be used to sway or destabilize target populations. The project was not dissimilar to the more expansive and ongoing DoD Minerva project, or the growing fields of neuromarketing and neuropolitics.
As another example, you can use microbes and other methods to deliver low-doses of chemicals to highly specific parts of the brain and induce various feelings and predispositions in a target. In other words, dose an adversarial diplomat or military leader you are about to meet with and they might come away liking you, which either causes their group to follow them in a new direction or mutiny, either way causing a disruption in your favor. You can also make them increasingly erratic, prone to aggression, and more to further disrupt their plans.
Finally, in the more sci-fi realm, nanotech, including nano robotics, can be aerosolized and thus taken in through a variety of human membranes. In the not so distant future, the nanotech can then be remotely activated (even by cell and satellite) to travel to and interface with specific parts of the body. Once in place, these nanobots form a vast array of sensors, transmitters, and receivers which can be used to remotely read from the brain and write into the brain. According to Dr. Giordano, such technology will go from the drawing board to testing by 2025 via DARPA’s Next-Generation Nonsurgical Neurotechnology program.
If the projects you find sound impressive, imagine how they already integrate with big data collection and analysis programs, which you examples of at DARPA,  IARPA, Alphabet (Google’s parent company), consulting firms, private intelligence firms, and universities. For starters you can explore past and active programs that are on the books DARPA’s website (where they can be found under obvious and less obvious “Topic” filters. IARPA’s on the books programs are easier navigated by searching for key terms such as you’ve encountered in this article, or just reading the “Research Area” descriptions. 
Of course few outside of nerd circles know about such ongoing research. However, for better and worse, non-state actors such as corporations, universities, and terrorists, are also capable of researching and developing biological, psychological, and social tools of all sorts. Countries such as Russia and China logically have their own versions of DARPA and IARPA and are pursuing the same kinds of technology. For whatever human rights and ethical violations the US has committed over the years, China and Russia are far less concerned with scientific and medical ethics, let alone human rights. Between investments and a willingness to do whatever they feel needs to be done, their advances will almost certainly outpace the US.
Hell, even individuals can get involved with increasingly basic things like biohacking, social network analysis, psychometrics, neural devices, and social/psychological manipulation. The bottom line is that between the medical, business, and tactical uses of the technologies being developed, and the relatively open nature of modern research, it won’t be long before the “emerging” tech is just everyday tech. Are we ready?
Will a Conversation Matter?
	There are two types of conversations which need to take place as we navigate the technologies I have outlined: government to government, and societal. Both are difficult, but the former is at least gaining traction. As Dr. Giordano and others are working on, policy makers around the world must work with ethicists, researchers, corporations, and WINS communities to establish common language, ethics, rules, and surveillance protocols. Countries should also consider “neurorights” as Chile has proposed and Dr. Nayef Al-Rodhan has discussed. Further, “we need to be discussing what the threats are, how to predict or prevent them, how to recover from the effects of realized threats, and assess what is forgivable in the face of gains. This will require global collaboration that eschews both moral relativism and imperialism.”
At the societal level, things are more complicated, and in some ways more dire. We have only just begun to harness the data-rich, information-poor nexus that is the current state of science and technology. Neurotechnology is just one part of this. At one extreme, if these forces are properly respected and diffused, we could enter into a golden age, maximizing human well-being and potential as free individuals, reaping the benefits of automation, knowledge, and efficiency. At the other extreme, we have the dream arsenal of totalitarianism at the disposal of a few individuals in a few nations, likely yielding techno-feudalism or neo-feudalism. 
If history or current events teach us anything, it is that we cannot count on small concentrations of power to wield it benevolently, let alone share it appropriately. Before things get more out of hand, the world needs to begin having frank discussions at every level of society about the rise of such technologies and how to mitigate the risks. However, this conversation will be difficult for at least three reasons.
First of all, researchers, developers, end users, policy makers, and average citizens alike have little to no training concerning the ethics of the creation and use of such technology, let alone how power has been employed in the past -  thus education is required. Second, even if mass consciousness of these issues can be raised, between apathy, just trying to survive, and rampant disinformation, it will be incredibly difficult to achieve meaningful engagement. Third, I would argue there is relatively little time for these two challenges to be overcome before relatively low-tech approaches to social control, such as mass surveillance, manage to solidify power for a relatively small portion of the global population; maybe at best 50 to 100 years. 
For now, I can think of at least three ways to create safeguards. The first is to ensure that unbiased, easy to understand courses on morals, ethics, and critical thinking are being taught in k-12 education, with a strong focus on human rights, human nature, science and technology, civic participation, and human potential. The second is to ensure that professionals of all stripes have both the aforementioned broad foundation, and that they know how their knowledge and industries impact society as a whole. Third, hopefully you the reader will talk to your friends, family, co-workers, and strangers about these things, one by one trying to make a difference.
