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Abstract
Currently, there are many threats to small businesses, from simple employee mishandling of sensitive data to hackers attempting to breach systems for consumer data. In this paper, I attempt to review what threats businesses are currently facing, current challenges to implementing a security program, and possible ways to implement a security solution.
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Cyber Threats and Security 
Introduction
Small businesses are a core asset to our economy. They constitute 99.7% of Employer firms and 49.2% of the private sector employment, making up 46% of the private sector revenue (SBA, 2012).  The Small Business Administration classifies a small business as an independent business that has fewer than 500 employees. Small businesses exist in every sector of the economy, from mom and pop corner stores to consulting firms providing solutions to a wide array of small and large businesses. Due to their smaller nature, and more limited resources, many of these small businesses do not have information security and cybersecurity policies and procedures in place, nor do they utilize any technology to secure their digital infrastructure. A recent report indicated only fourteen percent of small businesses actively utilize information and cyber security methods (Mansfield, 2017). With the number of resources available, such as the National Institute of Standards and Technology (NIST) publication on fundamentals for small businesses (Paulsen, 2016), it is almost inexcusable not to have something in place.
Threats to Small Businesses
	To understand the need for information security at the business level we must first understand the threats they face. Currently, statistics indicate 43% of hacking attempts target small businesses (Mansfield, 2017). Many hackers will target small businesses to steal personal information, especially credit information. One of the most prolific examples of hacking small businesses was Roman Seleznev. Seleznev targeted small businesses to specifically steal credit card information, which he would then sell online. His primary method of attack was to use botnets to distribute malware to point of sale computers. When the customer would use their credit card, the malware would pull the information that was transmitted through the point of sale and would send it to Seleznev’s database (Romeo, 2016). Using this method, he stole two million credit card numbers from over 3700 businesses. The estimated damage to small businesses was well over $169 million dollars (Paganini, 2017). 
The use of card skimmers is a large vector of attack which malicious entities like to use. Card skimmers are designed to pull information off a mag strip from a credit card. Criminals will often target bank ATMs, gas stations, and small business point of sale machine readers. A common tactic to deploy the skimmer is to distract the employee, then place the skimmer over a legitimate terminal (Krebs, 2017). Even the new EMV chip readers have become susceptible, as demonstrated by Nir Valtman and Patrick Watson. Using a Raspberry Pi small computer, they could pull the data transmitted from the card and were able to create usable mag strip cards (Szoldra, 2016). It is estimated that just ATM skimmers have caused over $3 billion in losses in 2015 alone (Ginovsky, 2016). 
Ever-rising in popularity to attack a whole host of businesses is ransomware. Ransomware is a malicious malware that, once on the user’s computer, will encrypt the user’s computer, operating system and all, or will pull data from the computer, such as browsing habits, personal information, or even pictures from an attached webcam. After taking over the computer the hacker will then demand a ransom to either unlock the encrypted data or return the stolen information, with no guarantee it will work (Matthews, 2017). WannaCry was a recent example of this form of business and personal extortion. The WannaCry ransomware caused global losses of over four billion dollars and affected two hundred thousand computers globally (Berr, 2017). 
Businesses can also suffer from phishing attacks. Phishing is a form of cyber-attack that is done via attempting to appear as a reputable entity, such as a financial institution. Generally, phishing attacks are conducted via email, but can be done over the phone or through text messages as well (Rao, 2017). Typical phishing attacks consist of close variations of actual email accounts of the institution they are attempting to replicate, a sense of urgency, and occasional misspellings. Once opened the phishing email or text may contain an attachment that includes a virus, trojan, or malware which will infect the user’s computer. Another option for the attacker is to provide a link that looks like it belongs to a trusted entity, but in reality, it is controlled by the hackers and is used to glean information from the user (APWG, 2017). Phishing attacks have increased tremendously over the last decade. In the last year, the number of phishing attacks increased 65% to 1,220,523 (APWG, 2017). Losses attributable to phishing attacks equaled 1.6 billion dollars between 2013 and 2016, or about 500 million dollars per year (Mathews, 2017).  
	Small businesses even face threats internally from malicious employees or negligence. Intellectual property theft is a major concern for many employers. Research on employees leaving has indicated 56% of workers believe it is okay to take sensitive and project data with them when they leave, and 60% have taken information with them (Warren, 2015). Additionally, workers can inadvertently expose data, through phishing attacks, losing it in various places, or compromising it with external malicious entities. The total damage of these attacks costs around 300 billion dollars in the U.S. alone (Warren, 2015). Additionally, employees can negatively impact their employer through simple negligence, either by accidental deletion or modification of data which they should not have access to.
	The threat of malware, worms, trojans, and other malicious programs distributed by attacks to destroy, disable, or compromise systems cannot be overstated. The methods reviewed above, such as phishing and malicious employees, can be used to deliver viruses. Additionally, hackers can scan networks for vulnerabilities, such as open network ports, and unpatched systems, to inject and create disruption in the network. The data seized by the hackers or malicious external entities in these scenarios will often be used for further financial gain. This will be done by either holding it hostage, as mentioned in the ransomware example above, using it to directly steal people’s identity, or clustering the data together and selling it to the highest bidder (Bertrand, 2014). Even if companies do not actually have any data stolen, they may face litigation from affected third parties, such as customers and business partners, for the disruption and failure of services (Anderson, 2014).
Challenges to Implementation
	After reviewing the different types of attack and the impact these types of attack can have, it is surprising many businesses opt to not implement any sort of reasonable protection against cyber threats. With 43% of current cyber-attacks targeting businesses, most businesses will be hit sooner, rather than later. Of those businesses, 60% will go out of business within six months due to damages from the attack (Mansfield, 2017). With this high level of risk, we need to understand what challenges are preventing businesses from implementing a security strategy.
	The first challenge is that most businesses do not fully understand the risks posed by cyber threats. Most small businesses do understand there is at least some level of risk with not having a robust solution in place. However, they usually have a firm belief they are too small to be worth a cyber-attack and the legacy systems they have in place are adequate (Ramsay, 2015). Unfortunately, this belief, in an evolving security landscape, is no longer effective.
Small businesses often do not want to change their culture and practices. A major example of counter security culture is password sharing to make work faster. An estimated 51% of office workers in the U.S. and U.K. have shared their login details (Amigorena, 2016). Many companies will also allow users to have local admin rights on their computer. Everyone having admin rights presents a problem because it automatically grants rights to malware and other malicious programs from the user’s account to their computer. In small businesses, they allow for these practices, and more, to maximize efficiency, and make work easier, even if negatively impacting network security and stability.                      
	Time to implement and manage is a factor requiring significant investment from the business. It requires the company leaders to evaluate, plan, and roll out security standards. It takes time to coordinate these efforts. It also takes time to follow security practices, and many employees would rather use shortcuts than spend time following proper procedures that safeguard a business’s assets and consumer information.
Additionally, businesses do not have the necessary expertise in-house to manage their digital assets in a secure way. Often, internal IT staff are untrained in managing cybersecurity or are already overburdened with other tasks and business needs. Finding qualified individuals to fill these gaps may not fit within the business’s fiscal ability, and having a full-time specialist may not be necessary for what the business needs.
Finally, most small businesses do not feel they can effectively afford to implement and manage a cybersecurity strategy. A comprehensive strategy can cost thousands of dollars in hardware, software, and man hours to implement, in addition to the extra training time for regular employees. Additionally, external expertise can be needed to help assess and implement programs. Many businesses will worry about these costs, and being able to afford them as a small business.

Implementation of a Cyber Security Program
	To overcome these challenges, it is important that a company is willing to change its culture, in addition to changing its policy and infrastructure. To change the culture, it is essential to get strong support from the company leadership. They will be the ones supporting the enforcement of new policies and procedures, as well as funding cybersecurity training and projects. Again, the leadership may feel their business is not a target, feeling that bigger companies present more valuable prey. Their possession of certain assets, such as credit card information, personal identifying information, intellectual property, and bank information, with less security than a larger entity makes them a prime target for malicious entities (FireEye, 2013). With 43% of hacks targeting small business, it is not a matter of if, but when they will be hit by a cyber-attack, also known as assumption of breach, and what they have done to mitigate it. It is imperative that leadership understands the economic necessity of the security program, and how essential their support is.
Educating not only the leadership but also the rest of the staff is important. The largest vector of attack is through exploiting employees. Implementing a training program that follows a program of policy awareness, enforcement, and maintenance is critical to mitigating the employee threat to cybersecurity (Francois, 2016). The employees must understand what the company security policies are regarding their job, why the policies are in place, the legal ramifications of mishandling personal information, and that these policies will be enforced. These programs must be collaborative, helping the employees to think in a security-minded way that evolves to match emerging threats. By creating a participatory method in security governance, it allows for employees to take on a sense of ownership in security initiatives, creating a more security conscious mindset (Vanderburg, 2016). A more security minded employee allows for a more flexible training program, which is better able to adapt to a constantly changing cyber threat landscape.
[bookmark: _GoBack]	In implementing the security program, the business must follow the basic building blocks of a security program, which are to identify, protect, respond, and recover (Ramsay, 2015). The identify and protect stage is best done by utilizing the risk method. A risk based security plan operates by seeking out existing risks, both in technology and in processes and procedures. Technology risks to be evaluated include how and where data is stored, who has access to which resources and data, existing hardware, external network access, and payment processing terminal access. The process and procedures to be evaluated must include evaluating what each employee needs to do their job (i.e. what programs, data, and hardware), how information is documented and stored, how employees react to requests for information, and reactions and procedures in the case of cyber and information breaches. Additionally, the network structure must be included in the technology assessment. A network structure review means examining what network devices are in place (such as switches, routers, firewalls, wireless access points, and servers) and how these devices are communicating and allow access to themselves and other devices within the network. Once risks have been identified and evaluated, it is important to establish a protection program to mitigate risks as needed, such as setting access to data, programs, and systems to exactly what is needed by an employee to do their job on their user account (Mathers, 2017). By building and using a risk-based security plan, a business can reduce the probability that it will be hacked. However, it must also have a response plan in case of a breach. The response plan must establish how to react to a cyber incident, including notification to employees, partners, and customers, and containment procedures for the threat (Ramsay, 2015). After responding, recovering is the next phase. This means review and assessment of what caused the breach, and then hardening the system, procedures, and policies against it. After completing the review, then the business can work to rebuild its trust with its customers and partners (Ramsay, 2015).
In addition, the National Institute of Standards and Technology (NIST) has provided a reference guideline for small businesses to follow (Paulsen, 2016). In it, they review the fundamentals of information security and cyber security and finding a cost-effective program which will meet the requirements of a variety of small businesses. This can prove helpful for businesses that do not have professional guidance readily available, and need something to follow to start their security program. 
Even with a security program in place, or to get one in place, some businesses may need to seek external help in establishing a security program. Many businesses will not be in a place to hire a full-time information security manager, or may not be able to find one who is qualified (Berg, 2015). Additionally, many businesses may need help in defining risks and monitoring them. In these cases, being able to get help in establishing a security program, or enhance an existing one, through a security services provider or consultant can be critical. However, it is important that ownership and overall oversight of the security program be controlled by the business. The employee managing the program must make sure the security provider understands the specific needs of the business, and how the program can scale with the business. The security manager and provider should work to ensure everyone understands the incident response procedures, roles and responsibilities, and how communication and reporting work (Berg, 2015). It is important to remember that the security provider is not a replacement for a security program, but is a part of a larger one controlled by the business. 

Final Thoughts
	 With the vast and ever-increasing array of threats posed against small businesses, it is more important than ever to implement a cybersecurity solution. With the threats posed by phishing, malware, ransomware, skimmers and malicious insiders, small businesses need to be prepared. If these threats are ignored, the results can be catastrophic, not only for the business itself, but for its employees, partners, and consumers.
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