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Abstract/Summary: The current debates revolving around 5G, Huawei, and how they are 

resolved, are highly visible indicators of the technology based shifts in the global order which are 

setting the tone for the 21st century. Currently, it seems that many in the US and the PRC are 

using Cold War and Thucydides Trap paradigms, with a zero-sum mentality. At least in the case 

of 5G technology, the UK seems to have taken a more nuanced approach.  

This article comes as the UK prepares its new National Cyber Security Strategy, 

reviewing the 5G and cyber security debates surrounding Huawei in a highly interdisciplinary 

manner, and directing readers to a rich variety of resources. In addition to its analysis of issues 

and solutions often absent from the discourse, this article’s feature contribution is the argument 

that the UK can be more than an example of a middle way. Specifically, if the UK scales up and 

internationalizes its Huawei Cyber Security Evaluation Center, perhaps by creating an 

International Cyber Security Evaluation Center, it can lead its allies and the world in 5G, 6G, 

cybersecurity, and international relations, filling a vital leadership vacuum. 
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There are strong arguments to be made that the actor(s) controlling emergent 

(information) technologies such as artificial intelligence, quantum computing, and 5G 

technologies, will control the world
1
. 5G is the next generation of wireless communication. It 

will enable higher speeds of data transfer and the integration of virtually all technology, aka the 

Internet of Things (IoT)
 2

.  

Huawei
3
, a telecommunications company based in the People’s Republic of China (PRC), 

is the global leader in 5G infrastructure
4
 and phone production as of January 28, 2020

5
. 

However, its increasing centrality to global infrastructure
6
 and its obligations to the PRC

7
 have 

made it the focus of economic and security concerns
8
, particularly for liberal democracies

9
. 

Simply put, “5G will be … the central nervous system of the 21st-century economy—and if 

Huawei continues its rise, then Beijing”
10

, may control it. 

The United States (US) has moved from restricting to banning Huawei, recently filing a 

                                                           
1
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new slew of criminal charges against it
11

. It’s also pressuring others to follow suit, with mixed, if 

not counterproductive, results
12

. As nations navigate the possible shift
13

 from a US led unipolar 

world
14

 to possible bipolar
15

, multipolar
16

, nonpolar
17

, or PRC led
18

 worlds, all eyes
19

 are on the 

two superpowers.  

The core-periphery nature of great power competition mirrors the core-periphery nature 

of 5G competition. Thus, debates revolving around 5G, Huawei, and how they are resolved, are 

highly visible indicators of the technology based shifts in the global order, setting the tone for the 

21st century. Many in the US and the PRC are using Cold War and Thucydides Trap paradigms, 

with zero-sum mentalities
20

. This is unnecessary, counterproductive, and dangerous
21

.  
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As Henry Kissinger argues, conflict between the PRC and the West, “is a choice, not a 

necessity”
22

. Mutual misunderstandings and biases are foundational to their conflicts
23

. These not 

only undermine cooperation and positive competition, but also peace, deterrence, and de-

escalation, particularly in the cyber realm. Further, these factors increase the risk of unintentional 

conflict
24

. A potential geopolitical and technological repeat of WWI can and must be avoided
25

. 

Addressing these challenges in part requires that we assess and improve the current state 

of 5G cyber security politics. Dr. Myriam Dunn-Cavelty and Dr. Andreas Wenger state that 

cyber security politics is a function of the spheres of science, politics, and technology
26

. Building 

on an unpublished essay written by Russell Huang in 2019, our qualitative exploration of 5G 

cyber security politics focuses on the UK’s policy approach to Huawei and the PRC, situated 

within the context of global cyber security politics. Guiding the exploration are two questions: 

 Should Huawei be allowed to develop 5G communications within the UK? 

 Are there challenges, opportunities, and solutions largely ignored or missing from the 5G 

and cyber security politics discourse, whether concerned with the UK or the world? 
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 Eric C. Anderson, Sinophobia: The Huawei Story, CreateSpace Independent Publishing Platform, 2013; Clay 

Wilson and Nicole Drumhiller, “US-China Relations: Cyber Espionage and Cultural Bias,” In National Security and 

Counterintelligence in the Era of Cyber Espionage, edited by Eugenie de Silva, 28-47, Hershey, PA, US: 

Information Science Reference, 2016; Michael Kolton, "Interpreting China’s Pursuit of Cyber Sovereignty and Its 

Views on Cyber Deterrence," The Cyber Defense Review 2, no. 1 (2017): 119-54, www.jstor.org/stable/26267405.  
25
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2020, https://www.newyorker.com/magazine/2020/01/13/the-future-of-americas-contest-with-china. 
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We begin by examining the intersection of cyber security politics, theories of 

international relations, and the PRC, reviewing Huawei’s history, and situating Huawei in the 

current global political environment. We then evaluate Huawei’s 5G relationship with the United 

Kingdom (UK). This is done by addressing the five principal threats Huawei presents, as we’ve 

identified in the literature:  

● Huawei’s potential to install backdoors for the PRC 

● Poor source code 

● The risk that Huawei might hold a monopoly over 5G 

● The future implications for power when 5G is fully commercialised 

● Impacts on UK-US relations, particularly intelligence sharing 

After analyzing these threats we explore and propose opportunities, challenges 

(particularly risks posed by alternative vendors), and solutions that are not commonly or 

adequately addressed, if at all, in the 5G debate. Two primary conclusions are reached. 

The first is that Huang’s 2019 essay’s conclusion, that for the UK the best course of 

action is a risk mitigation approach, allowing Huawei to conditionally develop its 5G with 

oversight, seems to hold. Not working with Huawei is counter-productive. Working with Huawei 

allows the UK to reap the benefits of Huawei’s services while addressing its risks. Further, 

avoidance of risks does not diminish the threat to the UK or advance its position; proactively 

confronting risks is the best risk mitigation strategy
27

. 

Second, having already adopted a proactive culture, in general and with Huawei, the 

UK’s approach to 5G may serve as a blueprint for broader strategies and tactics concerning the 

world’s relationships with Huawei and the PRC. In particular, if the UK scales up its Huawei 

Thus, as the UK prepares its new National Cyber Security Strategy, with its current one ending 

in 2021
28

,  this article argues that the UK is well positioned to take the lead in 5G, 6G
29

, 

cybersecurity, and international relations, particularly in the context of faltering US leadership. 

                                                           
27
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Security Strategy 2016-2021: Progress Report,” Policy Paper, Cabinet Office, HM Government, May 31, 2019, 

https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021-progress-so-far; 

Conrad Prince and James Sullivan, “The UK Cyber Strategy: Challenges for the Next Phase,” Briefing Papers, 

RUSI, June 27, 2019, https://rusi.org/publication/briefing-papers/uk-cyber-strategy-challenges-next-phase.  
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Trends, February 3, 2020, https://www.digitaltrends.com/mobile/what-is-6g/; Iain Morris, “A 6G Arms Race May 

Define the 2020s,” 6G, Light Reading, February 4, 2020, https://www.lightreading.com/6g/a-6g-arms-race-may-
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Part One—Background 

Huawei’s Rise 

 Huawei was founded in 1987 by Ren Zhengei, who left his position in 1984 as an 

engineer and possible intelligence officer in the PRC’s People’s Liberation Army (PLA)
30

, just a 

few years after the PRC began its market reforms under Deng Xiaoping in 1978
31

. It was in this 

context that he began his entrepreneurial path, studying the West and attempting small business 

forays
32

. With the help of a few associates (possibly military and intelligence affiliates) Huawei 

began in the budding tech hub of Shenzhen by selling, and then developing and producing, 

phone equipment.  

This eventually led to a major P.L.A. contract in the 1990s. By 1995 Huawei’s domestic 

sales were reportedly around $220 million USD. In 1996 it was granted the status of a “national 

champion”
33

, protecting it from foreign competition and significantly boosting its success. In 

2000 it began expanding internationally, and by 2005 its international sales surpassed its 

domestic sales.  

Over the next decade Huawei expanded rapidly, particularly in Europe, partnering with or 

buying into a wide variety of major international telecommunications and technology 

companies
34

. Its growth attracted attention. Going back to at least 2007, the US’s NSA began 

hacking Huawei, both to spy on officials in the PRC and to have backdoor access to all who 

bought Huawei’s products
35

. By 2011, it was selling products and services in over 140 countries, 

and by 2012 it had become the, “largest telecommunications equipment maker in the world in 

terms of revenue”
36

. Since 2016 it has been represented in over 170
37

 of the 195-196
38

 countries.  
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5G and Huawei 

However, due to real and anticipated behaviors, Huawei’s rise has raised alarms
39

. The 

battle for 5G only heightened the stakes
40

. Around 2013, Huawei began investing in 5G 

technology, co-founding a variety of university, government, and private partnerships throughout 

Europe
41

. In 2018 Huawei pledged to invest $15-20 billion USD into research and development, 

focusing on emerging 5G technologies such as autonomous cars, smart cities, and IoT
42

. To date, 

this has been on track, with over $15 billion USD spent on R&D in 2018
43

, outspending Apple, 

and over $17 billion USD in 2019
44

.   

By mid-2019, Huawei had at least 50 international contracts to develop 5G
45

, and as of 

February 2020 they have 91 such contracts
46

. By comparison, as of February 2020, the nearest 

competitors Ericsson and Nokia have 81 and 65 5G contracts respectively
47

, though Ericsson 

claims other metrics put it in the lead
48

. Such contracts are more of a metric used for P.R., and, 

ironically, Huawei’s related dubious claims of an 18-month lead over its competitors serves 

those wishing to undercut it by portraying it as a major threat, particularly the US
49

. 

On the one hand, in his 2013 book
50

 senior US intelligence analyst, Northeast Asia 

specialist, and National Intelligence University Professor Dr. Eric C. Anderson
51

 analyzes over 

1,000 sources concerning Huawei. He concludes that in spite of some warts, “the evidence … 
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suggests the US Congress has been engaged in a witch-hunt”
52

. Further, he makes a very 

compelling case that the US accusations are almost entirely unfounded.  

Rather, they reflect a combination of racism, special interests, defense budget 

justifications, a threatened hegemonic status, and mutual suspicion and misunderstanding 

between the West and the East. Further, there is a fear of competition that undermines traditional 

US and Western formulations of how to best protect their interests, which in turn have self-

defeating consequences. In May 2019, a senior technology editor for ZDNet laid out a similar 

argument
53

.  

He notes that while Huawei and the PRC do pose threats, the economic and security 

interests of Huawei, the PRC, the US, and others generally dissuade hostile actions. Further, he 

points to the lack of substantiated reports of state-sponsored malware or other threats Huawei is 

purported to represent. Instead he argues that the international focus should be on greater 

cybersecurity risks, including those from other states such as North Korea and Iran, criminal 

actors, and industry/design based risks. In these contexts, even Google has said that banning it 

from working with Huawei threatens security in the US and elsewhere
54

. 

On the other hand, going back at least to their 2002 “misappropriation” of Cisco’s 

intellectual property
55

, Huawei has a long established pattern of illegal and unethical behaviors. 

This pattern includes bribery
56

, corruption
57

, industrial espionage
58

, various forms of theft
59

, 

violating sanctions on Iran
60

 and North Korea
61

, recent RICO charges brought against it in the 
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US
62

, and a variety of other legal and security issues
63

 (CNet also has a detailed and regularly 

updated timeline of Huawei’s international developments and issues, going back to January 

2018
64

). Not to mention Huawei’s central role in the PRC’s internal oppression tactics, especially 

in Xinjiang
65

. 

These concerns were heightened in 2014, when the PRC passed its Counter-Espionage 

Law, and again in 2017 when it passed its National Intelligence Law
66

. The 2017 law in 

particular has driven many countries to ban or restrict Huawei, particularly from 5G networks, to 

varying degrees
67

. Its language makes clear why:  

Any organisation and citizen shall, in accordance with the law, support, provide 

assistance, and cooperate in national intelligence work, and guard the secrecy of 

any national intelligence work that they are aware of. The state shall protect 

individuals and organisations that support, cooperate with, and collaborate in 

national intelligence work
68

. 

However, as of February 3, 2020 there are apparently no public substantiations of state-

sponsored espionage via Huawei
69

. 

According to the Senior Vice President of CSIS and Director of its Technology Policy 

Program, Dr. James A. Lewis, a full ban is the best way to be protected from the risks that 

Huawei and the PRC pose
70

. This is because the nature of 5G makes it difficult, if not 
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impossible, to keep core, particularly critical core, networks separate from the so-called “edge”, 

where end-user devices interface with core networks
71

.  

Simeon Gilding, a senior fellow at ASPI and, until December 2019, the head of the 

Australian Signals Directorate’s signals intelligence and offensive cyber missions, was part of 

the team that determined Australia could not rely on a partial 5G ban due to the core-edge 

problem, and is highly skeptical of plans to rely on a partial ban
72

. Dr. Lewis seems more open to 

debate about the efficacy of a core-edge separation, but states that those who feel they can 

mitigate Huawei’s risks can only do so if they follow through with their security plans
73

.  

Of the Five-Eyes intelligence sharing alliance (which consists of the UK, US, Canada, 

Australia, and New Zealand), Australia
74

 and New Zealand
75

 were the first to have fully banned 

Huawei from their 5G infrastructure, in 2018. The US has encouraged companies not to use 

Huawei’s equipment in their networks since 2012
76

. More recently, it has placed a variety of 

import and export restrictions on the company, effectively banning Huawei from all US 

telecommunications networks in May 2019 via an executive order
77

. However Huawei has 

received consecutive reprieves from the ban, in part due to US rural networks needing time to 

find alternatives
78

. As of writing this article, Huawei wasn’t fully banned until April 1, and even 

that seems to be subject to change well after that date
79

.  

Internationally, the US has applied enormous pressure on everyone it can to fully ban 
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Huawei, at least from their 5G infrastructure, if not more generally from doing business with 

them
80

. As will shortly be detailed, the UK has not been swayed by this pressure. As a result, 

Canada finds itself torn between its partners
81

.  

In spite of the European Union’s (EU) reputation for privileging rights and privacy
82

 

(muted in the face of Huawei’s 5G
83

), its complicated relationships with the US, Huawei, and the 

PRC have resulted in it allowing states to make their own decisions regarding Huawei
84

. Of the 

European strategic partners of the UK, as of March 12, 2020, only Romania, Poland, and Estonia 

have signed an agreement with the US to effectively ban Huawei. Their ban decisions are 

apparently due to their need of US support to counter Russia, as opposed to an overwhelming 

concern with Huawei
85

. 

Japan is notable in that while it wishes to become a Five-Eyes partner, it has only banned 

Huawei from government infrastructure and contracts. However, the result has been that its 

domestic companies have decided not to use Huawei in their 5G networks
86

. The rest of the allies 

and strategic partners of the UK and US have thus far opted for their own approaches to 

mitigating Huawei’s risks, focusing primarily on banning Huawei from core networks considered 
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critical to their national security
87

. 

Amongst the Five Eyes Nations, the UK stands out as the only nation to pioneer a risk 

management and mitigation approach, leading the way when it comes to partnering with, and 

oversight of, Huawei. The UK began working with Huawei as a “high-risk vendor” in 2003, 

taking a mitigation approach from the start
88

. In 2010, due to unusual activity in Huawei’s 

networks being identified by the UK’s Government Communications Head Quarters (GCHQ), 

Huawei and the UK partnered to create the Huawei Cyber Security Evaluation Center 

(HCSEC)
89

.  HCSEC works with GCHQ and the National Cyber Security Centre (NCSC) to 

assess whether Huawei’s products are up to standard and are secure for deployment
90

.  

As a result, HCSEC has access to Huawei’s source code, products, and the capacity to 

advise it on business matters as part of due diligence to assess if their intentions are purely 

commercial. This partnership has allowed the UK to focus on harnessing the benefits of working 

with Huawei while proactively mitigating risks. This early partnership enabled the creation of the 

5G Innovation Centre at the University of Surrey in 2015, which quickly became, “the UK's 

largest academic 5G wireless communications infrastructure research centre”
91

.  

However, the UK’s relationship with Huawei still has its challenges and concerns. First, 

older critical infrastructure in the UK already contains Huawei components
92

. Then there is the 

2019 HCSEC Oversight Board Report
93

, which made headlines for its numerous criticisms of 

Huawei’s security. The criticisms revolved around poor-quality of work and a failure to 

adequately fix issues identified in previous HCSEC reports, though they were attributed to 

incompetence and negligence, as opposed to malicious intent or PRC interference. Finally, there 
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are the years of increasing pressure from the US to ban Huawei outright
94

. 

When large parts of this article were first drafted in 2019, the UK was holding elections 

for Prime Minister and there was uncertainty as to whether or not it would ban Huawei, either as 

a whole or just when it came to 5G. Even up until December 2019 it seemed that PM Boris 

Johnson would go through with the ban
95

. At the end of January 2020, the Johnson and 

Parliament decided not to completely ban Huawei and high-risk vendors, voting instead to keep 

them out of critical core networks and cap their market share at 35%
96

 

In March, members of Johnson’s own party attempted a full ban, though it was ultimately 

defeated
97

. Since then it has appeared that the UK’s approach allowed the country to move 

forward with Huawei and high risk vendors confidently, both balancing and benefitting its 

economy and security
98

. However, the coronavirus pandemic may have an impact on the UK’s 

relations with both the PRC and the US, with implications for 5G and the UK’s next National 

Cyber Security Strategy
99

.  

Members of Johnson’s party view coronavirus as a means of banning Huawei and 

decoupling Five-Eyes from the PRC
100

. A mid-April poll by the Henry Jackson Society found 

that 62% of UK adults support Huawei building the UK’s 5G, with 12%  against, 19% “Neither”, 

and 6% “Don’t Know”
101

. The same poll found that 63% support, “adopting a tougher trade, 

investment and security policy towards China as has been adopted by the US over the past 

several years”, with 12% opposed, 19% “Undecided”, and 8% “Don’t Know”
102
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In this context, we will now examine the five principle threats Huawei is purported to 

present to the UK. We then move on to examine some unique 5G and cyber security 

opportunities the UK has, before exploring challenges and innovative solutions overlooked in the 

5G security discourse which the UK and other actors should consider. 
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Part Two—Five Principal Threats 

Backdoors 

A backdoor enables remote access to information and is typically invisible to all parties 

except the one who installed it. Backdoors can be present in either hardware or software; 

changing a key component, or installing a patch that enables remote access
103

. The risk that 

Huawei can do this to its 5G apparatus is the most common argument for distrusting Huawei. 

This distrust does not stem from Huawei itself, but rather the potential threat presented by the 

PRC and its authoritarian nature
104

.  

Concerns that the PRC could use Huawei as a resource to further its political agenda 

against individuals or other states are not just theoretical. Citing US government sources, a 

February 12, 2020 report by The Wall Street Journal states that the 4G networks Huawei helped 

build around the world has provided Huawei with backdoor capabilities since at least 2009, but 

does not state that the PRC has utilized them. According to the article, the US shared this 

information with the UK and Germany at the end of 2019, as they were in the final stages of 

deciding whether to include Huawei in their development of 5G
105

.   

This timeline indicates that the UK believes the risks presented by backdoors can be 

addressed with mitigation strategies
106

, as the 2019 draft of this paper concluded. HCSEC has 

access to the source code and routinely tests equivalence in repeatable builds against what is 

deployed via patch updates. HCSEC’s resources are augmented by GCHQ and the NCSC. Their 

combined capacities to identify backdoors diminishes the risk of them going undetected, and 

should assure users that Huawei’s products have been vetted and are safe. 

Addressing hardware risks is limited by the degree of autonomy PRC factories have over 

production of components. The question arises, are any viable alternatives for 5G 

telecommunications providers? PRC based companies provide some components to Nokia and 

Ericsson, the two potential 5G substitutes for the UK
107

. Then there is the fact that Huawei has a 

presence in some of Nokia and Ericsson’s 4G and 5G networks
108

. However, the hardware threat 
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may not be quite so dire, and there seems to be opportunities to work with stakeholders to 

mitigate the risks. 

Francis Dinha, CEO of the security software company OpenVP, indicates that wireless 

operators use a variety of hardware vendors, and ultimately it is their duty to secure their 

networks, as it would be foolish to rely on the vendors for security. According to Dinha, it is 

already industry standard to add extra layers of security. This is not to say that the PRC and 

companies based there do not pose a threat. Rather, Dinha believes that private industry partners 

and other experts have the capacity to address and mitigate the risks that vendors like Huawei 

pose to 5G, but, at least in the US, he feels they have yet to be appropriately consulted
109

. 

Acknowledging the PRC’s influence, or even control, over companies based there as 

altogether malicious in intent leaves no economically viable way forward to acquire 5G and reap 

its benefits. What amounts to threat avoidance is not a viable security approach. The threats 

posed by the PRC require more than avoidance, deterrence, or other passive, reactive, 

approaches.  

Acknowledging the danger posed by backdoors and other risks diminish them 

significantly. By remaining vigilant of the threat, agencies and stakeholders can commit to 

cybersecurity to ensure Huawei behaves benevolently. The HCSEC seems well positioned to do 

so, domestically, and as will be argued, internationally. 
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Poor Source Code 

The HCSEC 2019 report states it can only provide, “limited assurance that all risks to UK 

national security from Huawei’s involvement in the UK’s critical networks [emphasis added] can 

be sufficiently mitigated long-term”
110

. Similarly, for Huawei’s products in general, HCSEC can, 

“provide only limited assurance [emphasis original] that the long-term security risks can be 

managed”
111

. Until Huawei’s software and cyber security defects are fixed, “it will be difficult to 

appropriately risk-manage future products [emphasis original]”
112

. 

  Of the risks outlined, weak source code is the most tangible security risk to the 5G 

network. According to the HCSEC 2019 report, there are presently three issues stemming from 

poor source code
113

:  

● Poor source code found in the repeatable builds 

● Inconsistency of the builds’ equivalence with actual deployed products 

● Limited evidence of rectifying poor processes and coding  

The UK has since decided to move forward with Huawei as a 5G partner. However, 

Huawei will not be allowed to provide components and services for networks critical to the UK’s 

security apparatuses. Nonetheless, poor source code remains a general concern. 

The risk presented by poor source code stems from the capacity for third parties, such as 

states, individuals, or organised crime, to penetrate the network and carry out acts of theft, 

espionage, sabotage, or ransom. The inconsistency of builds’ equivalence means that the source 

code given by Huawei to HCSEC is not identical to what Huawei uses in some or all of its 

products. This inconsistency limits the degree to which HCSEC can claim Huawei’s products are 

safe.   

Outlined in the report is Huawei’s “transformation plan” to standardise production and 

assure security. Specifically, they are to follow procedures that will ensure the proper replication 

of the source code (meaning what is provided to HCSEC matches the hardware and software 

deployed), and improve their engineering and security. Although $2 billion USD is to be set 

aside to execute this, the proposed initial budget does not specify any activities
114

.  

Enforcing HCSEC’s standards is a necessity that the UK must follow through on to 

mitigate its risks
115

. If it does so, by already having access to Huawei’s source code and with the 

weight of its visible partnership with Huawei, UK will be in a unique position to cement its role 
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as a global leader of cybersecurity and take greater control of its threat forecast. There is still 

reason to question the efficacy of source code review
116

. However, from security and economic 

perspectives, it would seem more productive to engage Huawei while proactively addressing its 

risks
117

, possibly by making the current risk mitigation effort multilateral.  

Security issues inherently become political when they are of the scale presented by 

Huawei’s weak source code. The weak source code is not just concerning when it comes to 

government intrusion. In many ways what is of greater, mutual, concern is cybercrime, which is 

a transnational issue
118

. Increased attention and funding, whether by the UK or a multilateral 

effort, could leverage greater technical expertise and political capital against the risks Huawei 

poses, whether stemming from government or non-state actors.  

More importantly, such actions would make it easier to hold Huawei accountable to 

security standards not just in the UK, but globally. Avoidance as a mitigation strategy for the UK 

does not remove the threat presented by Huawei’s source code. Cooperation with Huawei, and 

keeping them in the UK market, is more beneficial for all. 
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Potential Monopoly 

According to Dr. Lewis, “Huawei wants a monopoly, and the Chinese government 

supports this because it will give them a global signals intelligence network”
119

, akin to the 

decades long US-Germany Crypto AG operation
120

, and the 2007 US hacking of Huawei
121

. 

While monopolies are not desirable for security or the economy, the looming threat of Huawei’s 

growing monopoly is not simply a threat on its own. Rather, it amplifies the risks previously 

addressed, and exacerbates issues and risks relating to the PRC’s predatory economic 

practices
122

.  

By allowing Huawei in via partial bans, European and other nations seek to balance the 

costs, benefits, and risks Huawei and the PRC present
123

. A Huawei-established global monopoly 

concentrates power over distribution and production of software and hardware, in general and in 

5G. This increases the capacity to install backdoors, whilst poor source code potentially could 

continue without rectification, making organisations and governments more vulnerable. Further, 

if Huawei were obligated by the PRC to stop providing services to a client nation as part of the 

PRC’s laws, a monopoly gives Huawei and the PRC incredible leverage over dependent nations. 

Presuming coronavirus doesn’t decouple the PRC from the West
124

, this risk seems to be 

predominantly a projected one because global economic integration effectively binds Huawei 

from acting with the liberty of a typical monopolist
125

. For example, Huawei presently runs on 

the Android operating system (OS), which is owned by Google
126

. While they are developing 

their own OS, Harmony (aka Hongmeng) in case a US ban halts their Google partnership
127

, the 
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US continues to control the production of semiconductors and key chip components
128

. As Ren 

Zhengfei, Huawei’s CEO, acknowledges, “if one of a thousand key parts is missing, a piece of 

telecoms equipment will cease to work”
129

. 

Furthermore, while the PRC’s manufacturing capacity to make goods continues to 

scale
130

 (notably making about 90% of the world’s PC’s and 70% of phones as of 2011
131

), they 

lack the free market structures that enable the innovation required to pave the way into the 5G 

future
132

. Even if their capacity for innovation does change, global competitors will certainly 

remain worthy opponents or even collaborators
133

. In this sense, a successful business strategy 

for smaller 5G enterprises such as Ericsson and Nokia might be to provide specialist services that 

Huawei does not. Either way, even if Huawei can potentially establish a monopoly by market 

share, it cannot behave like a typical monopolist. This is due to its dependence on external 

suppliers for equipment and services, which in turn limits Huawei’s ability to act with impunity. 

Now consider the alternative where Huawei is removed from the market in the UK. Aside 

from the potential retaliation against the UK by the PRC, if Ericsson and Nokia are the 

remaining 5G competitors, the expenses and opportunity costs will rise. Both suppliers’ 

equipment costs more, primarily due to higher production costs outside of the PRC
134

.  

Before the Covid-19 pandemic, Ericsson and Nokia were beginning to shift some 5G 

production outside of the PRC, particularly to India
135

. The political and economic fallout of 

Covid-19 has caused many countries to reconsider their relationships with the PRC, particularly 

when it comes to medical and technology supply chains. One result has been an increased 

interest in trade with India, particularly as far as the UK is concerned
136

.  
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While diversification is smart for a variety of reasons, it is not so clear that switching 

production to India will enhance security or prevent higher costs. Long standing tensions 

between India and the PRC have been rising in recent years, and seem to have taken a turn for 

the worse with their first lethal clash since 1975 occurring on June 15, 2020
137

. Before, and 

particularly after Covid-19 and the fatal clash, India was already looking into limiting or banning 

PRC based companies including Huawei and ZTE
138

.  

Throughout, escalating economic and political tit for tat has increased costs for both 

countries
139

. Further, India’s protectionist approach is not just impacting its relationship with the 

PRC. Rather than creating an opportunity for the West and countries like Japan, South Korea, 

and Australia, India’s protectionist policies have been so broadly formulated that they have 

increased costs for virtually all of their partners
140

. Given India’s and the West’s trend towards 

decoupling from the PRC, these costs will likely only increase. 

These higher costs may be further compounded by five issues. First, Huawei arguably 

motivates 5G providers to remain competitive in terms of costs, quality, and innovation
141

. 

Second, in late 2018 industry experts, and even company insiders, believed that Nokia and 

Ericsson would struggle with, “replacing Huawei in the core of an operators network”, let alone, 

“across radio sites”, though both companies have tried to rebuff these claims with mixed 

results
142

. Such concerns about abilities, costs, and delays remain in play as of February 2020
143

.  

Third, Nokia and Ericsson’s recent bids with the US
144

 and France
145

 as an alternative to 

Huawei, as aggravated by the US-PRC trade war, has caused them to shift even more of their 
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production out of the PRC, likely further raising costs
146

. Fourth, they have been competing for 

contracts within the PRC which accounts for, “60% of the global 4G infrastructure market”
147

, 

which could be leveraged against Nokia and Ericsson, thus potentially raising costs. Fifth, if the 

UK, US, Europe, and others oust Huawei in favor of Ericsson and Nokia, it would eliminate 

around 40 percent of competition
148

. As US hopes for Apple, Samsung, Dell, or Microsoft seem 

unlikely
149

, such a situation creates a comfortable duopoly.  

Concentrations of power are security threats in and of themselves, and modern 

technology makes such concentrations unprecedented
150

. From a cybersecurity standpoint, 

market concentration itself increases, “the volume of systemic cyber risk”
151

. It also limits the 

ability to reactively, let alone proactively, address threats
152

. In this context, risk mitigation, 

“requires better measurement, diversity of systems … attention to market concentration in cyber 

insurance pricing, and the deliberate choice to avoid ubiquitous interconnection in critical 

systems”
153

.  

Such risks are exacerbated for Europe and the UK. Europe only has four Radio Access 

Network (RAN) hardware suppliers; ZTE, Huawei, Nokia, and Ericsson. The UK only has three 

RAN suppliers; Huawei, Nokia, and Ericsson
154

. 

From an economic standpoint, while duopolies do not inherently pose
155

 the same degree 
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of price-setting, anti-competitive, and other problems that monopolies tend to guarantee
156

, they 

do present opportunities for such practices via collusion between the two companies. Collusion is 

illegal in the US and elsewhere. However, it does not seem to disincentivize industries and 

companies in from colluding
157

. This is particularly true if they are large or important enough to 

lobby against attention, lobby to change laws, or just pay fines and move on. 

Telecommunications and IT industries are already prime examples of such tendencies, crippling 

innovation and raising costs
158

. 

Further, duopolies, and their cousins cartels and oligopolies, can bring about “tacit 

collusion”
159

. Tacit collusion means that the firms and markets may passively (or just not entirely 

actively) come to behave like colluders and monopolies, harming innovation and consumers. 

Certain conditions encourage or discourage tacit collusion. While more analysis would be 

needed, there certainly seems to be a reasonable concern about a Nokia and Ericsson duopoly 

having unintended negative consequences, including tacit collusion and thus higher prices. 

Individually, or as a whole, such factors would limit the speed of introducing 5G 

networks, their overall quality and coverage, and their subsequent innovation. Relying on such a 

market dynamic would impose significant fiscal and opportunity costs for those trying to catch 

up with countries that have already entered the age of fully commercialised 5G made affordable 

by Huawei. Either way, the UK and West’s response to the PRC’s protectionism, Huawei’s 

monopoly, and their associated predatory economic practices, shouldn’t be to establish their own 

protectionist monopoly, duopoly, or oligopoly. 

Critically, encouraging free-markets and economic integration has historically prevented 

negative competition and conflicts
160

. For about a century, the UK and US’s values of and 

strategies for liberty, security, and prosperity have been to encourage market competition and 

increase integration of stakeholders through participation
161

. The eschewal of the PRC in this 
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market and other realms runs contrary to such principles and raises risks
162

. Further, as Dr. Lewis 

points out, in spite of accusations against the PRC, in recent history the US is the only country to 

consistently engage in economic warfare, and in a globalized world such actions will backfire
163

. 

Disenfranchising Huawei thereby encourages both Huawei and the P.R.C to act more 

independently and even maliciously against those that have barred them from entering new 

markets
164

. Further, it may weaken the economic, security, and ideological interests of the UK 

and US
165

. However, this not the Cold War, and such comparisons, ideological or otherwise, 

must be critically assessed
166

. In either case, it is better for the UK and US to incentivize greater 

and healthier participation in the global system they have created, helping their values sell 

themselves to the people and officials of the PRC and the world, rather than forfeiting it all. 

Enabling Huawei in the UK would increase regional and global competition and 

innovation in 5G and all it entails. Banning Huawei incentivises negative competition by 

signaling to policymakers and private enterprises that the UK and the PRC’s relationship is 

adversarial in nature. In turn, the benefits of competition and trade are lost, not only in 5G but in 

other industries as well. 

In the context of 5G, the loss of the UK as a market will not impact the PRC 

significantly. Whereas the UK will lose access to the competitively priced 5G 

telecommunications services Huawei provides, as well as other IT benefits both in place and on 

the horizon. Then there is the fallout that could occur as a result of the PRC’s existing, rather 

pervasive, penetration of UK networks
167

, which would be better to mitigate than aggravate.  
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In either case, the relative risks and deprivation of benefits are much higher for the UK 

than for the PRC, should Huawei and the PRC be rejected. Given the PRC and Huawei’s roles in 

the present economic order, it seems beneficial to exploit their manufacturing capacity and 

relative technical expertise in some of the biggest industries of the future (i.e. 5G and 6G). This 

is particularly true if Huawei is just one of many accepted competitors in the IoT arena.  

Arguments for free markets should not go without acknowledging the importance of both 

well thought out public-private regulations designed to promote competition and innovation
168

, 

and government led research and development funding
169

. Indeed, while the UK and much of the 

West have generally relied on market forces for cybersecurity, market failures, including those 

just discussed, have posed significant problems
170

. In the case of the UK, market failures 

including, “ongoing data breaches; inadequate private cybersecurity investments; and a 

continuous digital skills gap”, have resulted in a, “more state-driven public-private 

partnership”
171

.  How this is done matters, particularly for 5G
172

.  

Balancing free markets and government intervention hinges on neither playing favorites 

nor allowing significant market distortions and concentrations
173

. When it comes to 5G and cyber 

security, this balance is all the more crucial
174

. Enforcing antitrust laws against Huawei may be 

difficult, if not impossible, and the current US approach could, “spell the end of antitrust 

enforcement as we know it”
175

 globally. Further, the US approach can even be leveraged in 
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Huawei’s favor, with consequences for US national security
176

.  

Other stick based approaches also seem difficult. In spite of its many economic 

complaints and bans against Huawei, the US has generally opted not to go after it in its trade 

war, likely because of the risks of doing so, whether political or economic
177

. This is not to 

suggest discontinuing the pursuit of global antitrust enforcement
178

. However, rather than 

focusing on punishing Huawei, and thus themselves
179

, the UK and others should do more to 

encourage public and private sector 5G and IoT innovation by funding diverse competition
180

.  

Compared to the PRC’s $75 billion USD in support for Huawei over 20 years
181

, and 

Huawei’s $17 billion USD R&D budget, in 2018 the UK reserved a little more than $6.41 billion 
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USD for 5G investment out of its almost $743 billion USD infrastructure budget
182

. This 

compares to the 2018 R&D figures for Cisco ($6.37 billion USD), Qualcomm ($5.48 billion 

USD), Nokia ($5.46 billion USD), and Ericsson ($4.4.8 billion USD), and the potential $1 billion 

USD the US may allocate for 5G R&D in 2020
183

. For that matter, as of October 2019 the US 

government’s R&D spending is at its lowest levels as a share of GDP since 1955
184

.  

Regardless of their investment sizes, at least UK and US investments are rightfully 

focused on aiding academic and business ventures in 5G. However, there remains a danger of 

putting all of their network investments into just a couple of firms. Ideally they lead by example, 

increasing support for diverse competition and innovation, rather than propping up their own 

state sponsored giant(s).  

If the West creates their own “national champion(s)”, not only would they be capitulating 

to the PRC’s approach, they would be opening themselves up to legal action by the PRC under 

international competition laws. Yet such market concentrations pose a greater, more costly, risk 

than all those mentioned so far: that a more innovative, competitive, and secure future is delayed 

or even missed
185

. Open network architecture is almost certainly that future. 

Open network architecture is essentially a software replacement of the current hardware 

based network approach. According to former US FCC Chairman and member of the 

Intelligence Advisory Board, Tom Wheeler, while, “the 5G standard itself is open and 

interoperable”
 186

, infrastructure companies use their proprietary hardware to lock in consumers. 

This prevents 5G from reaching its true and intended potential
187

.  

Open network architecture seeks to, “replace traditional network vendors’ proprietary 

technology with software-driven technology that will run on any off-the-shelf hardware”
188

. This 

allows for greater innovation, competition, and security in hardware, software, and the IoT. The 

benefits of open networks are something Huawei greatly fears
189

, and the approach is arguably 
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far more effective than sanctions
190

.  

Analysts acknowledge the US’s one-size fits all approach to Europe’s Huawei 

relationship has failed. Thus they encourage it to take a more nuanced approach while promoting 

both the development of open networks and their 5G success with Nokia’s and Ericsson’s 

technologies
191

. Strangely, in spite of the fact that Ericsson and Nokia have already joined
192

 the 

O-RAN Alliance
193

, which is pursuing an open network future, and in spite of bi-partisan support 

for open networks, the Trump administration disdains open networks
194

.  

The administration seems unlikely to take a nuanced approach or pursue open networks. 

Instead, the administration is attempting to force certain radio frequencies open for 5G, against 

the security concerns of the US Defense Secretary, Air Force, the bipartisan members of the 

House and Senate Armed Services Committees, private industry, and many others. Experts have 

pointed out that the disputed frequency band isn’t even an effective medium for 5G, yet the 

administration continues pushing for it. In either case, the solution, again, is open network 

technology, but there is reason to believe it will be ignored
195

. 

The O-RAN alliance sent the UK a letter in mid-April 2020 encouraging it to eschew 

Huawei in favor of open networks, not only for security concerns, but also for maintenance and 

opportunity costs. However, open networks are not yet a reality and will take time to emerge, so 

the UK must consider how to best balance its short term and long term interests. This balance 

could grant the UK with unique economic, security, and political opportunities. 

By giving Huawei and the PRC a stake in the global economic order, it further 

incentivises cooperation with HCSEC and other partners concerned with security and 

disincentives the installation of backdoors. The alternative, of excluding Huawei from the UK 

market, does not encourage the UK domestic market to evolve or present any opportunities to 

take advantage of beyond a sense of security. The partnerships and competition Huawei brings to 

the UK could spur the immediate development of a greater cybersecurity industry and future 

IoT-related enterprise – both growth markets with great potential.  

Thus, encouraging competition and cooperation with Huawei and the PRC, while 
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employing a “distrust but verify”
196

, mitigation strategy provides opportunities while both 

disincentivizing and proactively guarding against hostile actions
197

. In turn, Huawei’s exclusion 

from the market does not diminish the risks that they and the PRC present, and arguably 

amplifies them. Surely, there must be a win-win option, and the UK, so far, seems to be pursuing 

it effectively. However, there is room for improvement. 
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5G Implications for Power 

5G is said to be key to the domination of information technology, which in turn is said to 

be key for dominating the 21
st
 century

198
. 5G networks are key to the Digital Silk Road

199
, which 

will tie the PRC’s Belt and Road Initiative together
200

. 5G networks will enable the wide-scale 

commercialisation of a plethora of new technologies, including quantum computing, artificial 

intelligence (AI), automated factories, autonomous cars, smart cities, augmented/virtual reality, 

and healthcare process optimisation. The full impact of these individual technologies on society 

is unknown. Their economic impacts are predicted to be great. However, their tactical
201

 (though 

perhaps not strategic
202

) implications may be revolutionary
203

 (with some caveats
204

).  

5G itself has numerous military applications
205

. These applications are often overlooked 

in public discourse
206

. In addition to espionage, it is part of why 5G security remains a 

contentious area. 

In the UK, other than the ban from critical core networks, and a 35% market share cap on 

high risk network vendors, Huawei’s limits on the development of these technologies have yet to 

be defined. There are however valid concerns that Huawei’s development of 5G networks will 
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concentrate an unprecedented amount of power over these new technologies
207

. Such power 

could leave the UK and others at the whims of Huawei and, by extension, the PRC. Though 

hardly discussed, weaponization of IoT devices during conflict, as opposed to surveillance with 

or without conflict, is what is truly at the heart of the 5G debate
208

. 

Yet, this risk stems from a fear that has not yet manifested. Huawei’s current success in 

the 5G market does not necessitate future dominance of the IoT market. While Huawei might 

have a head start, in relatively recent history the West has been more successful at creating new 

technologies and innovating procedures, due to more liberal values and institutions
209

. The PRC, 

on the other hand, has largely benefitted from a late-comer’s advantage
210

.  

Now, with their forays into 5G and 6G technology, Huawei and the PRC hope to gain 

“first-mover status”
211

. First-mover status is not in of itself an inherent advantage
212

. It is indeed 

a double-edged sword
213

. However, in the case of 5G and 6G, particularly when linked with AI 

(see also), the stakes become much higher, likely enabling, and even permanently solidifying, the 

next era of unipolar hegemony
214

. With this understanding, the EU, UK, US, and China are 

already competing for 6G by 2030
215

. 

As a 2019 US Defense Innovation Board (DIB) report on 5G discusses, first-mover status 

has, “commercial, competitive, and security implications”
216

, with advantages including setting 

the standards and specifications of infrastructure and other products. At the same time, the report 

notes that if first-movers fail to innovate, they fall significantly behind
217

. In the case of 5G and 
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6G, this puts the West in a dicey, but perhaps advantageous position
218

.  

Indeed, while stating that a full ban is the most secure approach, Dr. Lewis also 

acknowledges the UK and Europe’s economic interests in collaborating with Huawei and the 

PRC. While the Five-Eyes partners, Europe, Japan, and South Korea all are more competitive in 

the 5G realm than discourse often suggests, and the preferred Western 5G companies, Nokia, 

Ericsson, and Samsung are of better quality than Huawei, each are interdependent
219

. If the 

Western countries and allies can work together on their economic, security, legal, and civic 

concerns, they can benefit in the short term by working with Huawei and the PRC, while also 

taking the lead in the long term. However, Dr. Lewis warns, while the US in particular is primed 

to be a 5G market leader, its global leadership, in general and when it comes to 5G and 

cybersecurity, is lacking
220

.  

As a whole, this seems to strengthen the economic integration case for the UK Tapping 

into the industrial power that the PRC and Huawei provide enables the West to develop the 

necessary industry to respond with innovation and specialisation in a way the PRC model does 

not. This symbiosis may also discourage the PRC from using Huawei maliciously as they are at 

risk of being deprived of what their economic model has typically failed to produce – ingenuity.  

The trickle-down effects that enabling Huawei has on the domestic market permits 

alternative telecommunication competitors to compete in their respective specialist capacities 

while Huawei provides the bulk of equipment. This should reduce the concentration of power 

Huawei has by defining niche roles in the market not provided by Huawei. In turn, Huawei’s 

production capacity can spur growth in these niche industries.  

Preventing Huawei’s entrance into the UK market reduces the prospect of having a 

competitive IoT market in future. Having to rely on more expensive telecommunications 

providers increases start-up costs, reduces available capital for research and development 

projects and hampers innovation. The UK’s free market structure benefits from Huawei’s 

production margins by being responsive to the market conditions. Enabling 5G will bring the 

necessary surge of creativity that prompts industry to respond to the demand where Huawei fails 

to deliver. Thus, when weighing the risks, opportunities, costs, and benefits, allowing Huawei to 

develop 5G in the UK would appear to be a better choice than barring them from the market. 
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UK-US Relations 

Due in part to 5G policies concerning Huawei, Anglo-American defense and intelligence 

relationships have become increasingly strained. In May 2019, US President Trump threatened to 

limit intelligence sharing, should Huawei be allowed to develop 5G in the UK
221

. On January 27, 

2020, US Senators introduced legislation to limit intelligence sharing with any country that 

allows Huawei to develop their 5G networks. Some Senators explicitly threatened the UK-US 

intelligence relationship
222

. This would seem drastic, and even counterproductive, given the 

benefits and risks of US foreign intelligence sharing
223

, and the US failure to offer an alternative 

solution. 

The policy outcomes of such threats were hard to predict when this essay was first 

drafted in the summer of 2019, due to the election of UK Prime Minister Johnson. Since then 

several developments have eliminated some ambiguity.  Others have reinforced the relevance of 

the 2019 draft’s arguments for a mitigation strategy and partial ban. 

Shockingly, UK officials have declared that they are reconsidering their intelligence and 

defense partnerships with the US This seems to be a result of Trump’s isolationist policies, the 

threats over Huawei, and particularly the US Soleimani assassination
224

. In a January 12, 2020 

interview, UK Defense Secretary Wallace stated that he worries about the US’s withdrawal from 

global leadership. Wallace also stated that the UK is overly reliant on US, “air cover … 

intelligence, surveillance, and reconnaissance assets”
 225

, and that the UK must begin 

diversifying such partnerships.  

Likely with such developments in mind, on January 28, 2020, Prime Minister Boris 

Johnson and his National Security Council decided that they would allow, “high risk vendors”, 

including Huawei, to provide components for UK wireless and 5G infrastructure. Such vendors 
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will be limited to providing components that are, “not seen as posing a threat to the integrity of 

the system[s]”
226

. 

In early May 2020, members of the US Congress proposed an amendment to the 

upcoming defense budget which would prevent the purchase of US F-35 Joint Strike Fighters 

(JSF) by nations allowing high-risk vendors in their 5G and 6G networks. Nine nations are in the 

JSF program: the US, the UK, the Netherlands, Italy, Australia, Norway, Denmark, Canada, and 

Turkey. Additional customers include Israel, South Korea, Belgium, Japan, Poland, and 

Singapore. Canada has yet to commit to purchasing the F-35 and Turkey was banned over its 

purchase of the new Russian missile systems
227

.  

The UK has taken this as a jarring development, particularly given current global 

instability and US threats, and is seeking to ensure this amendment is not passed. More than 

anything, it appears to be another instance of a counterproductive diplomatic pressure by the US. 

Many of the nations it wishes to purchase, and more importantly partake in, the JSF program 

already have Huawei providing network components generally and for 5G.  

Nevertheless, it is unlikely that the “special” US-UK intelligence sharing relationship 

would end
228

. While it could potentially be impacted by political backlash in the short term, the 

US’s National Security Agency is still reliant on GCHQ’s network of overseas listening posts to 

collect data. Additionally, the US limiting intelligence sharing with the UK would not only 

require an overhaul of the US-UK partnership, but would also impact the remaining Five Eyes 

partners, as around 80% of all intelligence is currently shared
229

.  

Such changes would harm intelligence operations for all stakeholders. Just as not 

working with Huawei to develop 5G would set back many countries by five to ten years, with the 

US yet to offer a viable alternative
230

. These facts must be weighed against the risk of Huawei 

being able to monitor various communications. 

The ties that keep the UK and US relationship together are, for now, stronger than 
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Huawei’s risks threatening to destroy it. By acknowledging Huawei’s threat, the impetus is put 

on intelligence agencies to consider new methods to counter those risks, i.e. limiting the threat of 

foreign actors in critical networks, which the UK now seems to be in the process of doing
231

. In a 

complex, globalized, world, multidimensional assessments of partnerships, their risks, costs, 

benefits, and opportunities to build trust, must be made. Elsewise everyone loses
232

. Regardless 

of the US position, the UK’s oversight of Huawei and similar entities could greatly aid in such 

threat mitigation, particularly if the oversight becomes an international endeavor. 

Exclusion of Huawei from the market does not resolve the inherent issue of distrust of the 

PRC. In fact, exclusion of Huawei encourages further hostility from the PRC, in a world where it 

is almost impossible to not work with the PRC. Being anti-Huawei in policy at a national level 

and pressuring other international partners to adopt similar measures disrupts security, the 

market, and is detrimental to all sides. This would seem especially true given Huawei’s 

technological position ahead of competitors.  
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Part Three—Opportunities, Challenges, and Solutions 

Opportunities 

Internationalising HCSEC 

There is potential to reframe the previous and the following problems as opportunities for 

the UK. Of Huawei’s client states, the UK appears to have taken cybersecurity the most seriously 

with the establishment and dedication of resources to HCSEC. By taking the lead, particularly 

via a multilateral approach, the UK and the HCSEC can become a rallying institution for the 

world to hold Huawei to account for better cybersecurity practices multilaterally. Further, the 

UK is in a unique position to hold the PRC accountable by holding Huawei accountable.   

The PRC typically escapes international accountability through practice of its Security 

Council veto powers and its ability to demand bilateral rather than multilateral negotiations
233

. If 

the UK internationalises HCSEC and more aggressively expands its existing security 

agreements, this potential to hold Huawei and the PRC to account could be greatly amplified. 

With the EU following the UK’s recent examples in cybersecurity and cooperation when it 

comes to Huawei, a mitigation coalition may become a reality
234

. 

 In the context of Brexit, the UK’s cybersecurity relationship with the EU will be 

maintained until December 2020 before being re-examined and possibly extended. Any 

extensions or re-negotiations will almost certainly include discussions of 5G and 6G policies
235

, 

and the UK’s next National Cyber Security Strategy
236

. When the time comes the UK should 

emphasise, or perhaps even leverage, their unique assets and capabilities relative to Huawei, 5G, 

and 6G, as embodied by HCSEC. 

If the US can be convinced to collaborate with allies and partners instead of dictating, as 

per its January 2020 House bill
237

 and its Congressional Cyberspace Solarium Commission 

Report, released March 11, 2020
238

, all the better. However, Dr. Lewis argues in his review of 

the report that while its call for the creation and enforcement of cybersecurity norms by leading a 
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coalition of democracies is a strength, it was significantly undermined by several issues. These 

were report’s emphasis on deterrence (which is passive and circumventable), the current 

partisanship in US politics, and particularly the current leadership in and throughout the 

executive branch
239

.  

Dr. Lewis analysis strengthens the arguments for the UK to take the lead. 

Internationalising the HCSEC could significantly enhance both its and the UK’s ability to 

identify and rectify cybersecurity threats to current, 5G, and 6G infrastructure. Internationalising 

the HCSEC could also give the UK and its partners greater leverage when it comes to 

incentivising Huawei, ZTE (another PRC telecom company), and the PRC to pursue better 

cybersecurity and trade practices. Such a coalition would be mutually beneficial for 

governments, private entities, and consumers around the world.  

Further, such a coalition could be well positioned to be proactive as 6G emerges, perhaps 

taking a leadership role in the annual 6G Wireless Summit (founded 2019)
240

, particularly as the 

US struggles to set the stage for 5G and 6G leadership
241

. By early 2019 Huawei had already set 

its sights on dominating 6G in terms of R&D and intellectual property
242

. Between Huawei’s 

difficulties in the West with 5G and its vision for 6G supremacy (which has even resulted in its 

consideration of forsaking control of 5G in the West)
243

, an internationalisation of an entity like 

the HCSEC could become an invaluable geopolitical tool. 

However, the focus of entities like the HCSEC should not simply be on Huawei. It is 

worth asking, why is Huawei held to such a unique degree of scrutiny? Why is there no Cyber 

Security Evaluation Centre for ZTE? Sure it is smaller than Huawei, but it allegedly was created 

for espionage
244

, has a history of corruption
245

, and it was even important enough for the PRC to 

ask President Trump to give it special treatment and exemptions
246

, which he granted in spite of 

its broader consequences
247

. ZTE aside, why is there no Cyber Security Evaluation Center for 
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Western favored tech companies Ericsson, Nokia, Samsung, or Apple?  

Make HCSEC ICSEC 

As the remainder of this paper demonstrates, Huawei is not the only way for the PRC or 

other actors to carry out malicious acts. There is a clear need for an international body 

coordinating 5G, 6G, and cyber security more broadly. While others have called for such an 

entity, there has been a lack of leadership.  

Further, many of the reasons why all 5G and IoT companies should be subject to greater 

scrutiny are missed by focusing on Huawei
248

. In examining these reasons, there is a strong case 

to be made that UK can and should create an International Cyber Security Evaluation Center 

(ICSEC), focusing on more than just Huawei. In doing so they could scale up their existing 

proactive approach and improve it with the help of others.  

On the one hand, security concerns are not egalitarian because Western favored tech 

companies have had a greater culture of integrating security as part of the industrial design 

process, rather than retroactively including security post-completion of core processes
249

. On the 

other, both Western and Western preferred companies and governments alike have their own 

security issues and risks.  

These are primarily a result of their supply chains, infrastructure and services (including 

poor source codes), devices, and, less discussed, corruption and other internal human security 

liabilities
250

. An examination of supply chain issues, the 5G front runners favored by the West 

and their allies, and cruxes including the natures of 5G and cybersecurity, demonstrates the need 

for more than an international coalition just focused on Huawei—the need for ICSEC. 

Cyber Security Policy Hub 

WEGNER, INTERNATIONAL BUREAU OF CYBER STATISTICS (SEE 

COMPLEXITY SECTION), NEXT GOV TRANSPARENCY ARTICLE, STEIGER + 
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Challenges 

Supply Chains 

Jon Boyens is the Deputy Chief of the Computer Security Division and Program Manager 

for Cyber Supply Chain Risk Management at the US National Institute of Standards and 

Technology.  

In spite of 5G RAN hardware supply chains being relatively secure, more needs to be 

done to secure 5G RAN supply chains and supply chains more broadly
251

. Though far from a 

great metric, the UK’s 2016-2021 National Cyber Security Strategy only mentions supply chains 

three times, and its 2019 progress report only mentions them twice
252

. Indeed, as recently as 

2020 it appears that UK and US public and private authorities have dragged their feet when it 

comes to more aggressively addressing supply chain threats
253

, though the coronavirus created a 

focus on supply chain risks
254

. Due to available sources and the US’s claims of higher standards, 

this section focuses on US (defense) supply chain problems, which are arguably similar to the 

UK’s. 

To begin with, the US defense industry has a variety of (cyber)security related supply 

chain problems
255

. These often involve the contractors and the PRC
256

, and are aggravated by a 

wider history of corruption
257

. Willful fraud, motivated by greed, results in a variety of 
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cybersecurity
258

 and other threats
259

 that jeopardize security, operations, and personnel. There 

also seems to be a problem with defense industry members selling sensitive assets or being 

compromised by foreign investment, with little oversight or repercussions
260

.  

This is all complicated by the PRC being one of the largest customers of defense 

contractors in key industries, some of which are helping build and export the PRC’s authoritarian 

model
261

. These industries in turn can use their lobbying powers to influence the US government. 

Of particular concern and influence is the semiconductor industry, which the PRC relies on the 

US for currently, and which has become increasingly important in the era of 5G, AI, and 

quantum computing
262

.  

In February 2020, the Trump administration proposed closing a loophole on the ban that 

prevents US companies from selling technology components to Huawei. DoD intervened on 

behalf of industries that were concerned about how the restrictions would directly and indirectly 

impact their trade with the PRC and those it might influence
263

. With the semiconductor industry 

particularly concerned about how its diminished sales to Huawei might impact their ability to 

produce goods for US security, the lobbying temporarily halted the plans
264

. After intense debate 

the DOD reversed course
265

. As of writing, a final decision hasn’t been announced.  

As Dr. Lewis writes, there are strong reasons to continue exporting semi-conductors to 
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the PRC
266

. Specifically, there is no stopping the PRC from achieving its own self-sufficient 

semiconductor industry, and any drastic restrictions would only hurt the US, US semiconductor 

companies, and US companies and allies reliant on those companies (particularly Taiwan
267

). 

Similarly, in the globalized world, traditional export control policies are not effective, and 

implementing them will only accelerate the development of the PRC’s more advanced 

semiconductor producers. 

Dr. Lewis argues that the US need not exclude the PRC, or even Huawei, from 

semiconductor exports. Rather, the interests of the US would be better served if export controls 

are carefully employed as part of a larger strategy. Dr. Lewis suggests that the US allow 

semiconductor manufacturing equipment to be exported to the PRC but only to US and trusted, 

non-PRC owned, firms.  

The US should also work with allies to advance semiconductor research and 

manufacturing capacities, put pressure on the PRC’s market manipulations and intellectual 

property theft, and increase counterintelligence efforts, focusing not on students but handlers. 

This is echoed by other security experts concerned with more aggressively containing or 

countering Huawei’s and the PRC’s risks, while also avoiding winning the battle just to lose the 

war by sacrificing the current liberal order, values, and interests
268

. Though we won’t detail them 

here, there are also concrete steps that liberal governmental and non-governmental institutions 

should take to improve the security and prosperity of their R&D relationships with the PRC
269

. 

That being said, since the DOD’s reversal, in part due to the coronavirus, two other 

supply chain risks have come into focus. The first is predatory foreign lending, largely by the 

PRC, targeting a wide variety of tech firms inside and outside the defense industry
270

. The 

second is that smaller defense contractors are relying on PRC based companies’ technology. 

These companies represent a quarter of the US defense industry and are currently lobbying for 

the August 2020 technological transition deadline to be moved to February 2021
271

. 

Examples like these demonstrate a clear need for comprehensive risk mitigation, capable 
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of addressing internal and external factors. Securing supply chains must go beyond government 

questionnaires for partners, and other current standards. There needs to be an integrated attempt 

to gather data on both more traditional internet based cyber threats, including malware, and on 

the interactions and conversations of malicious actors in places like the dark web, giving a “‘total 

picture’ view”
272

.  

Some nations are slowly trying to make this happen, but maximum efficacy will require 

an international effort and collaborative leadership. Such leadership is unlikely to come from the 

US any time soon. Domestically and internationally, the US, “is faltering due to a lack of 

coherent policy on a wide swathe of foundational issues such as spectrum management for 5G 

usage, network supply chain security, infrastructure development and data sharing, experts 

say”
273

. 

5G Front Runners 

On the corporate side, of Western favored 5G front runners, only Apple and Samsung 

appear to have relatively minimal issues with corruption and security. Apple relies extensively 

on the PRC for its phone production, and appears to have had minimal corruption issues, likely 

due to its oversight and intolerance of corruption
274

. However, there has been at least one recent 

alleged corruption case directly involving Apple employees, which occurred in the PRC. An 

investigation by Apple appears to have cleared these claims
275

. 

More significantly, Apple has long claimed their products and firm are virtually un-

hackable. Recent events have proven otherwise. In 2018 and Australian teen hacked into their 

secure computer systems
276

. In 2019 Google found that Apple products have been hackable for 

years.  

All it took was visiting the wrong website, or other black market exploits (even bought or 

made by governments)
277

. Google also found, and Apple acknowledged, that the PRC hacked 
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Apple products to surveil and imprison Uighur Muslims, possibly for two years. Both companies 

declined to mention the PRC for fear of retaliation, as the Uighurs have been used as slave labor 

for Apple, Google, Dell, Microsoft, and other companies, often via Foxconn
278

.  

Taiwanese manufacturing giant, Foxconn, is Apple’s largest manufacturer, and it 

manufactures a significant number of Apple’s products in its PRC based factories. Foxconn has 

its own instances of corruption involving Apple products
279

. Both corruption and its dependence 

on the PRC pose various supply chain based risks. Foxconn has also experienced major data 

breaches. Two were by the same hacking group (2012 and 2019)
280

, and at least one other was by 

a different group in 2015
281

. These hacks appear to have yielded access to a variety of technical 

and personnel data, which was and still could be leveraged in a variety of ways.  

In October 2019, Samsung ended its mobile phone production in the PRC, moving 

production to other Southeast Asian countries
282

, though this does not make it immune to PRC 

based risks. South Korea’s corruption culture
283

, which has impacted Samsung
284

, combined with 
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South Korea’s use of Huawei for its 5G networks
285

 and its relations with the PRC
286

, certainly 

make it an appealing target for the PRC to exploit. South Korea’s security and intelligence 

apparatuses do not engender confidence in counterespionage
287

. However, there is seemingly no 

published English language instance of Samsung having any corruption issues involving the 

PRC.  In either case, neither Samsung nor Apple appears to compete globally in 5G 

infrastructure, and focus on phone production instead (though Samsung is starting to focus on 

open network design
288

). 

Of greater concern are the 5G infrastructure front runners favored by the West, Nokia and 

Ericsson. Both are shifting some of their production to other parts of the world due to US bids 

and concerns, which may mitigate manufacturing based security issues. However, corruption 

may in fact be more insidious for the two companies and their security.   

Ericsson’s problems are more direct and serious. In 2019 Ericsson and its subsidiaries 

were recently found to have a pervasive and international culture of corruption for close to two 

decades, in countries including the PRC
289

. Its corruption involved high-level executives, and has 

so far resulted in over $1 billion USD in fines and over 50 employees being dismissed
290

. 

Nokia’s corruption related security risks are more nebulous, and less directly linked to 

Nokia itself. Nokia is dealing with ongoing legal problems
291

, rooted in their 2016, 5G 

oriented
292

, acquisition of French company Alcatel-Lucent. Alcatel (France) and Lucent (US) 
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merged in 2006, each having their own issues with corruption
293

.  

Upon merging, Alcatel had over a decade of global corruption practices
294

, and Lucent 

had spent several years bribing PRC officials. Both companies, before and after their merger, had 

contracts in the PRC. Notably, before and after being acquired by Nokia, Alcatel-Lucent licensed 

the production of Alcatel and BlackBerry products to PRC based telecommunications company 

TCL. 

In 2018 it became clear that various TCL created apps contained malware. These 

included pre-loaded apps on a wide variety of TCL products including Alcatel and BlackBerry 

devices. The malware harvested user data and sent it to the PRC, in addition to other malicious 

and suspicious behaviors
295

.  

It is unclear what mitigation steps Nokia has taken regarding Alcatel-Lucent or TCL. 

However, given the centrality of Alcatel-Lucent’s 5G chips to Nokia’s network business plan  

(which has in fact set it back)
296

, greater risk assessment seems reasonable. Then there Nokia’s 

two other relationships. 

In 2006, Nokia and Siemens began a joint venture to build telecommunications networks 

and services, which Nokia ultimately bought full control of in 2011
297

. Yet, in 2006 Siemens was 

also charged with corruption. The Siemens corruption scandal was no small affair. It 

demonstrated that by the early 1990s a global system of corruption had become the norm within 

the company and its subsidiaries
298

. Some of this corruption involved the PRC. Worryingly, it 

would appear that such corrupt practices continued well past 2006, particularly within the PRC, 
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with reports as recent as 2016
299

.  

Worth noting here is that Siemens is now working with chip manufacturer Qualcomm to 

develop 5G networks. In 2016 Qualcomm paid a settlement to avoid charges by the U.S. for 

corruption in the PRC, including hiring, “relatives of Chinese officials who could influence the 

selection of its mobile technology products in a competitive market”
300

. In 2018, the EU fined 

Qualcomm for illegally paying Apple to use their products
301

. Then, in 2019, the US and EU 

each independently found Qualcomm guilty of violating antitrust laws, leaving experts to doubt 

punishments will deter Qualcomm from continuing its anticompetitive and corrupt practices
302

. 

Finally, with regards to Nokia, there is one last event worth mentioning. Apparently a 

software error resulted in some Nokia phones transmitting data to servers owned by the China 

Telecommunications Corporation
303

. The phones’ hardware and data storage proxies were made 

by Nokia subsidiary HMD Global Oy, which in turn has its phones manufactured by its partial 

owner, Foxconn, and contain parts from Qualcomm
304

. HMD and Nokia claim no personal data 

was shared, but there are reasons to doubt this
305

. Since then, apparently unrelated, Nokia 

announced its HMD products will store user data in Finland instead of Singapore
306

. 

In spite of their superior quality of products and security relative to Huawei, both 

Ericsson’s and Nokia’s histories should raise alarms. There is almost no knowing if, or more 

likely how extensively, actors including the PRC, may have compromised their security through 

any combination of bribes, blackmail, or direct hardware and software manipulation. Their 
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expanding 5G contracts and partnerships in the PRC would seem to increase these risks
307

. The 

rushed
308

, seemingly unexamined, adoption or even nationalization of Nokia and Ericsson
309

 

seem counterproductive from a security perspective, let alone ideologically or economically
310

.  

Supply chain risks will always be present and corruption will always be an issue, even 

with trusted insiders
311

. Indeed, a senior global security and privacy officer for Huawei stated 

that bribery would be easier and more effective than building or using a backdoor
312

. Though 

bribery and blackmail are not the most effective tools for controlling an insider in the long run
313

, 

compromising cybersecurity only requires a momentary lapse. Neither of these issues appears to 

receive appropriate attention, particularly when they involve actors presumed friendly or 

competent.  

However, two other related but more pervasive factors seem to receive less attention 

when it comes to 5G and network security. The first is that it may already be close to impossible 

to have secure 5G networks, regardless of the provider. The second is the so-called social layer. 

An internationalised HCSEC, and particularly creating ICSEC could create and coordinate 

stronger, more proactive, approaches to such risks. 

Governments, Corporations, and Rights 

Cryptographer and Harvard Kennedy School fellow, Dr. Schneier, acknowledges the 

risks and threats Huawei and the PRC pose, but argues that keeping them, “out of Western 
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infrastructure isn’t enough to secure 5G”
314

. This is because the, “insecurities are a result of 

market forces that prioritize costs over security and of governments, including the United States, 

that want to preserve the option of surveillance in 5G networks”
315

. Backdoors for governments, 

like the UK, US, and others have called for or even considered mandating
316

, make cyberspace 

and 5G far less secure
317

 (see also). This is not to mention the human rights issues
318

 and threats 

of “authoritarian backsliding”
319

 such choices pose, or how they look in the context of arguments 

against Huawei and the PRC
320

. 

Further, Dr. Schneier argues, in spite of 5G’s security improvements over 4G, there are 

three key problems. First, because of how its hardware and software are designed and interact, its 

complexity makes its security standards even harder to implement. Second, extensive and 

unavoidable backwards compatibility with 4G and other networks will cause, “5G networks to 

inherit many existing problems”
321

, which will take more than a decade to overcome
322

. Third, 

5G standards committees made many security features optional, and companies prioritized, 

“development, performance, cost, and time to market ... over security, which was treated as an 

afterthought”
323

.  

Governments have long had the ability to penetrate networks, “without having any 

control over the hardware, the software, or the companies that produce the devices”, and, 
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“nothing in 5G prevents these activities from continuing, even increasing, in the future”
324

. 

Outside of the limited benefits of adding secure layers to existing and upcoming networks, Dr. 

Schneier states, there is little that can be done. As mentioned before, open networks may be one 

of few such solutions
325

.  

Yet, these added layers of security are only as good as their design, which have their own 

issues in need of standards and regulation
326

, many of which revolve around existing 

governmental and corporate standards, processes of regulation, and incentives
327

. Even open 

network advocate Dr. Wheeler recognizes that keeping Huawei hardware out will not secure 5G, 

and narrowly focusing on it distracts from real problems and solutions
328

. Further, as is all too 

often the case, design is only effective when it appropriately accounts for the human factor.  

The Social Layer 

Human based intelligence remains a vital component of (counter-)espionage, and is only 

enhanced by technological capabilities
329

. The human factor, in the form of the so-called “social 

layer” of cyberspace
330

, is the one layer of cybersecurity that remains neglected by virtually 

everyone, even though it is arguably the most vulnerable
331

. The social layer may particularly be 

an issue when it comes to supply chains, corruption, or the many ways to get past the other two, 

more widely focused and relied upon, layers of cybersecurity, the “physical layer” and the 

“logical layer”
332

. 

The social layer concerns the real world and digital information associated with 

individuals and organizations (whether personal, academic, commercial, or governmental). It is 

                                                           
324

 Ibid. 
325

 Wheeler, “’Secret Sauce’”. 
326

 David Simpson, “FCC White Paper: Cybersecurity Risk Reduction,” Report, Public Safety & Homeland Security 

Bureau—Federal Communications Commission, January 18, 2017, https://www.fcc.gov/document/fcc-white-paper-

cybersecurity-risk-reduction; Vinod K. Aggarwal and Andrew W. Reddie, “Comparative Industrial Policy and 

Cybersecurity: A Framework for Analysis,” Journal of Cyber Policy 3, no. 3 (2018): 291-305, 

https://doi.org/10.1080/23738871.2018.1553989; Paul Maxwell and Robert Barnsby, “Insecure at any Bit Rate: 

Why Ralph Nader is the True OG of the Software Design Industry,” Journal of Cyber Security 4, no. 3 (2019): 346-

361, https://doi.org/10.1080/23738871.2019.1671471; Dunn-Cavelty and Wenger, “Cyber Security Politics”. 
327

 “Special Issue”, Journal of Cyber Policy; Wheeler and Simpson, “5G  Requires”. 
328

 Tom Wheeler and Robert D. Williams, “Keeping Huawei Hardware Out of the U.S. Is Not Enough to Secure 

5G,” Huawei, Lawfare, February 20, 2019, https://www.lawfareblog.com/keeping-huawei-hardware-out-us-not-

enough-secure-5g; Wheeler and Simpson, “5G Requires”. 
329

 David V. Gioe, “‘The More Things Change’: HUMINT in the Cyber Age,” In The Palgrave Handbook of 

Security, Risk and Intelligence, edited by Robert Dover, Huw Dylan, and Michael Goodman, 213-227, London: 

Palgrave Macmillan, 2017. 
330

 “The United States Army’s Cyberspace Operations Concept Capability Plan 2016-2028,” TRADOC Pamphlet 

525-7-8, Department of the Army, February 22, 2010, p. 8-9, https://fas.org/irp/doddir/army/pam525-7-8.pdf.  
331

 David V. Gioe, Michael S. Goodman, and Alicia Wanless, “Rebalancing Cybersecurity Imperatives: Patching the 

Social Layer,” Journal of Cyber Policy 4, no. 1 (2019): 117-137, https://doi.org/10.1080/23738871.2019.1604780.  
332

 “US Army’s Cyberspace”, Department of Army, p. 8-9. 

https://www.fcc.gov/document/fcc-white-paper-cybersecurity-risk-reduction
https://www.fcc.gov/document/fcc-white-paper-cybersecurity-risk-reduction
https://doi.org/10.1080/23738871.2018.1553989
https://doi.org/10.1080/23738871.2019.1671471
https://www.lawfareblog.com/keeping-huawei-hardware-out-us-not-enough-secure-5g
https://www.lawfareblog.com/keeping-huawei-hardware-out-us-not-enough-secure-5g
https://fas.org/irp/doddir/army/pam525-7-8.pdf
https://doi.org/10.1080/23738871.2019.1604780


DRAFT IN PROGRESS: 5G and International Security 51 
 

broken into the subcategories of “persona” and “cyber persona”
333

. A persona is the individual 

with authorized access on a network. A cyber persona, “includes a person’s identification or 

persona on the network (e-mail address, computer IP address, cell phone number, and 

others)”
334

. Further, “an individual can have multiple cyber personas (for example, different e-

mail accounts on different computers) and a single cyber persona can have multiple users (for 

example, multiple users accessing a single eBay® account)”
335

. 

In an era of easy information sharing and gathering, it has become quite easy to harvest 

and leverage a wide variety of data from the social layer. The social layer can be used to 

compromise the more focused on and secure physical and logical layers, or manipulate targeted 

individuals and groups, by manipulating or hijacking (cyber) personas. This can be done via 

broad or targeted propaganda and phishing campaigns.  

The social layer is in many ways more difficult to address due to the numerous, more 

difficult to control, very human variables at play. However, neglecting the social layer is not an 

option and it should be a key component of any holistic cybersecurity initiative. Indeed, “human 

minds are effectively critical infrastructure”, and, “how deeply vulnerable the social or cognitive 

layer is in cybersecurity”, needs far more attention
336

.  

 POSSIBLY EXPAND FROM GIOE AND NEXT GOV ARTICLE ABOUT 
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Innovative Solutions 

In addition to open network design
337

, there are a variety of innovative cybersecurity 

solutions that exist or are being developed. Highlighted here are seven approaches that would 

benefit from greater awareness among policy makers, organizational leaders, technicians, and 

academics alike. These proactive, thematically related, methods of enhancing (cyber) security 

can and should be applied to all layers of cybersecurity and aforementioned risks. They also can 

and should be a part of cyber security politics more broadly.   

The first is “zero trust” design
338

, “outcome-based” cybersecurity plans
339

, red cells
340

 

(aka red teams
341

), complexity/systems based approaches like anticipatory intelligence
342

, 

increasing the diversity of cyber security policy professionals, and action research
343

. Further 

developing, integrating, and applying these methods to cybersecurity and security risks more 

broadly is greatly needed. Again, the UK and a possible ICSEC could help take this on. 

A concrete example drives home the importance of the innovative solutions we examine. 

In 2017, Wikileaks acquired and published 180 GB of US intelligence agencies’ classified 

hacking tools and documents, known as the Vault 7 leaks
344

. The Vault 7 leaks appear to stem 

from then CIA systems administrator Joshua Schulte. In his criminal trial, it was revealed that, 

“the virtual machine that held all of the tools apparently used ‘123ABCdef’ as its password”
345

. 

To make matters worse, “from shared admin passwords to no limitations on removable storage, 

the agency broke or snubbed virtually every rule in the book”
346

. Such problems appear to be 

widespread in US intelligence, and three years later, it would appear that little has changed
347

. 

 
                                                           
337

 Wheeler, “’Secret Sauce’”. 
338

 Medin et al., “5G Ecosystem”; Stuart H., “Zero Trust Architecture Design Principles: Alpha Release for the ZTA 

Principles on GitHub,” Blog Post, NCSC, November 20, 2019, https://www.ncsc.gov.uk/blog-post/zero-trust-

architecture-design-principles.  
339

 John Cosby, “The Most Resilient Organizations Follow Outcome Based Cybersecurity,” Opinion, Fifth Domain, 

March 30, 2020, https://www.fifthdomain.com/opinion/2020/03/31/the-most-resilient-organizations-follow-

outcome-based-cybersecurity/.  
340

 Eric C. Anderson, “Global Agenda 2012 - Red Cell,” Global Agenda 2012 Speaker Series—Spies, Lies, & 

Sneaky Guys: Espionage & Intelligence in the Digital Age, University of Delaware, September 11, 2012, Video, 

1h:22m:36s, https://www.youtube.com/watch?v=BAzBtVcNldY&t=1s.  
341

 Micah Zenko, Red Team: How to Succeed by Thinking Like the Enemy, New York: Basic Books, 2015.  
342

 Josh Kerbel, “Coming to Terms With Anticipatory Intelligence,” Commentary, War on the Rocks, August 13, 

2019, https://warontherocks.com/2019/08/coming-to-terms-with-anticipatory-intelligence/.  
343

 David Coghlan and Mary Brydon-Miller, (Editors), The SAGE Encyclopedia of Action Research, Vol I & II, 

London: SAGE Publications, Ltd., 2014. 
344

 Shaun Nichols, “If You’re Despairing at Staff Sharing Admin Passwords, Look on the Bright Side. That’s CIA-

Grad Security,” Security, The Register, June 16, 2020, 

https://www.theregister.com/2020/06/16/cia_report_vault_7_leak/. 
345

 Ibid. 
346

 Ibid. 
347

 Ibid. 

https://www.ncsc.gov.uk/blog-post/zero-trust-architecture-design-principles
https://www.ncsc.gov.uk/blog-post/zero-trust-architecture-design-principles
https://www.fifthdomain.com/opinion/2020/03/31/the-most-resilient-organizations-follow-outcome-based-cybersecurity/
https://www.fifthdomain.com/opinion/2020/03/31/the-most-resilient-organizations-follow-outcome-based-cybersecurity/
https://www.youtube.com/watch?v=BAzBtVcNldY&t=1s
https://warontherocks.com/2019/08/coming-to-terms-with-anticipatory-intelligence/
https://www.theregister.com/2020/06/16/cia_report_vault_7_leak/


DRAFT IN PROGRESS: 5G and International Security 53 
 

Zero Trust 

The DIB’s 2019 report
348

 references, and an article on the UK’s NCSC website
349

 

outlines the design principles of, “zero trust” networks. Notably, zero trust was not mentioned in 

the US Cyber Solarium Report
350

. It is a relatively new and evolving approach to network design 

that is key in addressing almost all of the risks discussed thus far. A zero trust approach removes 

inherent trust from the network. 

This means that access to a network and its components are highly restricted and 

compartmentalized, based on a set of design principles and a well planned and executed security 

policy. Often, if a breach does occur, the intruder can, “move laterally because everything on the 

network is trusted”, but, “in a zero trust architecture, the network is treated as hostile”
351

. 

Removing, “trust from the network”, requires that, “you gain confidence in the authentication, 

verification and authorization of users and services”
352

. To do this, trust must be built, “into the 

user's identity (user authentication), their devices (device verification), and the services they 

access (service authorisation)”
353

.  

The efficacy of this model requires that, “each connection to a service should be 

authenticated and the device and connection authorised against a policy, regardless of where the 

connection request comes from”
354

. In turn, “to enable authorisation decisions, access policies 

need to be defined, based on who can access which service or data, under which 

circumstances”
355

. Specifically, “how much confidence you need to trust a connection depends 

on the value of data being accessed or impact of action being performed”
356

.  

Similarly, “devices should be inventoried and device verification should be based on 

defined policies (such as encryption, patch levels, etc)”
357

. This is but a brief outline of zero trust 

entails. The NCSC source significantly elaborates on the necessity and execution of zero trust, 

and the DIB report emphasizes the need for, “quantum-resistant key exchange mechanisms”
358

, 

due to the PRC’s quantum computer investments. One would hope that collaboration across the 

proverbial pond is underway. 
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Outcome-Based Security 

Outcome-based cybersecurity is, “more holistic”
359

, and proactive philosophy, which 

builds on the existing approaches to cybersecurity. It requires, “continuously evaluating an 

organizations’ status and the risk environment”
360

. It does so by measuring, “the value and 

validity of an organization’s cyber defenses and enterprise based on active analysis against the 

organization’s total risk profile”
361

.  

As each organization’s status and environment differs, it is the responsibility of each 

organization to understand, plan for, and reassess their needs constantly. This all is to be done on 

top of the more basic cybersecurity requirements. Both the more basic and out-come based 

methods of cybersecurity are included in the DOD’s March 18, 2020 release of their 

Cybersecurity Maturity Model Certification as requirements for those who wish to do business 

with the DOD
362

.  

There is a caveat however. While outcome-based security and existing standards are 

strong approaches, according to former US Undersecretary of Defense Frank Kendall, the 

certification system in which they are framed is self-defeating on a variety of levels, adding 

layers of complication to, rather than addressing, core cyber security supply chain issues. In sum, 

he argues quite effectively that the certification system disincentives integrity, efficiency, and 

thus efficacy
363

. Policy makers looking for more a model for implementing outcome-based 

security are advised to take the flaws of the certification system into account. 

Red Cells/Teams 

Key to any security approach, and explicitly a key part of outcome-based cybersecurity, 

is the use of red cells
364

, perhaps more commonly called red teams
365

. These terms refer to 

utilizing trusted experts to think and act like potential threats so as to identify and address 

weaknesses. This method is already employed in various capacities in the UK and US.  

However, even more important than their use is actually following through with the 

recommendations of such teams and the findings of other groups focused on enhancing security, 
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something which both the UK
366

 and US
367

 have had troubling track records with. This is all the 

more vital when not utilizing a full ban, as is the case with the UK. Ideally any organization 

charged with enhancing security for 5G or cyberspace more generally takes full advantage of this 

method. 

Anticipatory Intelligence 

Finally, utilizing complexity and systems paradigms like anticipatory intelligence, as 

outlined in the 2019 US National Intelligence Strategy
368

, and applying it to cybersecurity is 

crucial. Anticipatory intelligence seeks to, “imagine or envision possibilities before they 

emerge”
369

. National Intelligence University faculty member Dr. Kerbel gives a much needed 

clarification of the term. He defines it as, “the intelligence process or practice whereby 

potentially emergent developments stemming from the increasingly complex security 

environment are foreseen via the cultivation of holistic perspectives”
370

.  

The Cold War was the formative experience for current security and intelligence 

paradigms. The bi-polar nature of the Cold War allowed actors to ignore the complex nature of 

reality and the international environment, and focus on relatively stable, or at least apparent, 

threats. However, “the spiking global complexity (interconnectivity and interdependence, both 

virtual and physical) that characterizes the post–Cold War security environment, with its 

proclivity to generate emergent (nonadditive or nonlinear) phenomena, is essentially new”
371

.  

In the context of cybersecurity, and security challenges more broadly, this means that 

systems and complexity sciences must be fully employed. As the senior research director and 

lead writer for the US Cyberspace Solarium Commission, Dr. Jensen stated after the 

commission’s report was released that it is not enough to simply research risks and failures in 

complex systems as they apply to cyberspace. There needs to be a focus on compounding 
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systemic risks
372

. As Dr. Wheeler and co-author Retired Rear Admiral Simpson state, within 5G 

this means understanding how the weakest cyber security links in public-private ecosystem put 

the rest at risk
373

.  

More importantly, for Dr. Jensen, this means examining how human security challenges 

like pandemics, economics, political instability, climate change, migration, cyberspace, and more 

all interact to impact each other or create new phenomenon
374

. He notes that while it touches on 

the need for examining complex systems, the report is missing critical recommendations. 

Specifically, the world needs, “new research initiatives that evaluate systemic risk”, including 

something like, “a Bureau of Cyber Statistics”
375

. He mentions the Center for Systemic 

Peace’s
376

 Political Instability Task Force as a model
377

 for such efforts.  

In sum, greater adaptation of transdisciplinary work with systems and complexity 

paradigms would be invaluable for out-come based cybersecurity, red teams, and anticipatory 

intelligence, and by extension peace and prosperity. Taken as a whole, there is ample opportunity 

for the UK, perhaps via HCSEC/ICSEC, to lead its strategic partners and the world in the 5G and 

cybersecurity realms. Between its proactive approach to cybersecurity thus far, its potential to 

integrate and coordinate emerging cybersecurity efforts, and its international standing, it seems 

well suited for taking on the complexities of the 21
st
 century. 

Complex Systems Paradigms 

As is the case with most academic terms and topics, the definitions of and relationships 

between complexity and systems science can vary significantly depending on the discipline, 

field, or author describing them. Some suggest complexity encompasses and transcends systems, 

some visa-versa, and some believe they are on a more equal footing. Some even just refer to 

complex systems science. None of these perspectives is right or wrong. 

Rather, the varieties of parameters and their implications are arguably a strength, 

contributing to tailored means and ends as well as the broader discourse and praxis. For those 

less familiar with complexity and systems sciences, or their (often blurred) distinctions and uses, 

this appendix reviews some complex systems resources. We begin with general resources, then 

                                                           
372

 Benjamin Jensen, “When Systems Fail: What Pandemics and Cyberspace Tell Us About the Future of National 

Security, Commentary, War on the Rocks, April 9, 2020, https://warontherocks.com/2020/04/when-systems-fail-

what-pandemics-and-cyberspace-tell-us-about-the-future-of-national-security/.  
373

 Wheeler and Simpson, “5G Requires”. 
374

 Jensen, “When Systems”. 
375

 Ibid. 
376

 “INSCR Data Page,” Center for Systemic Peace, Accessed April 9, 2020, 

http://www.systemicpeace.org/inscrdata.html.  
377

 Jack A. Goldstone, Robert H. Bates, David L. Epstein, Ted Robert Gurr, Michael B. Lustik, Monty G. Marshall, 

Jay Ulfelder, and Mark Woodward, "A Global Model for Forecasting Political Instability," American Journal of 

Political Science 54, no. 1 (2010): 190-208,  www.jstor.org/stable/20647979. 

https://warontherocks.com/2020/04/when-systems-fail-what-pandemics-and-cyberspace-tell-us-about-the-future-of-national-security/
https://warontherocks.com/2020/04/when-systems-fail-what-pandemics-and-cyberspace-tell-us-about-the-future-of-national-security/
http://www.systemicpeace.org/inscrdata.html
http://www.jstor.org/stable/20647979


DRAFT IN PROGRESS: 5G and International Security 57 
 

move to the intersections of complex systems literature with international relations and security, 

the PRC, and cyber security. We finish with a nod to the merits of action research. 

General Resources 

Castellini has created an interactive map of complexity (and systems) sciences over 

time
378

. This allows for a very accessible meta-perspective, and has a guide at the bottom to help 

with its interpretation and use. Whereas Castellini uses complexity as an umbrella term, 

Hieronymi’s article makes a similar attempt at visualizing the varying complex systems 

paradigms while using systems as an umbrella and co-equal term, detailing some debates
379

.  

The Santa Fe Institute’s Complexity Explorer website is regularly updated, offering a 

wide variety of resources including courses, academic texts, a virtual laboratory, a glossary, 

organizations focusing on complexity and systems sciences, and much more. The foot note at the 

end of this sentence leads to their free introduction to complexity course and can be used to  

navigate elsewhere
380

. Similarly, the website Complexity Explained, offers an excellent variety 

of educational tools and references
381

. The site and its free twenty page booklet
382

 are the result 

of a worldwide collaboration and survey of complex systems science experts, practitioners, and 

students.  

 International Relations and Security 

At the intersection of complex systems, international relations, and security, in theory and 

practice, several resources are worth noting. Janzwood and Piereder curate the works in Oxford 

Bibliographies’ International Relations sub-section, “Complex Systems Approaches to Global 

Politics”
383

. Lewis, Mackin, and Darken’s framework stands out for its analysis of critical 

infrastructure, and related risk prevention and response measures, as a complex emergent 
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system
384

. The result is a more nuanced, holistic, and coherent approach to anticipating, 

preparing for, and responding to incidents. Choucri and Clark’s book appears to the only work 

integrating complex systems, international relations theory, and cyberspace
385

. 

There are also several additional free publications we are aware of at the intersection of 

complexity, security, and international relations. Affiliated with the DoD, Alberts and 

Czerwinski’s 1997 book appears to be the earliest compilation of professional and scholar 

perspectives on the intersection of these topics
386

. Also affiliated with the DoD is Moffatt’s more 

technical and militarily focused
387

. In the context of peace and conflict studies, Hendrick’s 2009 

working paper
388

 and Leoroux-Martin and O’connor’s 2017 report
389

 offer interdisciplinary 

overviews of complex systems’ meanings and applications.  

The PRC 

Concerning the PRC and complexity, there are two notable works. Dr. Kerbel’s 2004 

article is useful, for its descriptions of the US-PRC cognitive biases’ based on the human and 

Cold War desire for simplicity, and how complexity science can help improve analysis and 

action in this realm
390

. Garlick’s analysis of the PRC’s rise through the international relations 

theories of complexity, neorealism, offensive realism, and constructivism compliments Kerbel’s 

work nicely
391

. 

 Cyber Security 

In our literature review, there were several notable works concerned with complex 

systems and cyber security. The earliest publication we identified is Armstrong, Mayo, and 

Siebenlist’s 2009 report on “Complexity Science Challenges in Cybersecurity” for the US 
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government
392

. It points to the necessity of applying complexity science to cyber security, 

particularly to critical cyber infrastructure, indicating that at the time it was a relatively new and 

unapplied approach to cyber security. In this context they state that complexity science is crucial 

for the improvement of reactive and proactive forms of mitigation, and explore research 

directions. 

Dr. Tisdale’s 2015 cyber security management framework
393

, and later study of it
394

, are 

also worthy of consideration. The framework is notable for its integration and application of 

knowledge management, complexity, systems, and business intelligence to the cyber security 

needs of organizations. As such the framework seems tailor made for outcome-based security 

and anticipatory intelligence.  

Brantly’s 2019 article concerning cyber policy and complexity theory appears to be rather 

unique
395

. It argues the laws and policies for cyberspace are detrimentally simplistic, using two 

cryptography case examples are used to demonstrate this. These cases are also used to argue that 

developing effective cyber policy requires a wider embrace complexity theory.  

Diversity 

The 5G debate, and cyber security discourses more broadly, have emphasized multi-

stakeholderism while also, literally, suffering from a lack of diversity. Dr. Dunn-Cavelty and Dr. 

Wegner’s formulation and analysis of cyber security politics describes the necessity of 

professional diversity and coordination among actors and stakeholders in the technological, 

political, and scientific spheres composing it
396

. To some extent they address organizational and 

national cultures, but they do not discuss diversity in other terms. S 

For cyber security to be effective, and by extension for the economic and security 

interests of companies, nations, and 5G to be optimised, diversity must be fostered at all scales 

within and by the spheres of cyber security politics. The pursuit of diversity must be subject to 

continuous critique and improvement
397

. In research and in practice within private and public 

entities, attention must be paid to gender, race, culture, nationality, sexuality, socio-economic 
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class, education, profession, age, disability, and other variables. For the purposes of this section, 

diversity can be thought of as: 

 Factors that compose or are attributable to individuals. 

 Individuals that compose private and public entities. 

 The types and natures private and public entities which are more classically 

deemed stakeholders. 

Understanding and representing the perspectives, wants, and needs of diverse 

communities has a tremendous impact on the scope and efficacy of education, research, 

development, operations, security, and consumer experience. Without taking diversity into 

account, threats to cyber security are enhanced and mitigation approaches are severely 

undermined. Examining the impacts made both by women and AI on cyber security and security 

issues more broadly, drives this home. 

Diversity impacts the quality of research and practice in all three spheres of cyber 

security politics. This has implications for perceptions and behaviors of all actors involved with 

cyber security politics, whether human or not. In particular, the increasing reliance on AI to 

shape and manage security, cyber security, and related policies is concerning, given the biases AI 

absorbs from humans and those which humans in turn absorb from it. 

Data quality, as a function of designer and data biases, impacting reliability, accuracy, 

ethics, and thus validity of design and functionality of threat prediction detection analysis and 

mitigation whether concerned with individuals or organizations, not to mention general ethics… 

 

Both individual and aggregate scales of diversity are important. However, as the history 

of multi-stakeholderism has shown, it can be quite difficult to achieve it may be more easily and 

quickly beneficial to focus on diversifying the individuals, particularly cyber security experts, 

within organizations and interest groups, as opposed to the necessary but more difficult 

coordination of collective entities
398

.  

Yet, in documents like the US Cyber Solarium Report, multi-stakeholder seems to refer 

exclusively to private and public organizations, within and between nations
399

.  

Individual stats for women & other sources (Microsoft etc). 

Women offer significant benefits to the cyber security profession, but are not just under-

represented, their presence and participation are impeded by layers of bias. Dr. Kshetri is a 

professor of management who studies, “online crime and security issues facing consumers, 
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organizations and nations”. Dr. Kshetri has, “found that internet security requires strategies 

beyond technical solutions”. 

In this context, “women’s representation is important because women tend to offer 

viewpoints and perspectives that are different from men’s, and these underrepresented 

perspectives are critical in addressing cyber risks”. Females in cyber security leadership roles, 

“tend to prioritize important areas that males often overlook”. This is partially attributable to 

their education backgrounds; “forty-four percent of women in information security fields have 

degrees in business and social sciences, compared to 30 percent of men”. 

This has implications for the security, operations, and bottom lines of businesses. Women 

in cyber security, “put a higher priority on internal training and education in security and risk 

management”. They, “are also stronger advocates for online training, which is a flexible, low-

cost way of increasing employees’ awareness of security issues”.  

Perhaps more importantly, women cyber security professionals have desirable tendencies 

in, “selecting partner organizations to develop secure software”. Specifically, “women tend to 

pay more attention to partner organizations’ qualifications and personnel, and they assess 

partners’ ability [sic] to meet contractual obligations”. Women, “also prefer partners that are 

willing to perform independent security tests”.  

In spite of the benefits of having women in cyber security, they remain under represented 

and face numerous barriers, some of which are easier to remedy quickly than others. In 2013, 

women composed 11 percent of the global cyber security workforce, with this number rising to 

20 percent by 2019. In 2017, it was found that globally women make up only 1 percent of senior 

management and executive cyber security positions, with women of color facing more 

significant barriers. 

Fortune 500 companies only fare a little better. In 2017, only 13 percent of global chief 

information officers were women. In 2019 about, “20 percent of Fortune 500 global chief 

information officers (CIOs)”, were women. 

In these contexts, the UK has faced some challenges, but also shows promise. Studies 

between 2004 and 2017 seem to have consistently found that women made up only about 8 

percent of the UK’s cyber security workforce. More recent efforts by the UK seemed to have 

paid off, with 18 percent of its cyber security industry being female.  

Other countries and regions also lend contrast. In 2017, the US, only 14 percent of those 

in cyber security were women, compared to 48 percent of the US work force being women. 

Representation is worse outside of the US. In 2018, females, “accounted for 10 percent of the 

cybersecurity workforce in the Asia-Pacific region, 9 percent in Africa, 8 percent in Latin 

America, 7 percent in Europe, and five percent in the Middle East”.  
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Clearly the UK has made meaningful efforts to increase the number of women in cyber 

security, but more must be done.  

The US Cyber Solarium Report highlights the need for collaborations among multiple 

stakeholders in the public and private realms, domestically and internationally. This is a step in 

the right direction, but there are a few things worth noting, particularly as the report is merely a 

set of recommendations. First, it is laudable that the report includes individual diversity as a part 

of its key recommendation to, “better recruit, develop, and retain cyber talent…for cyber work in 

the federal government”
400

.  

It specifically mentions the need for, “identifying opportunities and hiring pathways for 

members of underrepresented communities including the neurodiverse, women, and people of 

color”
401

. It also notes that, “today’s cybersecurity skills and experiences can be gained with 

unusual ease outside standard channels of education and training”, and, “that the government 

must more effectively take advantage of those unconventional pathways”
402

. However, though 

not insignificant, the above quotes are essentially the only references to individual diversity.  

Further, the report phrases diversity as merely an effort to increase and retain the 

workforce numbers. It does not mention diversity as something which has its own unique merits 

and impacts on the quality of cyber security. Additionally, the call for diversity among 

individuals is discussed relative to the federal employment pool and not public or international 

partners (though its call for increased k-career education opportunities for all US citizens may 

help domestically in the long run).  

Most importantly, the current US policies undermine such national, organizational, and 

individual objectives, and the UK should take note. At the national and organizational levels, the 

US’s zero-sum approach is undermining its cyber, 5G, and great power strategies, driving allies 

and potential partners away. At the individual level, at least culturally and academically, it is 

depriving itself of much needed human capital, and ignoring or undermining localized audiences 

and interests abroad. Countering the authoritarian model the PRC seeks to export, and its desire 

to build a coalition of illiberal nations, cannot be done by criticizing and punishing the PRC and 

those it courts
403

. 

Countering the PRC requires doubling down on liberal values and the comparative 

advantage they offer. More importantly, it requires, “greater attention on understanding local 

audiences and discussing issues that matter to them on their own terms…offer[ing] realistic and 

appealing solutions to the practical problems faced by other nations”
404

. In practice, this means 
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investing in human capital at home and abroad by improving the quality of and access to 

education, healthcare, travel, jobs, the free press, vital infrastructure, human rights, and justice. 

This can even mean, “building on Chinese projects in ways that serve local needs while 

demonstrating…goodwill and technical capacity”
405

. 

 The UK can and should avoid sabotaging its own resources at home and abroad, and and 

blinding itself to opportunities and US undermining multi-stakeholder partnerships…UK has 

common wealth + EU + 5 Eyes to work with. 

Action Research 

Action research is an invaluable and flexible paradigm for research and practice in 

virtually any context. Action research is an umbrella paradigm which can be used by any 

discipline or profession, and with any other research paradigms, methodology, or method. It 

excels at enabling effective and sustainable innovation at all scales of research, policy, and 

technology, via an emphasis on stakeholder integration and emergent, iterative, multi-method 

research cycles
406

.  

Action research approaches at base consist of…cycle…values….other…? 

Action research approaches can and should be applied to cyber security, anticipatory 

intelligence, and security issues more broadly. Systemic action research may be particularly 

useful in such contexts
407

. Historically, action research paradigms have been most heavily 

utilized in organizational, healthcare, development, peace/conflict, social, political, and 

educational research and practice contexts. Little work appears to have been explicitly done with 

it in the cyber security realm and broader security realms, leaving plenty of room for new 

directions in research and application. In short, action research’s very nature makes it uniquely 

adept at integrating and improving upon the opportunities, challenges, and solutions discussed in 

this study or otherwise. 
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Conclusion 

As Dr. Wheeler and Dr. Williams argue, the fact is, keeping Huawei and PRC hardware 

out, “does not equate to successfully preventing foreign espionage or sabotage of those 

networks”
408

. Rather it creates a false sense of security. Even worse, “effective progress towards 

achieving minimally satisfactory 5G cyber risk outcomes is compromised by a hyper focus on 

legitimate concerns regarding Huawei”
409

.  

The West, and the world, “should be conducting a more balanced risk assessment, with a 

broader focus on vulnerabilities, threat probabilities, and impact drivers of the cyber risk 

equation”
410

.  These steps require oversight to ensure, “that the promise of 5G is not overcome 

by cyber vulnerabilities, which result from hasty deployments that fail to sufficiently invest in 

cyber risk mitigation”
411

. Otherwise, “the after-the-fact cost of missing a proactive cybersecurity 

opportunity will be much greater than the cost of cyber diligence up front”
412

. 

Then there are the broader strategic, particularly economic and ideological, dimensions to 

consider. After almost all of our writing was complete, BBC News interviewed Eric Schmidt, 

who was the former CEO and executive chairman of Google and its parent company Alphabet, 

and is currently the chair of the US DoD’s Defense Innovation Board
413

. Schmidt recognizes the 

threats that Huawei and the PRC pose, stating that one way or another data has gone through 

Huawei and ended up in the hands of the PRC. 

However, Schmidt, “says the west should respond by competing with China and its 

technologies, rather than disengaging”
414

. In his view, “the real issue with Huawei lies in the 

challenge to US leadership it represents: a Chinese company operating on a global stage that is 

building a better product than its competitors”
415

. Of utmost importance is, “‘that we have 

choices…the answer to Huawei…is to compete by having a product and product line that is as 

good’”
416

.  

Further, the PRC is rapidly catching up to and even surpassing the West in terms of their 

innovative abilities and technological capacities. This is in large part because of focused state 

investment. Schmidt, “denies the Chinese model of state-directed investment in technology is 

intrinsically more successful than a free-market model”
417

. However, the West must not ignore 

or undermine key strategies and assets. 
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The US in particular has increasingly been harming itself by cutting research and 

education funding, blocking immigration, and at various promoting harmful propaganda that 

demonizes and buries the vital role of the US government in supporting research and innovation. 

Indeed, “one of the problems in the US and particularly in Silicon Valley, Mr Schmidt believes, 

is a historical blindness to the role of the government in supporting research”; “‘everything you 

see in Silicon Valley to the first order came from initial federal science grants of one kind or 

another’”
418

.Schmidt, “believes the West needs to make the most of its strengths by: investing 

more in research funding, ensuring greater collaboration between private sector, the state and 

academia, [and] remaining open to the best talent from around the world”
419

.  

More importantly, “Schmidt views the decoupling of the technology sectors in China and 

the US as ‘undesirable’, believing it will lead to two distinct systems”
420

. The problem is that, 

“‘once you diverge these global platforms, you don’t get them back…we benefit from having a 

common platform of interchange…and I worry that by building these platforms separate, the 

countries will understand each other less’”
421

. In Schmidt’s opinion, “‘China’s going to dominate 

whether we couple or decouple’”
422

. 

For Schmidt, the question becomes, “‘do they operate on global platforms or do they 

operate on their own platforms’”
423

? As, “‘it is in the West’s interest that every technology 

platform has Western values in them…the more segregated the platforms are, the more 

dangerous it is’”
424

. In this sense, “the rise of nationalism and protectionism around the world is 

of ‘great concern’”
425

. 

To Schmidt, “‘the best strategy is to think of it as a competition not unlike tech 

companies, where there’s brutal competition…[it will be] [sic] as rough as it could be – largely 

unregulated between various players – where we seek to win’”
426

. Thus, “Schmidt is cautious 

about picking national champions and supporting them”
427

. Similarly, while he acknowledges, 

“there are weaknesses in the West’s own capacity, particularly in not having foundries that 

manufacture semiconductor chips”
428

, he does not believe that recent US moves to band 

semiconductor sales to and production in and around the PRC is beneficial. Indeed, the ban has 

only harmed the US while accelerating the PRC’s semiconductor independence.  

Ultimately, whether discussing 5G, cybersecurity in general, or how to handle the PRC, 
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virtually all Western countries and allies agree that international cooperation is needed. There 

seems to be growing rumblings for an international technology alliance after the coronavirus 

pandemic passes
429

. Yet, what this cooperation looks like, who it involves and how, and who is 

to take the lead, are all up in the air at the moment. The US and the PRC don’t appear ready to 

lead
430

. In this context, Huawei’s threats can be reframed as opportunities, particularly for the 

UK. 

The internationalisation of the HCSEC or the creation of an equivalent body to focus on 

the creation and execution of proactive and innovative approaches is a necessity. Relying on 

reactive and passive cyber security measures such as deterrence is ineffective
431

. Even North 

Korea doesn’t seem terribly concerned by it
432

. 

For that matter, as currently conceptualized in US cyber doctrines, deterrence is arguably 

counterproductive against the PRC
433

. Similarly, retroactive installation of security measures 

inherently limits the degree of security possible in system architecture due to constraints in 

modifying core systems that affect functionality
434

. In short, in the context of conflicts, and 

particularly great power competition, such passive and reactive approaches are, “untenable – 

allowing opponents to shape the rules of competition”
435

. Proactivity requires a clear and 

coordinated understanding of ends ways and means of self and competitor
436

. 

An international effort by HCSEC and/or greater cybersecurity expertise sharing will 

significantly enhance network security worldwide. Coordinating efforts to identify the risks 

Huawei and other vendors present allows better security, mitigation, and contingency plans to be 

set in place. This would of course be on top of more typical approaches such as carrying out 

immediate reviews of software updates in source code, damage control, and limiting network 
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penetration. 

The internationalisation of HCSEC also presents opportunities for the UK to benefit from 

Huawei in terms of security integration, increased political capital on the world stage, 

technological innovation, and economic development. In turn, Huawei’s economic integration 

with the UK and global economy disincentives malicious behaviour. By allowing them into the 

UK market, Huawei has something to lose. 

Antagonism and rejection of Huawei’s role in the marketplace on the grounds of security 

and threats, at least as posited so far, is not a sufficient rationale to guide a full ban decision. 

Rejection of the world’s largest 5G supplier engenders neither friendly competition nor 

prosperity and peace
437

. Further, Huawei’s pervasive global presence makes the elimination of 

their risks impossible, as, “the director general of MI5, the U.K.’s domestic intelligence service”, 

has argued while, “insisting that Huawei’s role and the risks it creates can be managed”
438

. Thus, 

antagonism and rejection would seem counterproductive to global security and economic 

interests of the UK and liberal democracies
439

.  

The opportunities presented by Huawei’s entry into the market include cooperation to 

improve network security globally, economic benefits, and principally, the potential to improve 

relations, both between liberal democracies and with the PRC. By holding market leaders like 

Huawei, Ericsson, and Nokia to higher standards, there is potential for a knock-on effect of better 

cybersecurity across the entire 5G industry and all future industries that base themselves on 5G. 

The trickle-down benefits of holding market leaders accountable in cybersecurity are positive for 

future technologies and systems, from economic and security perspectives. It is thus more 

beneficial to attempt to pursue cooperation and positive competition than to not try at all.  

However, while it has generally been assumed that given the prospect of the PRC’s 

integration into the global economy, they would not risk using Huawei to pursue political 

agendas and behave maliciously, the possibility remains that Huawei could be commanded to 

install backdoors, if it hasn’t already. With questions of US-PRC decoupling agitated by
440

 

Trump’s May 2020 threat to, “cut off the whole relationship”
441

, with the PRC, the safeguard of 

economic integration is increasingly threatened and the risks of malicious behavior are raised. 

This raises two questions. Namely, what is to be done, and who is to lead?  
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As discussed, Dr. Lewis argues that the most secure option is the US approach of fully 

banning Huawei, as opposed to just keeping them out of critical networks. However, even he 

acknowledged that some countries do not believe for various reasons that a full ban is either 

necessary or in their overall best interest. Again, part of the issue, at least for the UK and 

presumably others, is that the PRC has already employed a variety of means to successfully 

infiltrate various networks. More importantly many, including the UK, have concluded that their 

economic and security interests can both be maximized via a well-executed partial ban, focused 

on protecting critical infrastructure.  

Clearly, there is a split when it comes to what to do. Worse, this split among allies and 

strategic partners has become adversarial and distracted from numerous options for constructive 

compromise that can maximize everyone’s interests. This rupture among allies is similar to the 

binary being imposed upon the world order by the US and the PRC. These ruptures are in many 

ways a function of leadership. 

Before President Trump took office, the US took part in the international public-private 

efforts to forge global 5G standards, oversight, and security, via the 3
rd

 Generation Partnership 

Project (3GPP). The Obama administration, within the US and with the 3GPP, focused on 

bringing experts together to, “identify public safety and cybersecurity risk considerations”, and, 

“implement cybersecurity risk reduction as part of the development and deployment cycle”
442

 

However, as Dr. Schneier alludes to, profit, politics, and ease were prioritized over security
443

.  

Lobbyists and Republican Federal Communications Commission Members blocked these 

efforts. In 2016 the cyber security initiatives were scrapped by the Trump administration, which 

then left the 3GPP
444

. Over the years that followed, domestically and internationally, US 

cybersecurity and 5G policies lacked a coherent strategy, with the Trump administration 

wavering between ignoring, disrupting, and dismantling cyber security efforts. The 

“responsibility” was left to Congress, which has traditionally abdicated this role to lobbyists
445

.  

The Cyberspace Solarium Commission
446

 is arguably the first strong Congressional 

effort
447

. Yet, as discussed, it has concerning weaknesses
448

. Additionally, its recommendations 
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will almost certainly be slowly and selectively legislated and enforced
449

.  

Alarmingly, Congress had to compel the Trump administration to act on 5G security
450

. 

The US’s Secure 5G and Beyond Act, signed into law on March 23, 2020
451

, obligates the 

executive branch to develop a national and international strategy for, “issues faced by 5G and 

future generations of wireless networks”, within 180 days
452

. In addition to strengthening 

industry partnerships
453

, it also requires that the executive branch, “assist mutual defense treaty 

allies, strategic partners, and other countries in maximizing the security of 5G systems and 

infrastructure”
454

.  

Soon after, in late March, the White House released a broadly outlined strategy
455

. It 

principally references “The Prague Proposals”
456

, a document resulting from the May 2019 

Prague 5G Security Conference, particularly when it comes to international standards and 

partnerships. The conference included all Five-Eyes partners, EU members, Japan, South Korea, 

Israel, and a few other, primarily NATO, members. The PRC was not included, and though 

neither it nor Huawei were mentioned, the document’s goals are in part aimed at mitigating their 

risks
457

. 

The Prague Proposals emphasize cooperation on all fronts between the participating 

nations. The US and the White House’s strategy also outlines the need for such cooperation, yet 

it emphasises US leadership. In the context of what has transpired between the release of the 

Prague Proposals and the White House’s release of their strategy, it’s worth questioning whether 
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the US is looking to lead cooperation, or just to employ coercive, counterproductive, methods.  

The battle for 5G in many ways comes down to who influences its technological and 

legal standards
458

. Between its withdrawal from the 3GPP, and its policies aimed at Huawei 

beginning in May 2019, the US has effectively removed itself from standards setting and the 

battle it seeks to lead and win
459

. As of May 11, 2020, participation and cohesive strategy are 

lacking
460

. 

Between the coronavirus
461

, current leadership, and the state of international relations, for 

Europe and others it seems risky to depend on the US for the generation and execution of such an 

international strategy
462

. Further, in addition to what has been discussed, some dimensions of the 

US approach to cyber strategy itself are off putting to its allies, and may in fact offer a variety of 

opportunities for adversaries to exploit
463

. A similar dynamic is playing out among non-allied 

countries struggling to balance their US and PRC interests (i.e. members of the Association of 

Southeast Asian Nations)
464

. Indeed, though Dr. Lewis may disagree to some extent, to Dr. 

Schneier it seems that the US has generally missed its opportunities for proactive global 

leadership when it comes to 5G and cybersecurity in the short and long run.  

At least for the moment, the means and ends of liberal democracies’ economic and 

security interests, let alone those of other nations, clearly aren’t quite the same. With effective 
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US leadership looking unlikely for 5G
465

 and 6G
466

, and Europe in a unique position between the 

PRC and the US
467

, it would seem that the UK has an opportunity to lead. If the UK continues its 

proactive work on 5G, the threats Huawei and the PRC present time can be mitigated and even 

turned into opportunities.  

HCSEC and other UK efforts can serve as a model to be scaled up, perhaps leading to an 

ICSEC. The UK has the means and opportunity to lead innovative international (cyber) security 

efforts. It may in fact be better positioned than the US to create and lead cyber security politics
468

 

via an, “alliance innovation base”
469

, and an “international cybersecurity capacity building 

community”, of, “‘cyber knowledge brokers’”
470

, while avoiding the potential pitfalls of doing 

so
471

. By taking the lead, the UK can maximize the security and economic outcomes for 

themselves and their partners, while also creating a much stronger mechanism for dealing with 

Huawei and the PRC in a constructive manner
472

. 
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