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Abstract—The development of complex and dependable sys-
tems like autonomous vehicles relies increasingly on the use of
systems modeling language (SysML). In fact, SysML has become
a de facto standard for systems engineering. With model-driven
engineering, a SysML model serves as a reference for the early
defect detection of the system under design: the earlier the
errors are detected, the less is the cost of handling the errors.
Mutation testing is a fault-based technique that has recently
seen its applications to SysML behavioral models (e.g., state
machine diagrams). Specifically, a system’s state-transition design
can be fed to a model checker where mutants are automatically
generated and then Kkilled against the desired design specifications
(e.g., safety properties). In this paper, we present a novel
approach based on process mining to improve the effectiveness
and efficiency of the SysML mutation testing based on model
checking. In our approach, the mutation operators are applied
directly to the state machine diagram. These mutants are then fed
as traces into a process mining tool and checked according to the
event logs. Our initial results indicate that the process mining
approach Kkills more mutants faster than the model checking
method.

Index Terms—systems modeling language (SysML), mutation
testing, model checking, process mining, defect detection, model-
driven engineering

I. INTRODUCTION

The development and maintenance of industrial systems
like autonomous vehicles is becoming more challenging and
costly with the increased size and complexity. To address the
challenges, model-based systems engineering (MBSE) defines
a methodology of modeling to support systems requirements,
design, analysis, and verification and validation activities
starting from the conceptual design phase and continuing
through development and later lifecycle phases [1]. The overall
objective is to replace a mere document-centric approach
with a model-centric one, which enables domain experts and
engineers to easily capture requirements, understand design
change impacts, define traceability paths, and analyze system
design before it is built [2]. Indeed, the development of com-
plex systems such as cyber physical systems and automated
production systems [3], [4] increasingly relies on models
developed in Systems Modeling Language (SysML).

For systems whose developments involve different disci-
plines (e.g., software, mechanical, electrical, or pneumatic
components are co-developed), SysML is considered as a

standard modeling language to use [5]. SysML has been
adopted by many companies (e.g., Boeing, Rolls Royce, SAP,
Honeywell, and HSBC [6]), as it greatly helps to create object-
oriented models of systems that incorporate not only software,
but also hardware, devices, and other control components [7],
expressing both structure and behavior for complex systems.
Thus, current industry trends look for models that are not
only generative and operationable, but also allow for defect
detection early in the design phase [8].

Model checking is a formal verification technique for ex-
amining the behavior of software and hardware applications.
Given a model of the system and a property, the model
checking algorithm explores exhaustively and automatically
the model state space in order to determine whether it satisfies
the checked property or not. If a property is violated a
counterexample is provided. However, model checking is often
hindered by the state explosion problem. To mitigate this
problem, engineers often attempt to prove properties on a
system by simplifying the system’s model first. However, the
results are valid only if the model is an appropriate abstraction
of the real system.

In this paper, we propose a novel approach based on
process mining techniques and mutation testing to examine
how changes in SysML design models affect safety properties.
Some changes violate the properties under test and can be eas-
ily detected, and some changes may not create any violations.
Compared to model checking, process mining takes an event
log (instead of a model) and a property and verifies whether the
property is satisfied or not. Mutation testing on the other hand
uncovers faults that are not detected by property checking. Van
der Aalst et al. [9] develop a process mining approach with
an extension of Linear Temporal Logic (LTL) tailored towards
event logs holding information on activities, cases (i.e., process
instances), timestamps, originators, and related data. This
language is specifically developed to formulate properties in
the context of event logs. We adapt the same concept but on
a SysML model using its XML Metadata Interchange (XMI)
representation. Process mining is an emerging discipline based
on data mining and business process management [10]. It
is used to automatically construct a model (e.g., in a form
of Petri nets) of an existing process by analyzing its event
logs. The main aspect of process mining is to capture system
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Fig. 1. General overview of our process mining-based approach to verify properties based on SysML models.

behavior by relying on sequentially ordered events recorded by
an information system (i.e., event logs). There are three main
classes of process mining techniques: discovery where a model
is automatically constructed from event logs, conformance
checking where an existing model is available and compared
with an event log for checking purposes, and enhancement
where an existing model is also available but used to improve
the performance of existing model [10]. Process mining covers
different aspects such as the control aspect, which captures the
order in which tasks (e.g., SysML elements) are executed (i.e.,
the control-flow), and the information aspect, which captures
the data, documents, and information needed and produced by
a task (e.g., constraints, conditions, and timing).

The goal of this work is to develop an automated approach
based on process mining and mutation testing to improve the
defect detection of SysML design models. To the best of
our knowledge, no existing research achieves the same goal.
Specifically, this paper makes the following contributions:
(1) defining the mutation operators by identifying common
SysML modeling mistakes, (2) a tool that automatically sim-
ulates these mistakes (i.e., changes) and generates mutants
of the original model, (3) creating a representation of these
models as variants into a process mining tool, and (4) checking
properties with an LTL-checker based on event logs of these
mutants.

II. PROCESS MINING-BASED APPROACH TO DETECT
DEFECTS ON SYSML MODELS

The idea of integrating model checking with mutation test-
ing was initially introduced by Ammann et al. [11]. The tenet

is to automatically generate test cases from killed/detected
mutants. From the perspective of model-driven engineering,
a translation from state machine diagram into a formal model
(i.e., input language) of some model checker is a prerequisite
step before applying model checking approach [12] on the
mutated models. In mutation testing, the most critical activity
is to assess the quality of the mutants so that they reflect the
typical or common mistakes. This is often performed at the
code level. In our work, we identify the common mistakes at
the modeling level [13]. Specifically, we identify the common
mistakes modelers perform in SysML state machine and then
generate mutants according to these mistakes. Our approach
comprises the steps displayed in Figure 1:

o Automatically generate model mutants based on the iden-
tified syntactic mistakes using the XMI representation of
the original model. As a result, our approach takes as
input a state machine in XMI format, which is exported
from an existing SysML modeling tool.

o Create a representation of these models as variants into
a process mining tool, where each mutant represents a
complete trace. This can be done automatically by parsing
the XMI files of the model mutants. In particular, each
mutant is defined with a case ID in the event log, and
each state is defined as an event.

o Import the created event log into a process mining tool
with proper configuration.

« Run a safety property check using the LTL checker on the
event log. The safety property is written in the language
described in [14]. The traces are then clustered to analyze



the results.

We compare our proposed approach with SysML mutation
testing based on NuSMV model checker. Our preliminary
results indicate that the process mining approach kills more
mutants faster than the model checking method.
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