
IoT Emergency Detection Devices

ISAAC TRESENWRITER, University of Cincinnati, United States
MO DANIEL, University of Cincinnati, United States
NATHAN ELROD, University of Cincinnati, United States

ABSTRACT In a world where technology continues to vastly grow and improve, IoT devices have increasingly
become more and more a part of people’s everyday lives. Although that is the case there is a need to understand
how to better use these devices for threat detection. This paper presents early work to understand gaps in this
regard using a review of previously used techniques to identify known threats to households. Through the
use of smart home device clusters we seek to effectively reduce the amount of false alarms and create a more
reliable resource for home residents.
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1 INTRODUCTION
The past decade has seen a marked increase in natural disasters. "Extreme weather events, wildfires,
earthquakes, tsunamis, and slow-onset disasters like droughts and polar vortexes have left many
American homes in peril." Pioneering[4] Alabama’s recent tornado outbreak and 2018’s record-
setting wildfires in California are quickly becoming the new normal, and with river flooding in cities
worldwide, there has emerged an immense challenge to urban resilience. Kasler[2] These disasters
have destroyed numerous homes and caused incredible losses. Smart home devices have created
opportunities to identify threats to smart homes, unfortunately, there are few connections between
data rich smart homes and the emergency response services. One reason for this is that current
Internet of Things (IoT) devices in smart homes are noisy–producing false alarms that emergency
response services do not have the capacity to validate. Frustrating individual and government
efforts to address these types of threats, has lead to the inadequacy of many devices to accurately
detect them. Our smart solution seeks to improve threat detection and make for a more accurate
deferential determination, when it comes to natural disasters negatively effecting the home. With
succession this would ultimately cut down the rate of false alarms, save money and cut down on
the home loss or damages due to natural disasters.

2 PROBLEM BACKGROUND
The Internet of Things (IoT) refers to a paradigm where physical devices (e.g., home appliances,
environmental sensors and actuators, vehicles) are interconnected using a communication network
that allows for real-time data exchange and control. Kyung[3] The is a means over which internet
devices communicate and share information about their environment.
It has been well demonstrated that many devices, smart or otherwise, are unreliable at threat

detection on their own. A false alarm, also called a nuisance alarm, is the deceptive or erroneous
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report of an emergency, causing unnecessary panic and/or bringing resources (such as emergency
services) to a place where they are not needed. Farlex[1] Smoke alarms, for instance, may be
triggered by only a small amount of smoke; high humidity might also falsely trigger the device.
Vivint[6] In 2011, between 94 percent and 98 percent of all burglar alarm activation’s in the US
were falsely triggered. Sampson[5] Programs such as those implemented by the city of Seattle,
Washington have been able to effectively reduce this number, and we believe that our approach
will make an dynamic impact as well.

3 RESEARCH QUESTION
RQ1: How can combinations of IoT devices be used to improve the detection of threats in smart
homes?

4 METHODOLOGY
We examined a number of common threats a smart home might potentially face, and assembled
a list of IoT devices, for which may aid in emergency threat detection. We also have considered
devices which we would use to detect threats such as a fire, flood or robbery in smart homes. By
connecting multiple of these IoT devices we plan to use the different threat detection analysis
methods within each device, to more accurately determine what is a true emergency threat versus
a false alarm. Anytime a potential threat is detected, a notification will be sent to the owner and
his/her designated family member, with the objective being to minimize or prevent damage to the
home/building.

5 CONCLUSION AND FUTUREWORK
Our goal is to use IoT devices to create solutions to security issues, prevent loss and inform
individuals before damage is done to their homes.We have identified possible device clusters that
we feel will more accurately report threats, versus a single device alone. By connecting multiple
IoT devices within these devices clusters, we plan to combine the different threat detection analysis
methods, to more accurately differentiate what is a true emergency threat versus a false alarm.

Our main objectives for the future work is to create a test simulation environment with a number
of different scenarios. Each of these scenarios would consist of gathering a number of different
suites containing helpful devices and test groups. Within these tests groups we will compare these
different devices in collaboration with one another, through device group testing and single testing.
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Table 1. IoT Threat Detection Methods

3


	Abstract
	1 Introduction
	2 Problem Background
	3 Research Question
	4 Methodology
	5 Conclusion and Future Work
	References

