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Abstract

Empowered Storefront is a redistributable e-commerce application suite that Web
hosting providers can incorporate into their Web site hosting packages and allows small
businesses to establish an e-commerce presence. Small businesses commonly turn to
Web hosting providers to establish an e-commerce presence since they are cost effective.
Current e-commerce products include too many complex features, poorly designed user
interfaces, insufficient application performance, and costly license fees. Empowered
Storefront incorporates elements found in other products that small businesses need in an
e-commerce application suite, and it improves on the functionality and usability that
other products lack. This application suite provides a cost effective e-commerce solution
for Web hosting providers and an easy-to-use and consistent solution for small
businesses. Empowered Storefront is built with the latest technologies: Visual Basic
.NET, ASP.NET, and SQL Server. The application suite provides small businesses with:
an on-line store, a management application for customers, and an on-line store
management application. The on-line store allows customers to browse for products, add
products to a shopping cart, and place orders. The management application for customers
allows them to manage their billing and shipping information, and it allows them to
manage and track their orders. The on-line store management application allows small
businesses to manage products, product categories, orders, customers, payment gateways,
shipping providers, taxes, and users. Overall, Empowered Storefront promotes
performance, usability, and reliability for Web hosting providers and small businesses.
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Empowered Storefront

1. Statement of the Problem
1.1 Introduction to Commerce

In order for a business to succeed, it needs products and services to sell to its
customers. To do this, a business needs a set of processes to develop and deliver these
products and services to its customers. These processes make up the foundation of
commerce, which, according to Gary Schneider, is, “a negotiated exchange of valuable
objects or services between at least two parties and includes all activities that each of the
parties undertakes to complete the transaction” (14, p. 5). These two parties often consist
of a buyer and a seller. A seller develops products and services to meet the needs of
buyers, while a buyer will purchase these products and services to fulfill the seller’s
needs. When a transaction or exchange takes place, the needs of both the buyer and seller
are fulfilled, and thus commerce has occurred.

Whether one is a buyer or a seller, a sequential process of commerce between the
two groups must take place. A buyer, according to Schneider’s model, will follow this
commerce sequence: identify a specific need, search for products or services that will
satisfy the specific need, select a vendor in which to purchase the product or service,
purchase the product or service from the vendor, and make warranty claims (14, p. 6).
Conversely, a seller, according to Schneider’s model, will follow this commerce
sequence: conduct market research to identify customer needs, create products and
services to meet customers’ needs, advertise and promote products and services,
negotiate a sale transaction with a customer, ship the goods and invoice the customer,

receive and process customer payments, and provide customer support services after a



transaction is complete (14, p. 8). The two models show that each group performs
different activities to fulfill the other’s needs. Ultimately, the activities of both groups
reach the end of the transaction by fulfilling the needs of one another.

To further extend one’s understanding of these activities in commerce, Schneider
states, “the activities in which businesses engage as they accomplish a specific element of
commerce are often referred to as business processes” (14, p. 9). Business processes are
steps in the commerce sequence that companies and organizations perform in order to
meet the needs of customers. Gradually, as business processes are completed during a
transaction, the needs of both groups get closer to being fulfilled, until the needs of both
groups are fulfilled and the transaction is complete. From observation, businesses
represent the “seller” group, so these processes follow Schneider’s “seller” model and
form the foundation of traditional commerce. Traditional commerce shows a general,
systematic process businesses perform when engaging in commerce with customers, and
provides one with a general view of what commerce is and why it is important to
business. The success of a business’ commerce will ultimately decide whether a business
will succeed.

1.2 Electronic Commerce

The methods of traditional commerce usually involve physical interaction
between businesses and its customers. Businesses will often use retail merchants to sell
products and services. These retail merchants provide customer sales representatives to
sell products and services directly to customers. In turn, customers have to come to these
retail stores in order to purchase products and services. While some businesses may sell

their products and services directly to their customers, many will use retailers to eliminate



another step in the commerce process on their part. This creates another party in the
commerce process. The retailer is often considered the coordinator between the
businesses and the customers. Retailers buy products and services from businesses, and
they sell these products and services directly to customers. Effectively, this meets the
needs of businesses and customers, thus completing the commerce process. With the
additional retail group, the commerce process becomes more difficult to follow, and a
direct link between the business and the customer no longer exists. Communication
problems may arise where the goals of the business and the needs of the customer are not
directly translated through the retailer to the opposite party. Depending on the needs of
the business, the methods of traditional commerce may not be sufficient. Therefore, a
more efficient system of commerce is needed to meet these needs.

To escape the limits of traditional commerce, a new method of commerce was
needed. Technological innovations brought the creation of electronic commerce (e-
commerce), which is a method of commerce that uses “electronic data transmission to
implement or enhance business processes” (14, p. 10). For example, “banks have used
EFTs (Electronic Funds Transfers) to move customers’ money around the world, all
kinds of businesses have used EDI (Electronic Data Interchange) to place orders and send
invoices, and retailers have used television advertising to generate telephone orders from
the general public for all kinds of merchandise” (14, p. 9). This example shows several
ways businesses use e-commerce to perform business transactions. In this example,
methods of e-commerce are used not only to reach the customers through different
electronic media, but they are also used to enhance business processes; for example, bank

transactions are handled electronically rather than by paper. In some cases, methods of e-



commerce can simplify methods of traditional commerce. For example, computer
software is a good choice for e-commerce since it can be distributed through electronic
media. The software can be downloaded directly to a customer’s personal computer at
anytime without the need of a compact disc (CD) and updates to the software are always
available on a Web site (14, p. 13). Thus, with today’s advances in technology, the need
to conduct business processes electronically is evident, and e-commerce will only
continue to become important as more businesses rely on technology to automate and
enhance their business processes.

In the realm of e-commerce, many methods of electronic data transmission can be
used to perform business transactions. Although e-commerce has existed for some time,
it has only recently become well known to the business world. The advent of the Internet
sparked a revolution in e-commerce by removing many of the physical barriers of
traditional commerce. Customers no longer had to visit retail stores to purchase products
and services. On-line, or virtual, ordering systems were created to allow customers to
purchase products and services from home via a personal computer and an Internet
connection. This new type of e-commerce has changed the way many companies do
business and at times, even automated traditional commerce and already existing e-
commerce business processes. This allows both customers and businesses to meet their
goals more quickly and efficiently.

“Internet commerce,” according to Schneider, is a type of e-commerce that
“specifically uses the Internet or the Web as its data transmission medium” (14, p. 10).
Although Internet commerce is a type of e-commerce, it is often mistaken solely to be e-

commerce since many people correlate the birth of e-commerce with the large scale



arrival of the Internet and on-line shopping. From this point onward, any references to e-
commerce will refer to Internet commerce only for simplicity. Not only did the arrival of
e-commerce allow for easier methods to complete business transactions, it completely
changed the way many do business and it changed the way many traditional commerce
activities were performed.
1.3 The Need for E-Commerce in Small Businesses

Since the arrival of the e-commerce, companies, both large and small, can now
reach customers on a global scale. Traditionally, small companies have limited
competition to local or regional markets because small companies cannot compete with
larger corporations in national and international markets (5). In order for a small
company to develop a presence in a national or international market, the company would
need to partner with a larger corporation already established in one of these markets (5).
E-commerce removes this competition barrier since any company, regardless of its size,
can sell directly to its customers. However, do to so, an e-commerce Web application,
commonly known as an on-line store, is needed to allow customers to interface with a
business. Many larger companies have developed custom e-commerce Web applications
to suit their individual business needs. However, these custom built applications can cost
hundreds of thousands of dollars to develop. Larger companies can afford this expense,
but smaller companies cannot afford a custom solution to establish an e-commerce
presence.

Typically, when a small business establishes a basic Web presence, it will host its
Web site in a shared hosting environment where multiple Web sites are stored on the

same Web server. This is cost effective since a monthly fee ranging from ten to fifty



dollars is all that is needed to host small business Web sites. In contrast, large companies
will house their Web sites on their own Web servers. These companies often have an in-
house or outsourced Information Technology (IT) staff to manage these servers. Small
companies cannot afford the cost of purchasing and maintaining these servers, and if
required, to pay the salaries of the IT staff. For this reason, small businesses turn to
shared Web hosting providers to host their Web sites since Web hosting providers incur
the cost of purchasing and maintaining Web servers, and they pay the salaries of their IT
staff.

In order to meet the e-commerce needs of small businesses, many Web hosting
providers purchase e-commerce applications rather then implement their own because of
the large cost of such an endeavor. Typically, these e-commerce applications are offered
as an add-on service to an existing Web hosting service. Again, small businesses simply
pay a monthly fee for this additional service. The Web hosting provider handles the cost
and maintenance of the e-commerce application. In this case, business processes are
created to meet the low cost needs of establishing an e-commerce presence for small
businesses. This allows small businesses to compete with large companies on a global
scale. However, when small Web hosting companies are first established, they may not
have the financial resources to purchase large e-commerce applications. Depending on
the cost of the application, Web hosting providers may raise their e-commerce service
costs to balance the cost of the application. In the next section, I outline several popular
existing e-commerce applications that include their costs and associated problems if they

were to be implemented.



1.4 Existing E-Commerce Applications

Although there are many e-commerce applications available, many of the costly
e-commerce applications contain hundreds of features that are meant for large
corporations. From my research, | found that demonstrations of several of these products
offered many useful features, but lacked proper design, usability, and support for the
price each vendor requested. Moreover, these products were not cost effective to Web
hosting providers, and the layout and navigation of these applications did not follow the
principles of good design. From this, small businesses would have a difficult time
running an electronic business through one of these applications. From my analysis of
three e-commerce applications, discussed below, I include reasons why these products do
not suit the needs of Web hosting providers and small businesses (See Figures 1., 3., 4.)

Microsoft Commerce Server (See Figure 1.) provides a platform for e-commerce

solutions.

Section Name: Business Value
—

€100

Figure 1. Microsoft Commerce Server
It includes common, built-in features for transaction-based applications, such as catalog
management, order processing, and merchandising (8). Using Commerce Server, e-
commerce applications would interface with these features to get information and

perform operations. These features are built into Commerce Server to simplify the



implementation of e-commerce applications, and to speed up their deployment. This
system provides the necessary features to implement an e-commerce application, but it
lacks a pre-built on-line store interface. This interface would need to be developed to
communicate with Commerce Server. As a result, the e-commerce application could not
simply be setup and configured for a given Web site. A Web hosting provider would
need to invest time and resources to develop for Commerce Server. This does not give
Web hosting providers an adequate solution to meet the needs of small businesses.

Above all, as outlined below (See Figure 2.), Commerce Server is too costly to even

consider.

E-Commerce Application Cost

Microsoft Commerce Server 2002 Standard Edition  $6,999 per processor

Comersus ASP Shopping Cart Free under an open source license
Miva Merchant $695.00 per on-line store

Figure 2. Analysis of Existing E-Commerce Applications (7, 1, 11)
Comersus (See Figure 3.) provides a complete e-commerce solution for any type

of business.
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Figure 3. Comersus ASP Shopping Cart




Comersus is an open source product that is free for any type of use (1). Although this is a
good incentive, Comersus has many problems associated with it. The project was
developed by many programmers with diverse styles of programming. Different
programmers developed add-ons and new features as Comersus evolved. As a result of
these different programming styles, a lack of consistent code exists in the application.
Maintenance of this application requires more time and resources since application logic
and interface code is scattered throughout the application. Moreover, Comersus lacks an
object-oriented design, which makes maintenance even more difficult.

Through e-commerce experience, Steve Davis, former senior Web developer of
WWW Internet Solutions, found that certain functions of Comersus did not even work
even though they are stated to do so (2). Davis stated, “Comersus provides the
framework for a good on-line store, but it lacks consistency, which is important in any
software project” (2). Since Comersus is an open source project, detailed documentation
is scarce and technical support is limited. Most importantly, the user interface and
navigation design is complex and confusing. This makes using Comersus and
maintaining an operating business difficult. Above all, the product functions well for its
cost, but its inherited problems make it not worth consideration.

Miva Merchant (See Figure 4.) provides another complete e-commerce solution
for any type of business. This product was developed by a third-party company called
Miva. Even though Miva Merchant is a fully-functioning product, the on-line store
management application lacks consistent navigation, and instructions on how to perform

different operations are vague.
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Figure 4. Miva Merchant
Customizing features of Miva Merchant is difficult since Miva developed its own
scripting language, MivaScript, for the on-line store. One would have to learn the
scripting language in order to customize its features.

Many of the features in Miva Merchant, such as advanced reporting, are designed
for larger companies. This is evident from the cost of Miva Merchant. As outlined in the
cost analysis of these e-commerce applications (See Figure 2.), Miva Merchant is
licensed on a per Web site basis. This means that each time a company wants to use
Miva Merchant, a license from Miva needs to be purchased. Miva does not offer an
unlimited use license on a per Web server basis. This is not efficient for Web hosting
providers since they will need to obtain a license each time from Miva before an on-line
store can be setup. This effectively causes a delay in the setup process. Overall, Miva
Merchant has the capabilities required to meet the needs of small businesses, but its high
cost and associated problems is not sufficient for Web hosting providers and small
businesses.

All of these products have both positive and negative elements. Even though all

of them contain the necessary features required for small businesses, the products are
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either too costly or lack good usability. An application that incorporates elements of each
of these products, that provides a consistent design and navigation scheme, and that is
cost effective is needed to meet the needs of Web hosting providers and small businesses.
2. Description of the Solution
In order to meet the needs of Web hosting providers and small businesses, |
incorporated elements of other e-commerce products that small businesses need in an e-
commerce solution, and | improved on the functionality and usability that other products
lacked. This application provides a cost effective e-commerce solution for Web hosting
providers and an easy-to-use and consistent solution for small businesses. Key elements
of the application include:
e Common e-commerce features required for any type of business:

o Product catalog with stocking capabilities

o Multiple levels of product categorization

o Shopping cart and checkout functionality

o Order processing and tracking

o Pre-built payment gateways

o Real-time shipping rates

o Customizable static shipping rates

o Customizable tax rates

o Customer account registration and management capabilities

o Stored customer information for reoccurring customers

o Customer only management center

o On-line store management center

11



e Object-oriented design:

©)

(@]

Application logic and user interface code is separated to improve
performance and maintainability.

The application’s design and code structure follows good programming
practices and techniques to ensure consistency and reliability in the
application.

e Simple and consistent user interface:

©)

The look of the user interface is consistent on every page in the
application.

The navigation scheme groups similar elements together and they are
located in logical areas of the user interface that are common among e-
commerce applications.

Hyperlinked navigation elements are iconic and text-based to support
future globalization of the application.

The checkout process includes a graphical representation showing users
where one is in an order from start to finish.

Friendly data input hints and reminders are provided to ensure users can
complete forms in the proper format.

e Quick installation and configuration

o

Application files are packaged into an executable installation file that
installs application files into a given Web site.

The database connection information is handled in one configuration file.

The look of the user interface can be changed globally through the
application’ pre-built template files.

On-line store settings are configured through the application’s on-line
store management application.

e Cost effective product licensing for Web hosting providers:

©)

o

A single server license allows one to purchase this application and use it
for an unlimited amount of Web sites for that server.

The license fees are as follows:

12



= New single server license: $249.99
= Upgraded single server license: $124.99
o These fees are set at a rate similar to a competing product’s rate for a
single Web site license. The purpose of this is to give Web hosting
providers an incentive to purchase a single server license that can be used
on as many sites as a given server can hold for the same price as a single
Web site license from a competitor’s product. These fees are much less
than competitor fees for single server licenses.
o Version upgrades licensing fees are discounted.
o No setup fees are required.

o Web hosting providers are free to incorporate this product into their Web
hosting packages at their own discretion.

The application is broken into three sub subsystems: an on-line store, a customer
management system, and an on-line store management system. The development of
Empowered Storefront was not financed by a particular company or organization, and |
hold sole proprietary rights to Empowered Storefront. | priced Empowered Storefront
below standard market value for comparable systems to meet the low cost needs of Web
hosting providers and small businesses.

2.1 User Profile

There are three types of users in Empowered Storefront. The three types of users
are customers, operators, and administrators. The characteristics of each user and the
user’s expected level of IT literacy are described as follows:

2.1.1 Customers

Customers are the primary users of the application. They use the on-line store

and customer management applications. Customers use the application to purchase

products and services from the on-line store’s owner and track the status of orders. Since
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the on-line store subsystem is a public application, customers can be anonymous.
Depending on the business’s marketing plan, the customer base can include: existing
customers, reoccurring customers, new customers, or specific business vendors.
Customers could also be international customers since this application will be distributed
globally. The nature of a given company’s business will decide what customers will use
the application.

Since customers can be anonymous, their level of IT literacy will vary from
business to business. Customers are basic computer users with an understanding of the
Internet and how e-commerce works. Customers are expected to know how to log onto
the Internet, use a Web browser, complete on-line forms, and log into a secure section of
a Web site. The user interface is intuitive so customers can easily navigate through the
application. Customers should have a basic understanding of the on-line store’s privacy
policy, which will be provided by the store’s owner, since sensitive information will be
collected from a given customer. The data will be collected and stored securely by the
application. Overall, a basic understanding of how to use Internet will be sufficient for
this type of user.

2.1.2 Operators

Operators are the secondary users of the application. They use the application’s
on-line store management subsystem to manage customer orders and store products.
Logically, this type of user can include several physical job positions, such as sales
clerks, shipping clerks, and customer service representatives. Sales clerks are responsible
for preparing the details of an order and the managing its payment. They will also be

responsible for maintaining prices and other information for each product. From there,
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the order would be passed along to shipping clerks who are responsible for packaging the
order and shipping it out to the customer. A shipping clerk would then assign a tracking
code for the shipment and mark the order’s status as complete. Customer service
representatives are be responsible for handling any questions or problems brought forth
by a given customer. Operators only have access to customer, product, and order specific
information in the on-line store management subsystem.

Operators are intermediate computer users with an understanding of how the
Internet and e-commerce works. Operators will need to be trained on how to use the on-
line store management subsystem for managing customer, product, and order specific
data. They should know how to complete on-line forms and how log to into a secure
section of a Web site. Depending on a given company’s policies, different operators may
perform different tasks, such as the tasks described about sales representatives and
shipping clerks. The operator user group will be defined to handle many physical job
positions that a given company may define.

2.1.3 Administrators

Administrators are the third and final level of users in the application. They use
the application’s on-line store management subsystem to manage all aspects of the
application, such as application settings. Administrators have the same access
capabilities that operators do. They are responsible for maintaining the application’s
configuration, payment types, shipping types, tax rates, and user security. Operators will
be denied access to administrator only sections of the on-line store management
subsystem. Overall, administrators will have complete control of what appears in the on-

line store.
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Administrators are intermediate computer users with an understanding of how the
Internet and e-commerce works. Administrators will need to be trained on how to use the
on-line store management subsystem. They should know how to complete on-line forms
and how log into a secure section of a Web site. A basic understanding of group-based
security is required when assigning permissions to users. Logically, a given company’s
policy will determine what physical users will be administrators and operators.

2.2 Design Protocols
2.2.1 Project Design

Empowered Storefront is a redistributable e-commerce application suite that uses
Microsoft Visual Basic .NET as the programming platform for application logic and
ASP.NET as the programming framework for the application’s Web-based user interface.
The application’s data storage facilitates the use of a Microsoft SQL Server, relational
database. The application executes in a transaction-based environment where data is
dynamically accessed and managed through the application’s Web interface. This project
involves two major areas of Information Technology (IT): Web development and
database.
2.2.1.1 Web Development

Empowered Storefront runs as a Web application in a client/server environment,
specifically in a Web site hosting environment. It incorporates client-side Extensible
Hypertext Markup Language (XHTML) syntax, cascading style sheets (CSS), and
JavaScript, and it incorporates the use of ASP.NET using the Visual Basic .NET
programming language. The application uses object-oriented programming standards

that are widely accepted throughout the industry. Database access and utilities are
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encapsulated inside classes to promote maintainability and reusability. Sixty percent of
application’s code consists of user-defined classes, so classes can be reused throughout
the application and in future development projects. The user interface design and
navigation scheme are template-based so they can be changed globally throughout the
application from just a few files. The XHTML and CSS markup follow standards as
outlined by the World Wide Web Consortium (W3C).

The application’s interface is broken into three sub subsystems: an on-line store, a
customer management system, and an on-line store management system. The on-line
store subsystem serves as the public Web site where customers interact with the
application to purchase orders on-line. The customer management subsystem allows a
given customer to manage information specific to that customer. The on-line store
management subsystem allows operators and administrators of the on-line store to control
different elements of the store.
2.2.1.2 Database

The backend for the application consists of a relational database design using
Microsoft SQL Server 2000. This application runs in a transaction-based environment
where data is constantly being inserted, updated, and deleted. Depending on the
company, the database might experience a high volume of traffic at a given time. An
enterprise-level database management system was needed to meet this demand. For this
reason, SQL Server was my choice for the database management system. Relational
tables were created to eliminate the possibility of having redundant data and to enforce
the rules of normalization. The database works with the application logic to perform data

access operations. The user interface interacts with the application logic by creating
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references to it, when needed, and any data access requests are passed to the database
through the application logic.
2.2.2 Organizational Schema

The organization of Empowered Storefront is divided into four components: the
physical database layout, object-based application logic, the application’s domain, and
the user interface. The physical database layout includes entity relationship diagrams for
the database’s tables and specific details about each table. The application logic section
includes an object model of Empowered Storefront’s objects that are organized into
logical namespaces and the specific details about each object. The application’s domain
section includes a domain model of how the application would function in a real world
scenario. The user interface section includes a use case diagram of how users will use the
application.
2.2.3 Physical Database Layout

The physical database layout includes several entity relationship diagrams and
descriptions for each diagram. The database diagrams are divided into several sub
components: product relationships, customer relationships, order relationships, user
relationships, and unrelated tables. Each diagram contains a figure for each table and its
column name, data type, and the length of the data type. The physical database was
designed following the rules of normalization. All variable length columns were
designed to use Unicode for future globalization of the application.
2.2.4 Product Entity Relationships

The product entity relationships (See Figure 5.) are defined for tables that relate to

the products’ table.
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Column Mame Data Type |Length Column Mame Data Type |Length
% [ProductID ink 4 % [CategoryID ink: 4
| Productiame nvarchar 100 B ParentZategoryID  ink 4
" |ProductDescription  rvarchar 1000 | CategoryMame nvarchar 50
| ProductDetails nkexk 16 B CategoryDescription  nevarchar 255
B Productkeywards  nvarchar 1000 B ImageFile nvarchar 25
ED nvarchar 25 | active hit 1
- |Price money 53 B -
| stockamaunt ink 4
B \eight decimal 5
" |PrimaryImageFile  rvarchar 25
Active bt 1

CateqoryID  ink 4
ProductID int 4

Colurmn Mame | Data Tvpe |Length

% [ProductImageIl int 4
| |ProductiD ink 4
B ImageCaption nvarchar S0

ImageFile nvarchar 25

Figure 5. Product Entity Relationships Diagram

The products’ table contains columns that relate specifically to product only data in order
to satisfy the third normal form. Products are organized into categories and sub
categories. In the categories’ table, a primary key, CategoryID, is defined to identify a
specific category, and a foreign key, ParentCategoryID, is defined to identify a parent
category for a group of sub categories. Root-level categories are identified by a
ParentCategoryID of zero. A single table relationship was defined on the CategorylD
and ParentCategoryID columns. This keeps all categories contained in a single table and
provides the capability of creating a category tree structure based on the
ParentCategoryID column.

Since a situation may arise where one product could exist in multiple categories,

an intermediate table, ProductsCategories_Details, was created to allow many products to
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exist in many categories. This table contains CategoryID and ProductID columns that
serve as foreign keys to the categories and products’ tables respectively.

The products’ table allows one to store an image for a given product. The
physical image file is stored on a given Web server’s hard drive for performance and
efficiency. Only the physical file name is stored in the products table. This image file
serves as the main image for a given product. One might want to store multiple images
for a given product and the Productimages table allows one store multiple images for a
given product. Again, the physical file name is stored in this table and a foreign key,
ProductID, is used to relate many product images to one product. This satisfies the first
normal form by not including repeating groups of columns for product images.

2.2.5 Customer Entity Relationships

The customer entity relationships (See Figure 6.) are defined for tables that relate
to the customers’ table. The customers’ table contains columns that relate specifically to
customer only data in order to satisfy the third normal form. The customers’ table
contains specific contact information, such as an address, for a given customer. In e-
commerce applications, there are billing and shipping addresses. This is setup so a given
customer can have an order billed to one address and the products shipped to another
address. The customers’ table contains columns for the billing address while the shipping
addresses’ table contains columns for shipping addresses. One might want to use
multiple shipping addresses when placing orders in the application. The shipping
addresses’ table contains a foreign key, CustomerID, which relates back to the customers’

table. This allows a given customer to store many shipping addresses and this satisfies
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the first normal form. For security reasons, the password column stores encrypted

passwords that utilize a hashing algorithm.

ShippingAddresses

Column Mame | Data Tyvpe  |Length |« Column Mame Data Type |Length |«
% [ CustomerID ink 4 % | ShippingAddressID  ink 4
| FirstMame nvarchar 30 | | CustomerID ink 4
| LastMame nvarchar a0 | FirstMame rvarchar a0
B Comparry nvarchar 50 | |LastMame nvarchar 30
" |PhoneMumber | nvarchar 25 | address nvarchar 70
 |Emailaddress  nvarchar 70 B Ciky nvarchar 50
| address nvarchar T o BETS nchar 2
B rvarchar 50 - |ZipCade rvarchar 1z
[ State nchar z B Counkry nchar z
B ZipCode nvarchar 1z
] Zounkry nchar z
| Passward nvarchar 100
BE: nvarchar 100
| Active bit 1 Colurin Mame | Data Type  [Length |«
B d ' | CustomerID ink 4
% |ProductID int 4
| Quantity int 4
| |Dateadded datetime g
h
Column Mame | Data Tvpe |Length | =
% [ CustomerID ink 4
| % | PraductIn int 4 g
il Colurnn Mame Data Type  |Length |«
% |ProductID int 4
N o | |Productiame nvarchar 100
SessionShoppingCart B ProductDescription | nvarchar 1000
el i e . BEIE) 313 | ProductDetails nkext 16
| 7| CartD !nt + ] Productkeywords  mvarchar 1000
| Pmd!'lctm ink 4 BEd nvarchar 25
SessionlD varchar 100 — .
— - - Price money g
|| Quantity ink : 4 | Stockamount ink 4
N DateAdded datetime 3 — weight decimal 5
| |PrimaryImageFile  rarchar 25
Active bit 1
M |

Figure 6. Customer Entity Relationships Diagram
The wish list table stores a list of products a given customer might want to
purchase. This table contains CustomerID and ProductID columns that serve as foreign
keys to the customers and products’ tables respectively. This allows many customers to

create a wish list of many products. The shopping cart table stores a list of products that
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a given customer wishes to purchase. It follows the same format as the wish list table
since it contains CustomerID and ProductID columns that serve as foreign keys to the
customers and products’ tables respectively. This intermediate table can then relate any
customer or product specific information to the application. Rows are added to this table
when a customer adds a product to the shopping cart. When an order is completed, those
rows will be removed from the shopping cart table. A second shopping cart table was
implemented to allow anonymous customers to add items to the shopping cart.
Anonymous users are identified by a SessionID that is used to related items in the
shopping cart back to them. Once an anonymous customer creates an account, the items
in the session shopping cart will be copied to the main shopping cart. This design
provides a solution for both anonymous and account-based customers.
2.2.6 Orders Entity Relationships

The order entity relationships (See Figure 7.) are defined for tables that relate to
the orders’ table. The orders’ table contains columns that relate specifically to order only
data in order to satisfy the third normal form. Once a given customer completes an order,
the products in the shopping cart will be inserted into the Order_Details table. Since
multiple customers can place multiple orders, the Order Details’ intermediate table is
needed. The ProductID and OrderID serve as foreign keys to the products and orders’
tables respectively. The Order Details’ table stores a product’s name, its price, and its
weight for a given order. This table is de-normalized so a history of orders will remain

present if a customer or a product is removed.
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RealTimeShippingTypes

Colurmn Mame Data Type |Length a
% | shippingTwpeID irk 4
B ShippingProviderID int 4
] ShippingTypeMame  rvarchar 30
B ShippingTypeCode  nwvarchar 5
Active bit 1
B -
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Colurnn Marme Data Twpe

i ShippingTwpell ink 4
- ShippingProviderID | ink 4
- ShippingTvpeMame  nwvarchar 30
m Cosk TOMESY g
I

ShippingProviders
Column Mame Data Twpe |Length a

ShippingPraviderID ink 4
ShippingProviderMame  nevarchar 30
ShipperZipCode rvarchar 12
Trackinglrl rrearchar 255
ImageFile rrearchar 25
RealTimeshipping bt 1
Tax3hipping bt 1

Ackive bit 1

% [ CustomerID

| 7| OrderID

Order_Details

Colurmn Mame | Data Tvpe |Length |«
% | OrderDetaillD int 4
| OrderID int 4
| |ProductMame  nvarchar 100
| Quantity inkt 4
Price monesy g
] Weight decimal 5
B -
I

OrderStatusTypes
Colurnn MNarmne Data Type

% | OrderskatusID ink
Crderstatushame  nvarchar

Colurmn Mame Data Type |Length a
CrderID ink 4
- |orderstatusID ink 4
FirstMarne reearchar an
LastMame rvarchar a0
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PhoneMumber rvarchar 25
Emailaddress nvarchar 70
Address rvarchar 70
ity rvarchar 50
Skate nchar z
ZipCode rvarchar 1z
Country nchar z
ShippingFirstMame  nvarchar 30
ShippingLasthlame  nvarchar 3n
shippingAddress  nvarchar 70
ShippingCity rvarchar 50
shippingstate nchar z
ShippingZipCode nvarchar 1z
shippingCounkry  nchar z
PavmentType rvarchar 30
TaxAmount maney o]
shippingProvider  nvarchar 30
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ShippingAmount maney o]
OrderDate datetime a
Trackinglrl rvarchar 255
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Figure 7. Order Entity Relationships Diagram

The shipping providers’ table stores a list of shipping providers that a given

company can use for product shipping. A shipping provider can be enabled or disabled

as needed. The real time shipping types’ table stores a list of real time shipping types

provided by a given shipping provider. These are pre-defined shipping types and they

23



can be enabled or disabled for a given shipping provider. In this case, a shipping type
and its cost will not need to be entered since this data will come directly from the
shipping provider. Shipping information is passed to a given shipping provider’s Web
site and the shipping cost is returned to the application. The static shipping types’ table
allows one to create custom shipping methods, such as next day, overnight, or ground
delivery. These are considered static shipping types since they are user-defined and can
be changed by administrators as needed. The cost for that type of shipping can be
defined in this table. A foreign key, ShippingProviderID, is used relate a given real time
or static shipping type back to a shipping provider. For both real time and static shipping
types, customers will be able to select the type of shipping they want during the checkout
process. This design provides a scalable solution for both scenarios.

The order status types’ table stores a list of status types for an order. For
example, an order’s status could be processing or completed. The orders’ table uses an
OrderStatuslD to relate an order status type to an order. This table stores billing,
shipping, and payment information for a given order. The order’s table is de-normalized
so a history of orders will remain present if a customer, shipping address, or payment
type is removed. The orders’ table also includes tracking URL and code columns where
one can assign a tracking URL and code to an order so customers can track their orders
from a given shipping provider. The orders’ table also includes several columns for
shipping information. Since there are multiple methods of shipping, static and real time
shipping, the shipping specific data is stored in the orders’ table for a given order to
accommaodate both scenarios. The shipping specific columns include: the shipping

provider, the shipping type, and the shipping amount. A column for the tax amount is
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included in the order’s table to store the amount that was taxed for the order. Finally, the
orders’ table stores an order date that specifies when the order was placed.

The shipping providers and order status types’ tables will include pre-defined data
generated during the installation of the application. This will provide one with built-in
data during the setup of the application.

2.2.7 User Entity Relationships

The user entity relationships (See Figure 8.) are defined for tables that relate to

the users’ table.

Column Mame |Data Tvpe |Length - Column Mame | Data Type |Length
% [UserID ink 4 % [UserID ink 4
GrouplD int 4 FirstManme rvarchar a0
- LaskMame rvarchar 30
PhonehMumber  nvarchar 25
Emaildddress  nvarchar 70
|lsername nwarchar a0
Password rvarchar 100
Salk rvarchar 100
Column Mame | Data Tyvpe Active kit 1
GrouplD ink 4 d
Groupfame  nvarchar a0 —

Figure 8. User Entity Relationships Diagram
The users’ table contains columns that relate specifically to user only data in order to
satisfy the third normal form. The users’ table stores information about users and who
can administer the application. For security reasons, the password column stores
encrypted passwords that utilize a hashing algorithm.
The groups’ table defines the user groups for the application. The default groups
that will be added during the installation of the application are operators and

administrators. User-based security is enforced at the code-level in the application based
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on groups defined in this table. The application defines the permissions for a given user
group.

The roles’ table defines the user group for a given user. The UserID and GroupID
serve as foreign keys to the users and groups’ tables respectively. Users do not have the
ability to define their own groups since permissions are defined at the code-level. By
using these relationships, future expansion of the application can easily allow for more
types of the user groups.

2.2.8 Unrelated Tables

The remaining database tables (See Figure 9.) do not have any relationships
defined. The settings’ table is a one row table that contains settings that are used
throughout the application. In each column, one can change configuration settings for the
application.

The tax table allows one to define how to tax customers during the checkout
process. In essence, one will create “tax rules” depending on a customer’s location. The
location includes one’s country, state, or zip code. A description for the tax rule and the
tax rate, in the form of a percentage, is available in the tax rule. When a customer checks
out, their location information will be queried against any tax rules. If their location
information matches a tax rule, the tax will be applied to the order. Otherwise, no tax
will be charged. This provides administrators with control over how customer orders get

taxed.
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Figure 9. Unrelated Tables

The payment gateways’ table defines all the payment gateways available in the

application. During the installation of the application, this table will contain pre-defined

payment gateway data that one can use to configure the application. The payment

gateway script column points to a script in the on-line store that will execute when a

customer purchases products. The active column can enable or disable the payment
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gateway. The payment types’ table allows one to define types of payment that can be
accepted during the checkout process.

The stock availability table allows one to create an “availability rule” based on
how many products are in stock for a given product. For example, one might create a
rule where a given product is on back order when the stock amount drops below thirty.
The rule column specifies the stock amount in which the rule should take affect. The
name column specifies the stock availability when the rule goes into affect. The shipping
availability column is used to let customers know when a product will ship from a given
company’s shipping facility.

The states and countries’ tables are lookup tables that are used in various sections
of the application. Since these values will not change, their data is inserted into a state or
country column as is. One has the ability to specify which states and countries can be
used in the application. By default, all states and countries are added to their respective
tables during the installation of the application.

2.2.9 Object-based Application Logic

This section includes an object model diagram (See Figure 10.) that is organized
into logical namespaces in the application. The descriptions of the objects are divided
into each namespace. The row with a gray background signifies a namespace with the

objects in each namespace listed beneath it.
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Data Security Store
Product SecureWebPageDirectory Ul Codebehind Classes
WishList SecureWebPageDirectoryCollection
ShippingAddress SecureWebPageFile MyAccount
Customer SecureWebPageFileCollection
ShoppingCart SecureWebPageltem
SessionShoppingCart SecureWebPageltemCollection
ShippingType SecureWebPageModule Ul Codebehind Classes
ShippingProvider SecureWebPageSectionHandler
PaymentType SecureWebPageSettings B e
Tax SSLHelper
Order
OrderStatusType Utilities Templates _
User Ul Codebehind Classes
Group
Role PaymentGateways
Productimage AssemblyData StoreHeader
Setting DbuUtilities StoreFooter
PaymentGateway DataCache MyAccountHeader
StockAvailability Email MyAccountFooter PayPal
State Photo BackOfficeHeader
Country Signin BackOfficeFooter
FileUpload
NullSafe
Settings

Figure 10. Object Model Diagram

2.2.10 Data Namespace

The data namespace objects (See Figure 11.) are derived from tables found in the
database. Each object provides data access methods and properties for reading, inserting,
updating, and deleting data in a given table. The data connection and access methods are
encapsulated inside each class and are not exposed to the user interface. The object
functions return pre-filled datasets when performing read operations. For a unique row of
data for a given object, the data is populated into the object’s properties so it is easily
accessible to the user interface. Each method executes a stored procedure in the database
when performing data access operations. Stored procedures are used to prevent SQL
injection attacks that commonly plaque applications that embed SQL code into the

application.
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Object Description

Product This object provides methods for storing and retrieving product
information.
WishList This object provides methods to allow customers to store and

retrieve their favorite products before purchasing them.

ShippingAddress

This object provides methods to allow customers to store and
retrieve multiple shipping addresses.

Customer

This object provides methods for storing and retrieving customer
information.

ShoppingCart

This object provides methods to allow customers to store and
retrieve products in a virtual shopping cart.

SessionShoppingCart

This object provides methods to allow anonymous customers to
store and retrieve products in a virtual shopping cart.

ShippingType

This object provides methods to allow users to define shipment
types that are offered to customers during the checkout process.

ShippingProvider

This object provides methods to allow users to select the shipping
providers they will use when they ship products to customers.

PaymentType This object provides methods to allow users to define what types
of payment are offered to customers during the checkout process.

Tax This object provides methods for storing and retrieving tax
information.

Order This object provides methods for storing and retrieving order
information.

OrderStatusType This object provides methods to allow users to define a status for
an order. For example, an order’s status could be processing.

User This object provides methods for storing and retrieving user
information.

Group This object provides methods for storing and retrieving group
information.

Role This object provides methods for storing and retrieving roles.

Roles relate a user to a group.

Productimage

This object provides methods for storing and retrieving multiple
product images for a given product.

Setting This object provides methods for storing and retrieving
application configuration settings.
PaymentGateway This object provides methods to allow users to decide what

payment gateway should be used for the payment process.

StockAvailability

This object provides methods to allow users to define stock
availability rules when customers view product information.

State This object provides methods to allow users to define what states
are allowed in the application.
Country This object provides methods to allow users to define what

countries are allowed in the application.

Figure 11. Data Namespace Objects

30




2.2.11 Utilities Namespace
The utilities namespace includes objects (See Figure 12.) that perform common
operations in conjunction with the user interface. These utilities are encapsulated into

classes for reusability throughout the application.

Object " Description

AssemblyData This object provides methods and properties from reading
information out of an assembly.

DbUTtilities This object provides shortcut methods for performing common pre-
data access operations, such as string encoding and decoding.

DataCache This object provides methods for updating XML files that are used
for data caching.

Email This object provides the capability of sending e-mails from the
application.

Photo This object provides methods to manipulate the sizing of
photographs.

Signin This object provides methods for performing customer and user
authentication and authorization.

FileUpload This object provides methods for uploading files.

NullSafe This object provides methods for converting data types and checking
for bad data input that is a common problem when performing basic
data type conversions.

Settings This class provides methods for retrieving store settings.

Figure 12. Utilities Namespace Objects
2.2.12 Templates Namespace
The templates namespace (See Figure 13.) includes user control objects that are
global templates for each section of the application. The three different sections of the
application include: the on-line store subsystem, customer management subsystem, and

on-line store management subsystem.
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Object Description

StoreHeader The top portion of the on-line store template.

StoreFooter The bottom portion of the on-line store template.
MyAccountHeader | The top portion of the customer management template.
MyAccountFooter | The bottom portion of the customer management template.
BackOfficeHeader | The top portion of the on-line store management template.
BackOfficeFooter | The bottom portion of the on-line store management template.

Figure 13. Templates Namespace Objects

2.2.13 Application Domain

This section includes a domain model (See Figure 14.) for how the application
would function in a real world scenario. The domain model begins with the product
specifications. These specifications contain information about the product, such as its
description and price. The product specifications describe each item in the on-line store.
The product catalog is the central repository where all products can be found. The
product catalog is then used by the on-line store to display the products to customers.
Customers will use the on-line store as an interface to view items in the product catalog.
In reality, a warehouse will stock the items found in the on-line store so they can be
shipped to customers. A sales line item records the sale of each item that a customer
wishes to purchase. Then, each sales line item is entered into a shopping cart. During the
checkout process, each sales line item’s details are transferred to a sale that contains
information about a given customer and the sale, such as the customer’s payment
information and the sale’s date and time. The sale is initiated by the customer and
completed when the customer pays for the sale with a given type of payment, such as a
credit card. The sale is recorded in the warehouse and a shipping clerk completes the sale
by shipping the items to the customer. A sales clerk can generate reports and analyze

sales data from the warehouse. Finally, a system administrator monitors the activity of

32



the on-line store for security purposes and manages the users of the on-line store. This

describes a possible scenario of how the application would work in the real world.
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Figure 14. Application Domain Model



2.2.14 User Interface

This section includes a use case diagram (See Figure 15.) that shows how users

interact with the application.

:Quslomer

System Admin

Place Order

Check Order
Status/Track

Comment/Rate
Products/Service

Manage Security

Manage User

Print Reports

e
AT~

B

= Finalize Sale

==

o A

Handle Returns

Figure 15. Use Case Diagram

Figure 15. describes the interaction between users and the application. The circled items

represent elements of the application and the figures to the left represent users. The
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figures to the right represent external applications that the application will use to perform
various tasks. External applications are connected to the application by the use of Web
services. Rather than implement these services, the application uses the services since
they already exist and have been thoroughly tested. This promotes good reusability and
efficiency in the application. The operator user can encompass many physical positions,
such as sales clerks, shipping clerks, and customer service representatives. The
descriptions of the sales and shipping clerks below encompass the role of the operator
user group.
2.2.15 Customers

Customers use the application’s on-line store interface as a means to browse items
found in the product catalog. Details of each product will help them decide what
products to buy. Once a customer decides to buy a product, the product is added to a
virtual shopping cart. This process continues until the customer is ready to checkout.
Once the customer is ready checkout, the customer will enter their contact, billing, and
shipping address information. After this is complete, the customer will select how they
want the products to be shipped. Then, the customer will select a method of payment and
enter the payment information. After a customer reviews the details of the order, the
customer will then place the order. While the order is being processed, the customer can
use the application’s customer management subsystem to view the order’s status and
track the shipment once the order has been shipped.
2.2.16 Sales Clerk

Sales clerks use the application’s administrative subsystem to manage orders and

the product catalog. Once an order is placed, a sales clerk prepares the details of an

35



order, and sends the information to the shipping department so an order can be shipped.
A sales clerk can use the administrative subsystem to periodically manage products in the
application. The sales clerk can use the subsystem’s functions to keep a company’s
product catalog updated.
2.2.17 Shipping Clerk

The shipping clerk receives notifications through the application when an order is
ready for shipping. The shipping clerk will physically package the order and then ship it
using one of the shipping providers defined in the application. Once the order is shipped,
the shipping clerk can use the application’s administrative subsystem to assign a tracking
code to the order and update the order’s status to complete.
2.2.18 System Administrator

The system administrator will use the application’s administrative subsystem to
manage the application’s configuration, payment types, shipping types, tax rates, and
users. The administrator will have access to all sections of administrative subsystem
where as operators will only have access to order, product, and customer sections of the
administrative subsystem. The administrator will handle application security by
assigning authentication credentials to users. Authorization permission for different
groups will be determined at the code-level for security reasons.
2.2.19 External Applications

The automated payment Web service automatically charges credit cards for a
given customer. This serves as the payment gateway for the application. The amount
will then be deposited to an account created by the company that owns the on-line store.

The shipping provider Web service allows the application to calculate the shipping cost
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for a customer during the checkout process. The products’ weight and the customer’s zip
code are passed to the shipping provider and the service returns a shipping price that will
be used by the application to calculate the total for the order. The shipping clerk can also
be used to assign shipping tracking codes to an order. Once a shipping clerk ships an
order, the shipping provider will generate a tracking code. The shipping clerk can then
enter the code for the order so customers can track the order.
2.2.20 User Interface Design

The design of the user interface meets the goals of two types of users: the
customers and users of the on-line store management subsystem. Customers use the on-
line store and customer management interfaces to perform order operations in the
application. Operators and administrators use the application’s on-line store management
subsystem to perform operations within the application.
2.2.21 Customer Interfaces

The design of the on-line store interface (See Figure 16.) follows a look
commonly found in all e-commerce applications. The page layout fills the entire browser
screen to utilize an efficient use of space. Links to the main sections of the on-line store
interface appear as tabs across the top of the page. Likewise, the same links appear at the
bottom of page to promote good usability for navigating through the interface. A quick
search option appears on all pages in the application which allows customers to easily
search for a product. A categories menu appears to the left that displays the application’s
root categories. When a user clicks on a category, iconic sub categories are displayed.
The images allow customers to find what they are looking for quickly. Products are

displayed in tables with all the details for a customer to view.
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Figure 16. On-line Store Interface
On each product page, customers can easily specify the quantity for a given product to
add to the shopping cart. Page headers and icons are used to inform customers where
they are in the application.

Page specific content appears in the center portion of the interface. The page
layout is consistent throughout the application to promote good usability. A section to
the right provides quick details about the shopping cart, such as the number of the items
in the cart and its sub total. This allows customers to get a quick view of the shopping
cart’s details. The checkout process has icons that show the progress of the checkout
from start to finish. The start stage is when a customer first decides to checkout and
finish stage is when the customer places an order. The customer management interface

(See Figure 17.) follows the same page layout as the on-line store.
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Figure 17. Customer Management Interface

Here customers are able to track orders, update their account information, and manage
their shipping addresses. When a customer enters data into an on-line form, hints about
what type of data and its format are provided to the customer when an input error occurs.
2.2.22 Operator and Administrator Interface

The design of the operator and administrator interface (See Figure 18.) follows
the same design and navigation scheme of the customer interface. These users use the
application’s on-line store management subsystem to manage the on-line store. Tabs will
appear across the top of the page to allow these users to easily navigate to the main
sections. Page headers and icons are used to inform these users where they are in the
application. When these users enter data into an on-line form, hints about what type of

data and its format will be provided to these users when an input error occurs.
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Figure 18. On-line Store Management Interface
2.2.23 Color Scheme
The application uses a default color scheme that is configured through an external
CSS file. When the application is distributed to companies, it will use this default color
scheme. This color scheme was chosen because it is appealing to the eye and it allows
users to easily read and comprehend elements found in the interface. Companies can
easily change the color scheme by modifying the global CSS file. The colors can be

changed for all three interfaces found in the application.
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3. Deliverables

Due to the complexity of this project, realistic deliverables were defined during

the design phase. The deliverables are as follows:

1.

8.

A redistributable e-commerce application suite that can be incorporated in a Web
hosting provider’s hosting packages for small businesses.

An application that will allow small businesses to publish their product catalogs
globally across the Internet, a centralized application for performing business
transactions, an application that is easy for small businesses and customers to use,
and an application that is easy to install and maintain for Web hosting providers.

A Web-based user interface that uses Microsoft Visual Basic .NET as the
programming platform for application logic and ASP.NET as the programming
framework.

An enterprise-level database that can handle the traffic of an on-line transaction
application.

Secure logon for customers, operators, and administrators authenticated against
credentials stored in the database.

Code-level security for the operator and administrator user groups.
Customers will be able to do the following:

Browse for products to buy
Search for products

Add products to the shopping cart
Select a type of shipping

Select a type of payment

Place orders

Track an order’s status

Manage orders

Manage account information
Manage wish lists

—mSemooooTe

Operators will be able to do the following:

Manage products

Manage categories

Manage orders

Manage shipping tracking codes
Manage customer account information

®o0 o
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9. Administrators will be able to do the following:

—STQ@ e o0 o

4. Design and

Performs tasks that operators can perform
Manage user accounts and roles

Manage allowed states and countries

Manage types of payment

Manage types of shipping and shipping providers
Manage stock availability rules

Manage tax availability rules

Manage payment gateways

Manage configuration settings

Development

The next sections of this report describe the project’s budget including the

hardware and software cost and its timeline.

4.1 Budget

The budget for the entire project is shown in the table below (See Figure 19).

Since the software that I used was purchased or obtained through academic licenses, the

budget below lists real world figures if one were to purchase regular licenses for each

piece of software. The hardware costs are based current values for the hardware

contained in my development environment.

Hardware Cost |
Workstation Computer for the Development Environment $ 800.00
DiscountASP.NET Web Hosting for One Year 90.00
Microsoft SQL 2000 Database for One Year 120.00
Software Cost |
Microsoft Visual Studio .NET 2003 Professional Edition 799.00
Microsoft SQL Server 2000 Developer Edition 49.95
Macromedia Fireworks MX 2004 254.00
GlobalSCAPE CuteFTP Professional 6.0 59.99
Total Cost: 2,162.94

Actual Cost for Purpose of this Project: $ 210.00

Figure 19. Project Budget (13, 10, 9, 6, 4, 3)
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4.2 Timeline

Listed below (See Figure 20.) is a timeline of tasks and milestones that occurred

during the development of this project. Milestones represent the black diamond and the

blue bar represents tasks completed in the Gant chart below. A detailed discussion of the

tasks and milestones for each Senior Design sequence follows the timeline listed below.

Task Hame

[octna [Novoa [Decna

[Maros [apros M ay '05

[Junos

19 |26 |

[Jan 05 [Febos
[17]za 31 [7 [1a]z1]2s[5 [12]19fza]2 [0 16 [za]z0 e [13]20zr 6 [13fzo0 (27 [2 J1o[17]za [1 [& [15]2z2]z20 [5 [12]12

Project Research: Analyzing Problems
Project Research: Technical Details
Analysis of Research Findings

Rough Draft of the Propsal

Revise Proposal/Presentation Prep.
First Presentation: Project Proposal
Final Proposal Due

Design the User Interface

Develop Storefront Application Logic
Develop the Storefront

Second Presentation: Prototype Dema.
Final Design Freeze Due

Develop Store Managem ent System
Develop Customer Management System
Perform Application Testing
Document Error Occurrences

Fix Errars Encountered

Final Presentation: Project Demo

Final Repart Due

Figure 20. Project Timeline

4.2.1 Senior Design | Tasks and Milestones

The following tasks and milestones were accomplished in Senior Design I:

e Began and completed the requirements gathering phase of the project

e Analyzed common features of existing e-commerce applications

e Performed research on problems with existing e-commerce applications

e Performed research on the e-commerce the needs of small businesses and
Web hosting providers

e Performed research on the technical details of e-commerce applications

e Performed an analysis of my research findings
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Developed a draft the project’s proposal detailing its requirements and its
initial design

Revised the initial proposal and prepared the final proposal
Prepared the presentation of the proposal
Milestone: Gave the first presentation of the project’s proposal

Milestone: Completed the final proposal

4.2.2 Senior Design Il Tasks and Milestones

The following tasks and milestones were accomplished in Senior Design II:

Began and completed the design phase of the project

Designed the database model and the physical database

Designed the user interface through templates and a global style sheet
Designed the application’s classes and organized them into namespaces
Developed all the classes and stored procedures to be used by the application
Developed the on-line store application

Developed a draft of the project’s design freeze detailing its design and
structure

Developed a working prototype by the end of Senior Design 11
Revised the initial design freeze and prepared the final design freeze
Prepared the presentation of the design freeze

Milestone: Gave the second presentation of the project’s design freeze

Milestone: Completed the final design freeze

4.2.3 Senior Design 111 Tasks and Milestones

The following tasks and milestones were accomplished in Senior Design I11:
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Began and completed the implementation, testing, and deployment phases of
the project

Developed the on-line store management application

Developed the customer management application

Performed iterative testing of small subsets of the completed project
Documented errors that occurred during the testing phase

Fixed errors that occurred during the testing phase

Developed a draft of the project’s final report

Revised the initial document and prepared the final report

Prepared the presentation of the completed project

Milestone: Gave the final presentation of the completed project

Milestone: Completed the final report
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5. Proof of Design

This section discusses how the deliverables, the objectives of the project, were
met and what problems were encountered during the project’s development.
5.1 Redistributable E-Commerce Application Suite

Empowered Storefront contains three applications that form an application suite.
The design of the application is generic and therefore, it is not designed for a particular
company or industry. The completed project features an installation application that
allows Web hosting providers to copy the application files to an existing Web site by the
means of a Wizard. The Wizard creates the necessary directory and file structure for the
application and it sets up the root directory of the application as an application directory.
Once the application files are created, an install directory off the application’s root
directory contains two SQL script files that are used to setup the database. Web site
hosting providers can simply open the Database.sql file in SQL Server’s Query Analyzer
and execute the contents of the file. This file creates the database’s tables, store
procedures, relationships, and constraints. The DefaultData.sql file is used to insert
default application data into the database’s tables. Web site hosting providers can add the
database connection string in the Web.config file off the application’s root. From here,
they can log into the on-line store management application to complete the setup process
by assigning configuration settings and application users. This allows Web hosting
providers to easily install and maintain these applications in a distributed environment.

Small businesses will then be able to access the on-line store management
application to setup and configure their on-line store. At this point, small businesses will

have complete control of their on-line stores. The on-line store management application
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allows small businesses to publish their product catalogs to the on-line store. It also
provides them with the ability to save all their product information in a centralized
location. Customers can access the on-line store globally and small businesses have a
centralized application for performing business transactions. The consistent “look and
feel” incorporated into the application’s templates and its simple user interface makes it
easy for customers and small business to use the application.
5.2 Application Design

Each user interface in the three applications is Web-based, which can be accessed
from any in the world. The completed application uses Microsoft Visual Basic .NET as
the programming platform for application logic and ASP.NET as the programming
framework. The completed application uses the enterprise edition of SQL Server as the
database management system. This edition can handle the expected high volume of
traffic of this on-line transaction application in a distributed Web hosting environment.
The application can be configured to use Secure Socket Layer (SSL) certificates that
provide secure connections on certain pages in the application. Those secure pages are
pre-configured in the Web.config during the installation of the application. Once a SSL
certificate has been installed by the Web hosting provider, the secure pages can be
enabled in the Web.config file. A centralized logon page is available that handles the

authentication and authorization process for all three sub applications (See Figure 21.).
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Figure 21. Global Logon Page
Passwords use a one-way encryption algorithm, SSH1, and the concept of “salting” a
password when they are stored in the database. Code-level security is built into all secure
pages in the application and authorization to resources is handled through user roles (See

Figure 22.). Roles are assigned to users when they attempt to authenticate.

Ej' This event fires when a given page loads.
7 Private Sub Page_Load(ByVal sender As System.Object, _
g ByVal e As System.EventArgs) Handles MyBase.Load

' Ensure the user is authenticated

If Not User.Identity.IsAuthenticated Then
Response.Redirect ("../Store/SignIn.aspx")

End If

' Ensure the user is authorized

If Not User.IsInRole("Administrators") And _
Not User.IsInRole("Operators") Then
Response.Redirect ("../Errors/403.aspx")

- End If

~ End Sub

Figure 22. Code-level Security Snippet
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5.3 Customer Actions

This section shows how the application allows customers to perform their actions
as defined in the deliverables.
5.3.1 Browsing for Products

The first page customers see is the home page for the on-line store (See Figure
23.). It shows four randomly selected products in a table. Customers can view detailed

information about a product, or a add product to the shopping cart or wish list.

Empowered
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Figure 23. On-line Store Home Page
At this point, customers can browse for products using the “Browse Categories” sub
menu to the left. All products are organized into categories so customers can easily
navigate to products they wish to purchase. This menu lists root-level categories that
customers can easily identify. Empowered Storefront allows users to create a category

tree structure in the form of parent-child category relationships. When a customer clicks
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on a root-level category link to the left, it shows a page that lists all the sub categories in

a given parent category (See Figure 24.)
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Figure 24. Sub Category Listing
Each sub category contains an optional image that allows customers to easily relate to a
sub category. Under the name of the sub category, a display tells customers how many
sub categories and products exist in the shown sub category. Customers can click on the
image or sub category name to view the next set of sub categories or they can click on
“Browse Products” link to see a listing of products in a given sub category. After
clicking on the sub category’s image or name, if no sub categories exist in that category,
the customer is automatically redirected to a page that lists all the products found in that

category (See Figure 25.). This design allows customers to easily browse for products.
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Figure 25. Product Listing Page

ng for Products

From any page in the on-line store, customers can type search terms into the

“Quick Search” form found in the upper-right portion of the page (See Figure 26).
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Figure 26. Quick Search Form
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After a customer types in a search term, the customer must click the “Go” button. The
search results are retrieved from the database and the products matching the search terms

are shown as follows (See Figure 27):
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Figure 27. Search Results
The filter results table allows customers to sort products by type and in a certain order.
Customers can also set how many records per page they want. By default, only ten
records per page are shown. The display at the bottom of the page show how many pages
there are, how many products were found in the search, and has navigation links that
allow customers to easily navigate through all the pages in the search results. The
product listing page, when browsing by category, also contains this functionality. This

feature is consistently used throughout the application suite.
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5.3.3 Adding products to the Shopping Cart

As shown from several product pages in the on-line store, customers can specify a

quantity for a given product they want to add to their shopping carts (See Figure 28).
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database, e commenerce Web sites, and
le and prnt servers

$3,999.00
]
‘Add to Cart.
Add to Wish List

In Stock, Uswally $* s in 1 - 3 Business Days

Microser. windows XP Prefessional

wWindows XP Profestitansl-complete with
Service Pack 2-delvers everythng you
demand from your computing
expenance. Whether you're on your own
oF runfeng a business of any size,
optimize your preductivity with the
digtal world's Latest innovations

$289.00 $299.00
1 1
|Add to Cart/ ‘Add to Cart

Go i

T4 *ty shoppiag Cart

Welcome Guest!
Cart Contans O Iteen{s)
Sub Total: $0.00

Yiew Cart | Ches

Figure 28. Adding a product to the Shopping Cart

After the quantity is specified, the customer must click the “Add to Cart” button. This

action adds the items to the shopping cart in the database and redirects the customer to

the “View Cart” page (See Figure 29.).

= Heme ®» My Accoun

Browse Categories

N Enponered

b @ Wiew Cart 3 Checkout

View Your Shopping Cart

Quantity Product Name

Ficrosoft Windows Server 2003 Enterprize Edition

In Stock, Usually Ships in 1 - 2 Business Dars

» Create Account » Sign Out

Welcorne Guest
Cart Containg 1 Itemis)
Syb Tetad: $11,997.00

Yimw

Price

Bamgwe  §5,%99.00  §11,587.00

Pt Lk

Go |

al

#11,997.00

My Account

Figure 29. Viewing the Shopping Cart
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5.3.4 Checking Out
When a customer is ready to check out, the customer can click on the “Checkout”
button from the “View Cart” page or the “Checkout” tab at the top of the page as shown

in previous screens. The customer will be redirected to a page where the customer can

select the check out method (See Figure 30.).

mpowered
Q;a?&%t

¥ Home o My Account » Wiew Cart ERESTILGINE » Create Account @ Sign Dult

Cowckseoral__ ] oo |

IRy Select Checkout Method

Walcoms Guest!

Cart Containg O [tamds)

Sub Total: $0.00
Vigw Cack | Shecksat

Mew Customers Returning Customers

* Indicates & Required Fisld

You are required to Bave 80 sctount with ug to make

purchases, Sabect cortinue Below to proceed to the account " E-meail:

freaton pages, You will sutomatcally be returned B the

checkout page ASher your ACoount is crasted * Fassword: ]

[T Eemembor me on this computer

Continue > |

Home | My accoynt | Yiew Cart | Checkoyt | Creste account | Sion Oyt

Copyright € 2005 by Empomared Storefront, all Rights Reserved
Pomared by Empowared Storefront, Versicn=0.9.9. 4205

Figure 30. Select Checkout Method
New customers can simply click on “Continue” or existing customers can sign into the
application. Upon completing either check out method, the customer will be redirected to
the checkout page. If no items exist in the shopping cart, the customer will be returned to
the shopping cart page where it will state there are no items in the shopping cart. The
first page in the check out process will ask the customer to complete billing information
and enter a type of payment (See Figure 31.). A progress indicator is shown at the top of
the page that shows customers where they are in the check out process. The shopping

cart icon moves forward as the customer moves through the check out process.
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mpowered
Q onPgI’rorit

®» Home @ My Account ® Wiew Cart »© Checkowt » Dreate Account ® Sign Dut

T My Shopping Cart
Progress Indicator vour Information Shipping address Shipping Method Rewsem Order Weleame Chris!

Cart Cortains 3 Ttamis)
Sub Tatal: $4.8608.98
Migw Cart | Shie

Your Information

Lot

Please enter your billing snformaetion &5 & appears on & credit card or bank statement. Incorrect or mcomplete information

Ll count
may cause delsys in completing your order. L iy Account

® Indicates & Raguired Field

Billing Information

* First Name: [Chg |

* Last Name: lanhnere J

company: [ ]

* Phene: |[513) 7530275

* Address; |I 333 Sprucewood 01 |

* City! [Amelia |
* Giake | Obno -I

= Zip Code; 45102

* Country: | Liritad Siates

5

rayment Type!

Figure 31. Billing Information and Payment Type
After clicking on “Continue,” the customer is taken to a page where the customer can
enter a shipping address (See Figure 32.). The customer will have the option to enter a
new address or use a stored shipping address for the current order. A table of shipping
addresses will be shown if the customer already has shipping addresses stored in the
database. The customer can click on the “New Address” button to add a new address. If

no shipping addresses are found, a blank shipping address form is shown.
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Wi e Checkout w Create Account  © Sign Oul

‘. Quick Search|

Browse Categories
& Al
-

Progress Indicator Tour Information Shipping Address Shipping Method Review Order

Your Shipping Information

Flease enter, modify, or select your shipping infarmaton Below. Incorrect or incomplete information may cause delays in
enmplating your ardes. [f you have antered paft shipmng sddresdad, you fay debect tham fram the tible Below. With this
mathad, you wil not have to re-enter your shipping address. Tou have the ability to store maliple shipping sddrestes in
your actount. If you Aead o modiy an addresd, wmply chiek oa moddy on & given sddreis = the table balow. Othermas,
Tou ¢an simply enter 4 new shipping address by click on the "Kew Address” buston below,

HMy Shopping Cart

‘Wealcorme Chris!

Cart Containg ¥ ftemils)

Suh Totsl: $4,090.90
Yigw Cart | Sheckoyt

* Indicates o Regused Fusld

Shipping Information

* First Marme: |C,I"|I|‘; |

* Last Marme: [Jashnen ]

* hddress: [1333 Sprucewand 1 |
* city: [Amalia |
* State: m
* 2 Code:

* Country: |Unlled Stales

|Continue > | Cancel |

Figure 32. Shipping Address Form

After clicking again on the “Continue” button, the customer is taken to a page that allows

the customer to select a shipping type and a delivery type, residential or commercial, (See

Figure 33.).

# ¥Wiew Cart » Checkout ® Create Account 5 Sign Ot

Cquick Search | Ge |

o
Progress Indicater Yous Infarmation Shipping Addrass Shippimg Methed Raview Order

Select Your Shipping Method

Shipping Type: |I3mum:| =]
Dlivery Type: ||::ammenml 'I

Cancel |

Continue > | |

welzoms Chris)

Cart Contains 3 Item(s)

Sub Total: §4, 89098
Wigw Cart | Chefkout

Figure 33. Shipping Method Form
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After clicking on the “Continue” button a third time, the customer is taken to a page
where the customer can review the details of the order. The order review page contains
the following: order company information, billing information, shipping information,

products in the order, and the order details that outlines the charges for the order (See

Figure 34.).

m vered
Q\ Empgyers

» Home » My Account » View Cart » Checkout » Create Account » Sign Out

Quick Search ll Go i

Welcome Chris!

Cart Contans 3 Item(s)
) Sub Total: $4,898.98
Review your Order Yiew Cart | Chackoet

Browse Categories

Pragress Indicator Your information Shipping Address Shipping Method Review Order

Order Company Billing Info Shipping Info

Chnis Jashnen
(513) 753-027S
1333 Sprucewood Ct.
Amelia, OH 45102 US

Empowered Storefront
1333 Sprucewood Ct
Armeha, OH 45102 US

Chris Jashnen
1333 Sprucewood Ct
Amelia, OH 45102 US

Quantity Product Name

Price Total
b it windens server 2003 atcrariee Ldton oMo 43900
1 x%'s'i?fﬂuﬁfﬁffé'ﬁ?f:' gﬂ-%zé%%\ess Days $199.99 $199.99
PR oo W s

Order Detalls:

Payment Type: Credit Card

Shipping Type: UPS Ground $5.62
Sub Total: $4,895.98

Tax $367.51

Total: $5.273.852

(Continuuits] (iCencelm)

Figure 34. Review Order Page
After clicking on the “Continue” button a fourth time, the order is placed and the
customer is redirected to page where the customer can pay for the order. The customer
will be taken to a page that handles the enabled payment gateway. The operations on a
given payment gateway page will vary on the requirements of the payment gateway.

Once the payment is received, the customer’s order will get shipped and the order process

is complete.
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5.3.5 Manage Orders
After an order has been placed, a customer can sign into the customer

management application, as shown below (See Figure 35.), and click on “My Orders.”

m ered
N Emponsts

» Home » My Info » My Passwored » My Addresses » My Orders » Return to Store  » Sign Out
Welcome to the My Account Management Center
welcome Chris!

The My Account Management Center allows you to manage your information, your shippeng addresses, and
your orders. You can easily add, moddy, or remove as many shippeng addeesses as you want, You can view
the status of your orders or change your personal account information,

Using the tabs above or the menu to the nght, you can navigate to the dfferent sections of the management
center. This ares is secure so do not need to worry about sending your information over an unsecure
connection. We hope you enjoy your expenence with us on our on-line store. Feel free to contact us with any
questions or comments you may have,

ne | Heiofo | My Password | Hr Addresses | My Qcders | Baturn to Store | Sigo Out

Copyright £ 2005 by Empowered Storefront, All Rights Reserved
Powered by Emponered Storsfront, Version=0.5.9.36505

Figure 35. Customer Management Application Home Page
The customer will be taken to a page where the customer can select the type of order:

open, completed, or canceled (See Figure 36).

\ gmwﬁ‘ered
torefront

B Home o My Info 5w My Password o My Addresges = My Orders @ Return ta Store = Sign Duk

My Orders

If you have recently placed an crder or have not completed the payment process for an order, then the order is still an open order. Once we
have received your payment, we will process and ship your crder. Tour order will be conssdered completad once it has shipped. Chck on cpen
below to view open orders snd click on completed to view completed orders. any orders that you have canceled will appesr under canceled
erders below,

Opan Comploted Cancaled

Figure 36. My Orders Page
The open orders page shows orders that have been placed but still need payment (See

Figure 37.).
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’ SED%M

» Home » My Infa = My Password o My Addresses o My Orders  » Reburn to Store @ Sign Duk

€ ranage My hccount View Open Orders

Uge the svena balow b complete and cancel your orders,

First Hama Last Mame Order Date Status View Complete Cancel

ooa0o0E0 Chriz 1sehnen 4/16/200% Placed g “ >

Figure 37. Open Orders Page
The customer can click on “Complete” to pay for the order or “Cancel” to cancel the
order. Only open orders can be canceled. The completed orders page shows orders that
have received a payment and that have been shipped by a given company (See Figure

38.).

Empowered
Storefront

»» Home » My Info » My Password » My Addresses » My Orders » Return to Store » Sign Out

€ Manage My Account View Completed Orders

= My Info

m My Password
n My Addresses
]

Use the menu below to view your completed orders,

My Orders Filter Results

Search: ‘ |Items: 0 =
Sort: IOrderDatej IDeacendmgj ! Go |
First Name Last Name Order Date Status
000000003 Chris Jaehnen 4/16/2005 Caompleted $16,796.00 (1]
Page 1l ofl

1 order(s) Found

Figure 38. Completed Orders Page
Finally, the canceled orders page shows orders that have been canceled by the customer.
Orders can only be canceled when the order status is “placed” or “in processing.” Once
an order is canceled, it cannot be re-opened by the customer. Application operators will

have to re-open the order at the customer’s request (See Figure 39.).
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» Home » My Info » My Password » My Addresses » My Orders » Return to Store » Sign Out

€ Manage My Account View Canceled Orders

= My Info .
a My Password Use the menu below to view any orders you canceled.
= My sddresses
= My Orders Filter Results
Search: | |Items: m -
Sort: |OrderDatej |Descendingj [ Go |
Order # First Name Last Name Order Date Status Cost
000000007 Chris Jaehnen 4/24/200% Canceled $699.99
Pagelofl

1 Order(s) Found

Figure 39. Canceled Orders Page
5.3.6 Tracking an Order’s Status
From any of the order management pages, a customer can click on the “View”
button to view the details of an order. This page mirrors the order review page shown in

the check out process (See Figure 40.).

ered
) S

» Home » My Info » My Password » My Addresses » My Orders » Return to Store  » Sign Out

© Manage My Account View Order Details

Below are the order details of your order.

Order Information
Number: 000000003

Date: 4/16/2005
Status: Completed

Billing Information
Chees Jashnen

1333 Sprucewood Ct.
Ameka, O 45102
us
claehnen@yshoo.com
{513) 753-0275

Shipping Information

Chns Jaehnen

1333 Spru'em:-od Cct.

Amelia, O

Product Name Price Total
2 Microsoft Commerce Server 2002 Standard Editon $6,999.00 $13,998.00
1 Microsoft Windows XP Professional $259.00 $299.00
1 Microsoft Visual Studio NET 2003 Enterpnse Architect $2.459.00 $249%.00

Order Detalls:
Payment Type: Credt Card

Shipping Type: UPS Ground $5.32
Sub Total: $16,796 .00

Tax: $1,261.38

Total: $15,062.70

ed | resses | My Qrdars | B

Copynght @ 2005 by Empow: ed S!ore‘rcnl, Al R-g\ts Reserved
Powered by Empowared refrond, Version=0.5.9.36908

Figure 40. Order Details Page
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If a tracking code has been assigned to an order, a customer can click on the tracking
code, as shown in Figure 40., and a new window will open linking to the selected
shipping provider’s order tracking Web site. If a tracking code has not been assigned, the
order details page will show “Not Assigned” for the tracking code.
5.3.7 Manage Account Information

From the customer management application, as shown earlier, customers can

manage their billing account information. They simply need to click on “My Info” in the

customer management application (See Figure 41.)

Q\ Empomered

wHome @ My Infa w My Passward  » My Addresses  w My Orders  » Roturn to Stare o Sign Out

My Info

Here you can changs your pergons] account srformation. Comglete the form below to changs your parsonal account infarmabion, The afarmatusn
Bilow répradants your Bilhng infarmatesn.

* Indicates & Reguired Field

Eilling Information

* First Name: |Chn5 |

* Lagt Nama: [Jae"u||En |

Company; |_ I
* phane: [§13) 75340275 ]

* E-mnal: [gaehnend@yabon com ]

* Address; |1333‘3pru:m|:-:il21 |
* City: Lllmeia I
* Stake: m
= Zip Code;

* Counkry: |Llnl'.\slc| Sintas :I

| Save

Figure 41. My Info Page
Here, the customer can change any information and click the “Save” button to save the

updated billing account information.
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5.3.8 Manage Wish Lists
From the on-line store, customers can click on the “Wish List” link found in the

lower-right corner of page under the “My Account” sub menu. This will take customers

to page that lists all the items in their wish lists (See Figure 42.).

Empowered
&m%ﬁom

¥ Home 5% My Account % Yiew Cart # Checkowt % Create Account = Sign Out
W Quick Soarch, | G |

[T e e Your Wish List T Hy Shopping Car

HMigrosoft SO Server 2000 Enterprizse Edition $11,059.00 Remove
S4L Server 2000 Enterpnse Edion gives you the complete set of data

reanagement and analysis featores, and it scales to support the largest Web sites,

Enterpese Onlne Transachon Processing (OLTR) systems, snd Data Warshousing

systems.

Migrasalt Yisual Studio MNET 2003 Enterpriss Architech $2.499.00 Bamove
Yigual Stuycho® NET Enterprse Architect provides complete tools and servers for

Budding distribited applicatiens and convayng developmant bast prachices. 1t

allgwis you by defing architeclure and funchonalty for Bbudding distribited

apphestons,

Home | My fgooyet | Wisw Cort | Checkout | Create decoynt | Sign Qut

Capyrght & 2005 by Empomered Stosefrant, All Rughts Reserved
Pomered by Emponered Storefroat, Verdion =05 9.36%05

Figure 42. Wish List Page

This page provides a link to each individual product details page and a “Remove” link
that allows customers to remove items from their wish lists.
5.4 Operator Actions

This section shows how the application allows operators to perform their actions
as defined in the deliverables. Administrators are able to perform the same actions that
operators can perform.
5.4.1 Managing Products

After an operator signs into the on-line store management application, the
operator must click on “Products” link under the storefront management menu (See

Figure 43.).
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Empowered
Sto%front

» Home & Info » Storefront = Sales » Return to Store % Sign Dot

welcome to the yvour Store's Back Office!

‘Welcome to the Back Office Management Console. This allows you to easily manage your stare and to
configure it to suit your business needs. Tou will find that the Back Office features a design that is consistent

with th on-line store interface. Across the top of every page, you will find tabs that sllow you to navigate to the
main sechons of the Back Office. Clicking on one of these tabs will take you to & page that lists all the cptions
you can perform under a given tab. These options also appear onthe beft hand side of the page. Here, you wil
find #asy shostouts to any of the options found in the Back Office.

The informatson mansgement section allows Back Office users to update thesr personal account information and
allows them to change their passwords. The storefront mansgement allows users to mansge the content found
im the on-hine store. Users can manage the store's categones, products, assign preducts to categomes, and
uplosd product photos. The sales management allows you te manage orders placed and sllowms you manage
vour custemer information. Tow cam view the detads of am order and then assign a tracking code to an order
ance & has shipped.

The configuration management sechion is where maost of integral settings for the on-line store are set. Ondy
administrators mill be able to see and access this sechon. Here, adminsstrators can configure store settings,
payment gateways, payment types, shipping proveders, shippeng types, tay rules, stock availability roles,
states, and courdries. Finally, the user management section allows administrators to add, modify, or remove
wgers and their infarmation. They can cha nge uer pasiwords and they can modfy roles for a Qiven uger.
Again, only administrators will have access 1o this section,

Homg | Infs | Storefecnt | Sales BT T Stors | Susn Oyt

Copyrght £ 2005 by Empowered Storefront, 81l Rights Reserved
Powered by Empensred Storsfrent, Version=0.5.9_36905

Figure 43. Operator On-line Store Management Home Page
Depending on the type of user, a different set of menus will appear for an operator or an
administrator. The menus shown in Figure 43. represent the operator menus. The
operator will be taken to a page that lists the categories defined in the on-line store. The
operator will navigate to the category that contains the product that the operator wishes to
add, modify, or remove. This category navigation scheme works just like the browsing
for products by category in the on-line store. Once an operator has selected a category, a
list of products will be shown where the operator can add, modify, or remove a product

(See Figure 44.)
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\ Storefront

w Home » Info » Storefront » Sales © Return to Store » Sign Out

Manage Products

o’ Use the menu below to modify snd remove products from the Back Office Mansgement Consale, To add & new product, simgly
Add Prodyct chck the add product irk.

w Categorios

: f:-r-.- dus ;;s.-'c stenoriss ==l = | " 'ﬂ

& Prodpct [amage Sort: leudlad Mams 3 IA:nendmg 3 | G |
Hicrasoft Commerca Servar 2002 Standard Edition $6,999.00 29 3456 = a3
Microsaft Office FrontPags 2003 $159.9% 00 3456 = pd
Mizragolt Offien Professienal Editien 2003 $490.00 455 23 = x
Migrasgit SOL Serder 2000 Erterprise Editien $11,099.00 506 2.567 of *
Microsoft Viswal Shedio .NET 2003 Enterprise Architect $249%.00 495 3456 '-3’ }i
Microsoft Windows 2000 Advanced Server $3,999.00 -1 2,389 o }(
Microsoft Windows 2000 Professionsl Edition $289.00 124 2.567 e ¥
Microsoft Windows 2000 Server $599.00 344 2.345 = Fa
Microsoft Windows Server 2003 Erterprise Edition £3,599.00 154 2348 3 >
Microsoft Windoms Server 2003 Standard Edison $999.00 1070 3067 = o

A Hexid = Last=>
Page 1 of 2
11 Product{s) Found
Huena | Infe | Sterafront | Salng | Esturn 1o Stoes | Sign 94

Coppaght & 2005 by Empowerad Storebront, All Psghts Reserved
Powered by Emoowersd Starsfront, Versions0.5.9,36505

Figure 44. Manage Products Page
Clicking on the “Remove” button will show a pop up message asking the operator to
confirm the removal of the product. After selecting “OK,” the product will be removed.
Clicking on either the “Modify” or “Add” buttons will take the operator to a page where

the operator can add or modify a selected product (See Figure 45.).
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* Indicates a Required Field

Product Information

* product Name: |Micrasni't Commerce Server 2002 Standard EditicI

* Description: [comperce Server 2002 iz the Windows Server =
SystemT platform for rapidly building next-
generatcion online businesses. Built on

agile .NET technology, Commerce Server Z002
can extend your site's functionality and
enhance the user experience globally.

* price: [5999.00 |

(]
(=]

* Stock Amount:

* Weight: [3.45600 |

* Details: % o By Y B o o
M| EEEE Ty —e|[i]

(-
]/
il 1=
=1

Cormmerce Server 2002 prownides everything you need to manage a global
network of customers and trading partners, i multiple languages and
CUITENCIES.

[Path: body »

Figure 45. Adding or Modifying a Product
After the completing the product information form, an operator can click the “Save”
button to save the product information. Products are assigned to categories using the
“Products/Categories” link under the storefront management menu.
5.4.2 Managing Categories
An operator must click on the “Categories” link under the storefront management

menu to manage categories. The operator will be taken to a page that lists the categories
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defined in the on-line store. The operator will navigate to the category that the operator
wishes to modify or remove. This category navigation scheme works just like the
browsing for categories under product management. Once an operator has selected a
category, the operator can modify or remove the category. When removing a category,
any sub categories or products that exist within that category will need to be assigned to a
different category. First, the removal process will check to see if any products exist

within the category. If products do exist in that category, a page will allow an operator to

assign these products to a different category (See Figure 46).

Manage Unassigned Products

Use the menu below b manage unsssgned products. Unsssigned prodiscts sre products that are found inthe category you trying Do remove.
Thay it ba stagned B another category bafors thal cabegory can Be ramaved., Upon completan, you will Be radiractad ba the category
removal confirmation page

Micrasoft Commerce Server 2002 Standard Edition Unagsigned Agsian
Micrasaft Office FrontPage 2003 Unagsigned Aggian
Microsoft Cdfice Professional Edtion 2003 Unaisngned Asign
Microsoft 5L Server 2000 Enterprise Edition Unazsigned Azgign
Microsoft Yisual Studso (HET 2003 Enterprise Archifect Unazsigned Azsian
Microsoft Windows 2000 Advanced Sercer Unagsigned Agiian
Micradaft Windows 2000 Professional Edtien Unasigned

Microsoft Windows 2000 Server Unassgned

Microsoft Windows Server 2003 Enterprize Edition Unaszsigned Azsign
Microsoft Windows Server 2003 Standard Edition Unagsignad Beian
Microsoft Windows P Professional Unassigned Agsian

Figure 46. Manage Unassigned Products Page
The operator clicks on the “Assign” link and a drop down list filled with categories will
allow an operator to move these products to a selected category. Once all the products
have been assigned to another category, the removal process will check if any sub
categories exist within this category. If sub categories do exist in that category, a page
will allow an operator to assign these sub categories to a different category (See Figure

47)).
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w Home ® Info  » Storefront @ Sales o Return to Store % Sign Dut

Manage Unassigned Categories

Uze the menu belaw to manage unaddigned categoned. Unathgned catagoreed are sub categoned found n the categary you are trpn
remove. They must be sssigned to ancther category before this category can be remowved. Upon completion, you will be redirected to the
category removal confirmaticn page.

Categary Mame Parent Categary

Hacromedis Unazsigred Asfign

Microsoft Unassigned

& Product Inades

HySgL Unassigred Asginn

Ovacle Urnassigrind Adhige

Figure 47. Manage Unassigned Categories Page
The operator clicks on the “Assign” link and a drop down list filled with categories will
allow an operator to move these sub categories to a selected category. Once all the sub
categories have been assigned to other categories, the removal process will confirm the

removal of the category (See Figure 48).

\ Empowered
orefront

» Home » Info » Storefront » Sales » Return to Store » Sign Out

Remove category

All unassigned products and sub categories have been assigned. You can now remove this category f you wish.

Are you sure you want to remove this category?
Yos | No |

Figure 48. Remove Category Confirmation Page
After an operator clicks the “Yes” button, the category will be removed. When an

operator adds or modifies a category, the following page is shown (See Figure 49.).
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¥ Hame © Info » Storefront » Sales  » Return to Store  ®» Sigs Dut

Modify Category

To modfy & category, use the form Below to change the category. File names for categories are dynamically gamerated to ansure they ane
urigue. When & fle i eploaded, you will see that the file name is dfferent from the file you selected to upload. This file name is randomly
generated to ensure unegueness. Tou do not need to worry about the size of an image. Empowerad will dynamically resze your image. Tou do
ot have ko uplosd &nimage each tirse to modify other information.

all photos rest meet these reguirements before they can be uploaded:

= Must be in GIF or 3PG format
® Cannot excasd 150 KBoan fils size

® Indicates & Reguired Field

Categary Infermatian

* Catagary Mame: |hNEOL

" DESCnpUh: [This category contains products distributed
by RPOL.

* Parenk Category: |Sofware VI
® Acheen: |Wes "l
Image File: 'E&I

Figure 49. Adding or Modifying a Category

After completing the category information form, an operator clicks on the “Save” button
and the category information is saved.
5.4.3 Managing Orders

An operator must click on the “Orders” link under the sales management menu to
manage orders. The operator will be taken to a page that lists orders placed in the on-line
store (See Figure 50.). Operators can view, modify, or remove orders. Clicking on the
“Remove” button will show a pop up window asking the operator to confirm the removal
of an order. After the operator clicks “OK,” the order will be removed. When an
operator views an order, the operator will be taken to a page that shows details of an
order. This page mirrors the order details page found in the customer management

application.
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Storelro

i Manage Storefront

.
U 1=

= Prodycts/Cateqaries
" Product [menss

| ales » Return bo Stoers

» Sign Dut

Manage Orders

Lse the meny below to moddy and remave orders from the Back Odfoe Managemeni Consaole.

Search: Mems: |10 =

sort= [Order Dt 7| [Crescending =] | Ge |
Last Name Drder Date Status Wiewm HModify Remawe
Chris Jaahann 44242005 Cancalad $595.99 & o >
Chris Jashnen 4/16/2005 Placed $495.00 ] 5 o
Chris 1sshnen A/164200% Completed $16,796.00 5 El >
Page 1 of 1
3 Order(s) Found
Hems | Infe | Sterafront | Sabes | Bebarn te Store | Sion Gut

Copynght £ 2005 by Empowered Storefront, 8l Rights Reserved
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Figure 50. Manage Orders Page

When an operator clicks on the “Modify” button for an order, the operator will be taken

to page where the operator can change details of the order, such as the shipping tracking

code (See Figure

51.).
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Figure 51. Modify Order Page
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5.4.4 Managing Customer Account Information
An operator must click on the “Customers” link under the sales management
menu to manage customers. The operator will be taken to a page that lists customers that

have created accounts in the on-line store (See Figure 52).

Emy ered
Sm%\ﬁmt
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## Manage info Manage Customers

Use Ehe meny below to add, modify, and rermove customers from the Back Office Management Congole. To add & new
e | Sstadners, simply cick the add custemer link

‘Sf-srrh:l I|1.erns-: 10 =

Sort: [LastMame x| [Ascending 7] | Ge

First Mams Lagt Mame E-mall Address Change Passward Hodify Remove

Jaehnen cpaehnendyahoo.com = 'i’ ><

Page 1 of 1
L Cistoemens) Found

Figure 52. Manage Customers Page
Operators can add, modify, or remove customers. Clicking on the “Remove”
button will show a pop up window asking the operator to confirm the removal of a
customer. After the operator clicks “OK,” the customer will be removed. When an
operator adds or modifies a customer, the following page will be shown (See Figure 53.).
Once an operator has completed the customer information form, the operator clicks the

“Save” button and the customer information is saved.
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Figure 53. Adding or Modifying Customers

5.5 Administrator Actions

This section shows how the application allows administrators to perform their
actions as defined in the deliverables. Administrators are able to perform the same
actions that operators can perform.
5.5.1 Managing User Accounts

After an administrator signs into the on-line store management application, the
administrator must click on the “Users” link under the users’ management menu (See

Figure 54.).
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Figure 54. Administrator On-line Store Management Home Page
Depending on the type of user, a different set of menus will appear for an operator or
administrator. The menus shown in Figure 54. represent the administrator menus. The
administrator will be taken to a page that lists the users found in the on-line store
management application (See Figure 55.). This page allows administrators to add,
modify, or remove users, and it allows them to change a given user’s password. Clicking
on the “Remove” button will show a pop up window asking the administrator to confirm

the removal of a user. After the administrator clicks “OK,” the user will be removed.
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Figure 55. Manage Users Page
When an administrator adds or modifies a user, the following page will be shown (See

Figure 56).
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Figure 56. Adding or Modifying Users
Once an administrator has completed the user information form, the administrator clicks
the “Save” button and the user information is saved. When an administrator needs to
change a given user’s password, an administrator can click the “Change Password”

button from the manage users page. The following page will be shown (See Figure 57.).
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Figure 57. Modify User’s Password Page

After an administrator enters the new password for a given user and confirms it is correct,
an administrator clicks the “Save” button and the user’s password is updated.
5.5.2 Managing User Roles

After an administrator clicks on the “Roles” link under the users’ management
menu, an administrator will be taken to a page that lists the users found in the on-line
store management application. This page mirrors the user management page that was
shown earlier. When an administrator clicks the “Modify” button for a given user, the

administrator is taken to a page where the administrator can change a given user’s access

role, such as an operator or an administrator (See Figure 58.).
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Figure 58. Modify Role Page
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After an administrator selects a role, the administrator can click on the “Save” button to
save the role for a given user.
5.5.3 Managing States

After an administrator clicks on the “States” link under the configuration
management menu, an administrator will be taken to a page that lists the states found in
the on-line store management application. This page mirrors the user management page
that was shown earlier. Clicking on the “Remove” button will show a pop up window
asking the administrator to confirm the removal of a state. After the administrator clicks
“OK,” the state will be removed. When an administrator adds or modifies a state, the
administrator is taken to a page where the administrator can enter information about a
state (See Figure 59.).
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Save |

Figure 59. Adding or Modifying a State
Once an administrator has completed the state information form, the administrator clicks
the “Save” button and the state information is saved.
5.5.4 Managing Countries
After an administrator clicks on the “Countries” link under the configuration

management menu, an administrator will be taken to a page that lists the countries found
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in the on-line store management application. This page mirrors the user management
page that was shown earlier. Clicking on the “Remove” button will show a pop up
window asking the administrator to confirm the removal of a country. After the
administrator clicks “OK,” the country will be removed. When an administrator adds or
modifies a country, the administrator is taken to a page where the administrator can enter

information about a country (See Figure 60.).
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Figure 60. Adding or Modifying a Country

Once an administrator has completed the country information form, the administrator
clicks the “Save” button and the country information is saved.
5.5.5 Managing Payment Types

After an administrator clicks on the “Payment Types” link under the configuration
management menu, an administrator will be taken to a page that lists the payment types
found in the on-line store management application. This page mirrors the user
management page that was shown earlier. Clicking on the “Remove” button will show a
pop up window asking the administrator to confirm the removal of a payment type. After

the administrator clicks “OK,” the payment type will be removed. When an
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administrator adds or modifies a payment type, the administrator is taken to a page where

the administrator can enter information about a payment type (See Figure 61.).

&\5&‘;@%@

w Home = Info  » Storefront © Sales @» Configuraticn * Users @ REturn to Store @ Sign Out
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To modify a payment type, complete the form below. Modified payment types will be immedistely available in the on-line store.
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* Payraent Type: |[Credd Ced ]
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Figure 61. Adding or Modifying a Payment Type

Once an administrator has completed the payment type information form, the
administrator clicks the “Save” button and the payment type information is saved.
5.5.6 Managing Shipping Types

After an administrator clicks on the “Shipping Types” link under the
configuration management menu, an administrator will be taken to a page that lists the
shipping providers available in the application. The administrator will have the option to
manage real time or static shipping types (See Figure 62.).
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Figure 62. Manage Shipping Types Page
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If an administrator clicks on the “Real Time” shipping types’ button, the administrator

will be taken to page where the administrator can enable or disable the real time shipping

types provided by the selected shipping provider (See Figure 63.)
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Figure 63. Manage Real Time Shipping Types Page
An administrator can click on the “Modify” link and a drop down list will show allowing
an administrator to enable or disable a real time shipping type. If an administrator clicks
on the “Static” shipping types’ button, the administrator will be taken to a page that lists
the static shipping types found in the on-line store management application. This page
mirrors the user management page that was shown earlier. Clicking on the “Remove”
button will show a pop up window asking the administrator to confirm the removal of a
static shipping type. After the administrator clicks “OK,” the static shipping type will be
removed. When an administrator adds or modifies a static shipping type, the
administrator is taken to page where the administrator can enter information about a static

shipping type (See Figure 64.).
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Figure 64. Adding or Modifying a Static Shipping Type
Once an administrator has completed the static shipping type information form, the
administrator clicks the “Save” button and the static shipping type information is saved.
5.5.7 Managing Shipping Providers
After an administrator clicks on the “Shipping Providers” link under the
configuration management menu, an administrator will be taken to a page that lists the
shipping providers available in the application. An administrator will have the option to

enable or configure a given shipping provider (See Figure 65.).
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Figure 65. Manage Shipping Providers Page
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If an administrator clicks on the “Enable” shipping types’ button, that shipping provider
will be enabled for the application. All other shipping providers will be disabled. If the
administrator clicks on the “Configure” button, the administrator will be taken to a page
where the administrator can configure settings for a given shipping provider (See Figure

66.)
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Figure 66. Configure Shipping Provider Page

Once an administrator has completed the shipping provider information form, the
administrator clicks the “Save” button and the shipping provider information is saved.
5.5.8 Managing Stock Availability

After an administrator clicks on the “Stock Availabilities” link under the
configuration management menu, an administrator will be taken to a page that lists the
stock availability rules found in the on-line store management application. This page
mirrors the user management page that was shown earlier. Clicking on the “Remove”
button will show a pop up window asking the administrator to confirm the removal of a
stock availability rule. After the administrator clicks “OK,” the stock availability rule

will be removed. When an administrator adds or modifies a stock availability rule, the
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administrator is taken to a page where the administrator can enter information about a

stock availability rule (See Figure 67).
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Figure 67. Adding or Modifying a Stock Availability Rule

Once an administrator has completed the stock availability rule information form, the
administrator clicks the “Save” button and the stock availability rule information is
saved.
5.5.9 Managing Taxes

After an administrator clicks on the “Taxes” link under the configuration
management menu, an administrator will be taken to a page that lists the tax rules found
in the on-line store management application. This page mirrors the user management
page that was shown earlier. Clicking on the “Remove” button will show a pop up
window asking the administrator to confirm the removal of a tax rule. After the
administrator clicks “OK,” the tax rule will be removed. When an administrator adds or
modifies a tax rule, the administrator is taken to a page where the administrator can enter

information about a tax rule (See Figure 68).
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Figure 68. Adding or Modifying a Tax Rule
Once an administrator has completed the tax rule information form, the administrator
clicks the “Save” button and the tax rule information is saved.
5.5.10 Managing Payment Gateways
After an administrator clicks on the “Payment Gateways” link under the
configuration management menu, an administrator will be taken to a page that lists the
payment gateways available in the application. An administrator will have the option to

enable or configure a given payment gateway (See Figure 69.).
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Figure 69. Manage Gateways Page
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If an administrator clicks on the “Enable” payment gateway button, that payment
gateway will be enabled for the application. All other payment gateways will be
disabled. If the administrator clicks on the “Configure” button, the administrator will be
taken to a page where the administrator can configure settings for a given payment
gateway.
5.5.11 Managing Application Settings

After an administrator clicks on the “Application Settings” link under the

configuration management menu, an administrator will be taken to a page where an

administrator change application related settings (See Figure 70.).
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Figure 70. Manage Application Settings Page
Once an administrator has completed the application settings information form, the
administrator clicks the “Save” button and the application settings are saved.
5.5.12 Managing Store Settings
After an administrator clicks on the “Store Settings” link under the configuration
management menu, an administrator will be taken to a page where an administrator

change store related settings (See Figure 71.).
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Figure 71. Manage Store Settings Page
Once an administrator has completed the store settings information form, the

administrator clicks the “Save” button and the store settings are saved.
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6. Design and Testing Procedures

The design and testing procedures for Empowered Storefront were based on
processes used in the Unified Process for software development. When the design phase
began, the project development was divided into short, one week iterations where |
designed, implemented, and tested small, executable subsets of the project. First, I
designed the application logic classes and implemented them through code. Next, | wrote
the stored procedures that some of the application logic classes needed when performing
data access operations. Then, I designed and implemented segments of the user interface
and the application code required to interact with the user interface. | built several
segments of the project on a daily basis and performed a project-wide build each day.
Upon completion of the build, I thoroughly tested each segment of the project each day.
My test plan included the following:

e Ensuring user input was in the proper format when entered into form fields using
regular expressions

e Proactively handling potential errors and logging them through the application

e Catching unexpected errors and logging them through the application

e Handling improper values passed through the query string in the browser’s URL
e Trapping attempts to perform dictionary attacks on the sign in page

e Handling attempts to impersonate as another user to gain access to another user’s
information

e Working with multiple sets of data to ensure segments of the application
functioned properly

| rigorously tested each segment of the application during a given iteration. At the
end of an iteration, or week, | performed a complete test on all the segments of the

application built during that iteration. All application logic classes and user interface
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code were carefully planned out before implementation. After this careful planning and
rigorous testing, | asked several people to beta test completed segments of the application
on a weekly basis. After reviewing known bugs and comments, | incorporated changes to
those segments of the application at the beginning of the next iteration. Common
changes included:

e User interface usability changes

e Performance changes that required data access optimization and data caching

e Application logic changes to improve reliability and performance

e Initial syntax conversion from Hungarian code style to .NET programming
standards

| designed a system that would catch and log any runtime errors to an Excel spreadsheet
using ASP.NET’s Global.asax file. I have an included several segments of this document
in this report with causes of the problem and its resolution (See Appendix A.) After the
project was completed, a final, application-wide acceptance test was performed by beta
testers. Their findings were thoroughly discussed and changes were incorporated into the
application. This completed the design, implementation, and testing phases of the
project.
7. Conclusions and Recommendations
7.1 Conclusions

This project was created to provide Web hosting providers with a cost effective
solution for their customers and to provide small businesses with an easy-to-use and
reliable e-commerce solution. This project was designed to improve on the usability and
performance that existing e-commerce applications lack. The project provides visually

appealing templates that can easily be changed and uses a global style sheet to control the
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text styles and colors. Most of the application’s user interface is text-based, which
improves performance since image-based interfaces take longer to load. Icons are used to
support future globalization of the application. Graphics for the project were prepared
using Macromedia Fireworks MX 2004. The implementation of the user interface and
application logic was built using Visual Basic .NET as the programming platform and
ASP.NET as the programming framework. The database was designed and built using
SQL Server 2000 Enterprise Manager. The project was completed over the three quarter
Senior Design sequence. The real world budget of the project was estimated to be
$2,162.94 while the actual budget of the project was $210.00. Testing was performed to
ensure the application provided reliability and performance to Web hosting providers and
small businesses. All the deliverables were fulfilled upon the project’s completion.
7.2 Recommendations

During the development of Empowered Storefront, | encountered several
problems and challenges. The main challenge was designing and implementing a
redistributable e-commerce application. Designing a product that should work for any
business was difficult. It required detailed requirements gathering and making
observations of existing e-commerce applications. Many of the applications | observed
were complex and required much time to make the necessary observations. Making
observations on the faults with existing e-commerce applications added to the
complexity. Another challenge was researching what small businesses and Web hosting
providers need in an e-commerce application. Once | had the requirements in place, |

was able to create a design for the application.
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The design of the database and application architecture was challenging. The
definition of detailed project requirements helped in the design process. Using my
knowledge from previous courses and professional work with e-commerce, | was able to
design a unique system that improved on the usability and performance of existing e-
commerce applications. Suggestions from Steve Davis, former Senior Web Developer of
WWW Internet Solutions, also helped in the design process. The final design of the
architecture provided an efficient application that works in a Web hosting environment.

Another major challenge was optimizing the performance for a Web hosting
environment. As one might see, e-commerce applications are resource intensive, and
optimizing those resources in Web hosting environment was difficult. | made use of the
NET framework’s application variables and data caching. Global data is stored in
application variables when the application first starts and rarely changing datasets are
cached in the Web server’s memory indefinitely until they are changed. Global data is
populated into templates on each page load from the application variables rather than
making a round trip to the database each time. Datasets are retrieved from memory and
bound to controls rather than from the database.

One major issue | encountered in the implementation of the project was during the
development of the check out process. All the check out logic is handled from a single
page. Initially, 1 decided to break the four steps of the check out process into separate
user controls. ASP.NET has a feature called the ViewState. Essentially, ASP.NET stores
all information about a Web form in an encrypted, hidden field called the ViewState. |
use the ViewState to maintain state in the check out process. However, when using user

controls, the ViewState is not maintained between the parent page and the user control.
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State values are cleared as a user progresses through the check out process. | could not
find a viable solution to this problem, so removed the user controls and encapsulated all
the logic into the parent page. User controls simplified the amount of maintenance on the
page since each step is handled inside a separate user control, but the current system
works fine. | had never encountered this problem, so it was an interesting learning
experience.

After reviewing recommendations from users on the completed application, | plan
to add more features in the coming months to the application. While the application is
fully functional, I would like to add more customer modeling features, such as product
and service ratings. This will improve usability for customers and should improve the
image of a small business in the process. | would also like to add reporting and database
export features. | also want to do some performance tuning with the application as well.
Before marketing the product, | need to provide support for more payment gateways and
shipping providers. After | add support for several payment gateways and shipping

providers, this product should compete well in the e-commerce application market.
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Appendix A.

Error Resolution Report

The following report describes runtime and logic errors | encountered during the

implementation of Empowered Storefront. A statement of the problem and its resolution

is included in this report. The following table outlines logic errors that occurred during

the implementation of the application (See Figure 72).

Problem ' Resolution

The initial shopping cart would not allow
customers to add items if they were not
registered.

| added a session-based shopping cart table
that tracks cart items based on a SessionID.
This allows anonymous users to add items
to the shopping cart

When adding items to the shopping cart,
the quantity was showing as zero.
Checks were in place to prevent this.

The values that were being passed to the
script were null and was not checking for
null values. Adding a null check solved the
problem.

Initially, I planned to have two separate
sign in pages, one for customers and one
for users. ASP.NET only allows one sign
in page per application.

| could have created two applications, but to
converse memory, | wrote logic to
dynamically translate the two sign in
scenarios based on the URL that users were
trying to access.

All global information is retrieved from
the database and stored in global
application variables when the
application first starts. At times, the
variables would clear and all the global
data was not showing in the application’s
template files.

Apparently, 11S 5.0 recycles memory when
it is not being used and clears global
variables. 11S 6.0 clears the variables but an
application start fires when a user hits the
application. | put checks into place to
retrieve the application data if does not
exist.

When the application was calculating sub
totals for the review order page, it was
returning an inconsistent value.

| discovered the sub query that performed
the calculation was calculating sub totals for
all orders. | adjusted the SQL code so it
only provided a total for a specific order.

Authorization is handled through roles in
the application. At times, the application
was getting confused between operators
and administrators versus customers.
Customer roles were not initially defined,
so if a user signed in as an operator and
tried to access the on-line store, runtime
errors occurred because the authenticated

| added a default customer role to a user if
the authenticating user did not have any
other roles. Then, | added additional checks
to ensure on-line store users were in the
customer role before attempting to get
information from the database.

90



user did not exist since the application
was looking for a customer.

| implemented custom data grid paging
where only the required records are
retrieved instead of all records that is
handled by default. The data grid paging
was encapsulated in a user control for
reusability. The page index was not
setting properly when a user clicked on
the paging navigation links.

| had to raise an event in the user control
and build an event handler inside the parent
page that executes when the event is raised
in the user control. This process is known
as “event bubbling.” In the event handler, |
set the page index before the data is
retrieved. This solved the page index
problem.

When | was implementing the real time
shipping rates with UPS, it returns a
delimited string of information in which |
can retrieve the shipping amount. It was
initially returning a null value.

| found out that | was not parsing the string
properly. After | modified the parsing code,
| was able to get the shipping value.

Initially, I could not get the Web request
for the UPS real time shipping rate to
fire. The code compiled fine but it would
not send the request to UPS.

| found out in Service Pack 1 of the .NET
Framework that the Web request creation
method was obsolete. After modifying the
code, the Web request fired.

When searching products by category, |
saw at times products from different
categories were being returned. This
should not happen.

I modified the SQL code for the search by
putting that segment into parenthesis. This
way it looked for products in a given
category and products based on the search
terms. Those products from different
categories no longer showed.

| had developed an algorithm for
determining stock availability based on
the stock amount for a given product and
the stock availability rules defined.
Everything was working fine until |
noticed that after a stock value dropped
below a certain value, the rule was not
working properly.

| discovered that the rule comparison should
have been checking for stock amounts
greater than the rule instead of less than the
rule. Rigorous testing helped me find the
logic error and 1 fixed it.

When a customer was adding a shipping
address during the check out process,
duplicate shipping addresses where being
added. This should not have happened.

| added some additional SQL code that
checks if the shipping address exists. If it
does, the address does not get added, and if
it does not, the address gets added.

Figure 72. Logic Error Resolution Report
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The following table outlines common runtime errors that occurred during the

implementation of the application (See Figure 73).

Problem Resolution
The specified cast is not valid. This occurred when | attempted to convert an object
to another data type. The object was either null or
not in the proper format. | designed a NullSafe
object that performs safe conversions.

Could not find row at position This occurred when | attempted to reference a data
0. table row in a dataset that was empty. | returned a
record count data table alongside the dataset to
ensure the data table was not empty.

System.SqlException This occurred when a database error was thrown
when performing data access operations. This was
always a problem with SQL code inside one of the
stored procedures.

Index out of range. This occurred when | would perform looping
operations based on a count from a collection object.
Adding count minus one resolved the problem.

Figure 73. Runtime Error Resolution Report
Other than the runtime errors mentioned above, | did not encounter anymore common
runtime errors. There seemed to be more logic errors than runtime errors. Most of the

time, builds would succeed without incident.
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Appendix B.

Code Snippets

B.1 File Upload Algorithm

| designed and implemented a Web-based file upload algorithm that allows
multiple files to be uploaded at once. It provides properties for setting a maximum file
size and an accepted list of file extensions. A save method allows one to save a file to the
Web server’s hard drive. The upload method reads the file’s binary data and stores it into
a property, so the binary data can be inserted into a database. If the file is an image, the
image’s width and height are set as properties. The width and height can then be
accessed through these properties.

Public Class FileUpload

' Data members

Private FileSize As Integer

Private ContentType As String
Private FileName As String

Private FileExtension As String
Private Binary As Byte()

Private PostedFile As HttpPostedFile
Private Files As HttpFileCollection
Private AcceptedFileTypes As String
Private MaxFileSize As Integer
Private ImageWidth As Integer
Private ImageHeight As Integer
Private Message As String

' This property gets the file size.
Public ReadOnly Property FileSize() As Integer
Get
Return FileSize
End Get
End Property

' This property gets the content type.
Public ReadOnly Property ContentType() As String
Get
Return ContentType
End Get
End Property

B T T T T T T e T e N T e T T N
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' This property
Public ReadOnly
Get
Return
End Get
End Property
' This property
Public ReadOnly
Get
Return
End Get
End Property

' This property
Public ReadOnly
Get
Return
End Get
End Property

' This property
Public ReadOnly
Get
Return

gets the file name.
Property FileName () As String

_FileName

gets the file extension.
Property FileExtension () As String

_FileExtension

gets the file binary data.
Property Binary () As Byte()

_Binary

gets the http posted file.
Property PostedFile() As HttpPostedFile

PostedFile

End Get
End Property
' This property
Public ReadOnly
Get
Return

gets the file collection.
Property Files () As HttpFileCollection

Files

End Get
End Property

' This property
Public Property
Get

gets/sets the accepted file types.
AcceptedFileTypes () As String

Return AcceptedFileTypes

End Get

Set (ByVal Value As String)
_AcceptedFileTypes = Value

End Set
End Property

' This property
Public Property
Get

gets/sets the max file size.
MaxFileSize () As Integer

Return MaxFileSize

End Get

Set (ByVal Value As Integer)
_MaxFileSize = Value

End Set
End Property

' This property

gets the image width.
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Public ReadOnly Property ImageWidth() As Integer
Get
Return ImageWidth
End Get
End Property

' This property gets the image height.
Public ReadOnly Property ImageHeight () As Integer
Get
Return ImageHeight
End Get
End Property
' This property gets the error message.
Public ReadOnly Property Message() As String
Get
Return Message
End Get
End Property

' This default constructor stores the files into memory.
Public Sub New ()

' Declarations

Dim Request As HttpRequest = HttpContext.Current.Request

' Get the files collection

_Files = Request.Files

' Dispose of objects
Request = Nothing

End Sub

Public Function Upload(Optional ByVal Index As Integer = 0)
As Boolean

' Instantiate objects
_PostedFile = Files.Get (Index)

Get the file properties

_FileSize = PostedFile.ContentLength
_ContentType = PostedFile.ContentType
_FileName = Path.GetFileName ( PostedFile.FileName) .ToLower
_FileExtension =
Path.GetExtension( PostedFile.FileName) .Replace( _
".", _"").ToLower
_FileName = GenerateUniqueFilename() & "." & FileExtension

' Ensure the file type matches the accepted file type list

If InStr( AcceptedFileTypes, FileExtension) = 0 Then
_Message = "The uploaded file type cannot be " & _
accepted. The accepted file types are: " & _
_AcceptedFileTypes
Return False

End If
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' Ensure the file size does not exceed the max file size

If FileSize > MaxFileSize Then

_Message = "The uploaded file, " & FileName &

", exceeded the max file size of " & _
~_MaxFileSize & " bytes."
Return False
End If

' Allocate buffer for reading the file
Dim BufferedData( FileSize) As Byte

' Read upload file from stream

_PostedFile.InputStream.Read(BufferedData, 0, FileSize)

' Set the binary data
_Binary = BufferedData
' Set the image properties if the file is an image
If IsImage() Then
_ImageWidth = GetImageWidth ( PostedFile)
_ImageHeight = GetImageHeight ( PostedFile)
End If

Return True
End Function

' This procedure saves the current file in the file collection

to a specified path.
Public Sub Save (ByVal FilePath As String)
' Declarations
Dim FileStream As FileStream
Dim FileToSave As String = FilePath & FileName
' Try to save the file
Try
' Create the file
FileStream = New FileStream(FileToSave,
FileMode.Create)

' Write data to the file
FileStream.Write( Binary, 0, Binary.Length)

' Close file
FileStream.Close ()

_Message = "The file, " & FileName & ", ™ &
"saved successfully!"
Catch ex As Exception
Throw New ApplicationException("The file, " &
_FileName &
", could not be saved: " & ex.Message)

Finally
' Dispose of objects
FileStream = Nothing
End Try
End Sub
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This function generates a dynamic file name.

Private Function GenerateUniqueFilename () As String

' Randomize the seed generator
Randomize ()

' Declarations
Dim Random As New Random

Return Random.Next.ToString()

End Function

This function determines if specified file is an image.

Private Function IsImage () As Boolean

Select Case FileExtension.ToLower
Case lljpg"
Return True

Case "gif"
Return True

Case Else
Return False
End Select

End Function

This function returns the image's width.

Private Function GetImageWidth (ByVal PostedFile As _

HttpPostedFile) As Integer

Dim Image As Image

' Ensure file is an image

If IsImage() Then

Image = Image.FromStream(PostedFile.InputStream())
Return Image.Width

Else
Return 0O

End If

End Function

This function returns the image's height.

Private Function GetImageHeight (ByVal PostedFile As

HttpPostedFile) As Integer
Dim Image As Image

' Ensure file is an image
If IsImage() Then

Image = Image.FromStream(PostedFile.InputStream())
Return Image.Height

Else
Return O

End If

End Function
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' This destructor removes the posted file and files objects.
Protected Overrides Sub Finalize()

' Dispose of objects

_PostedFile = Nothing

_Files = Nothing

MyBase.Finalize ()
End Sub

End Class

B.2 UPS Real Time Shipping Web Service

| created a Web service class that exposes a get price method that creates a Web
request based on passed parameters, builds a payload string, send the request to UPS, and
returns a shipping price. | decided to create this class as a Web service so it can be
reused in future projects.

Public Class UPS
Inherits WebService

' UPS request URL
Private Const UPSRequestUrl As String = _
"http://www.ups.com/using/services/rave/qcost dss.cgi?"

<WebMethod () >
Public Function GetPrice (ByVal ServicelevelCode As String,
ByVal RateChart As String, _
ByVal ShipperZipCode As String, _
ByVal ReceiverZipCode As String,
ByVal ReceiverCountry As String,
ByVal PackageWeight As String,
ByVal IsResidential As String,
ByVal IsCOD As String, _
ByVal IsSaturdayPickup As String, _
ByVal IsSaturdayDelivery As String,
ByVal PackageType As String) As String
' Declarations
Dim WebResponse As WebResponse
Dim Stream As StreamReader
Dim ReturnValue As String
Dim URLRequest As String
Dim Line As String

' Build the UPS request

URLRequest = BuildUPSRequest (ServicelLevelCode, RateChart,
ShipperZipCode, ReceiverZipCode, ReceiverCountry,
PackageWeight, IsResidential, IsCOD,
IsSaturdayPickup, IsSaturdayDelivery, PackageType)

98

R N T N



O T T T T T T T T T e e T N e T e e T L T T N W Ve

' Create the Web request for the UPS data
Dim WebRequest As WebRequest =
WebRequest.Create (URLRequest)

' Get the Web response

WebResponse = WebRequest.GetResponse ()

' Create a stream for reading

Stream = New StreamReader (WebResponse.
GetResponseStream (), Encoding.ASCII)

' Try the read data from the stream
Try
Line = Stream.ReadLine ()

Do While Not Line Is Nothing
Line = Stream.ReadLine ()

If InStr(l, LCase(Line), "upsonline") <> 0 Then
' Split the line's contents at the percent
Dim ArrayData () As String = Split(Line, "%")

If Left (ArrayData(3), 4) = "0000" Then
ReturnValue = ArrayData (12)
Else
ReturnValue = "Error: " & _
Right (ArrayData (3), ArrayData(3). _
Length - 4)
End If
Exit Do
End If
Loop
Catch ex As Exception
ReturnValue = ex.Message
End Try

Return ReturnValue
End Function

Private Function BuildUPSRequest( _
ByVal ServicelevelCode As String,
ByVal RateChart As String, _
ByVal ShipperZipCode As String,
ByVal ReceiverZipCode As String,
ByVal ReceiverCountry As String,
ByVal PackageWeight As String,
ByVal IsResidential As String,
ByVal IsCOD As String,
ByVal IsSaturdayPickup As String, _
ByVal IsSaturdayDelivery As String,
ByVal PackageType As String) As String

' Declarations
Dim UPSPayload As String
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' Build the UPS request string
UPSPayload = UPSRequestUrl
UPSPayload &= _
"AppVersion=1.2&AcceptUPSLicenseAgreement=YES&"
UPSPayload &= "ResponseType=application/x-ups-" & _
" rss&ActionCode=3&"

UPSPayload &= "ServiceLevelCode=" & ServicelevelCode & _

"&RateChart=" & RateChart & "&"

UPSPayload &= "ShipperPostalCode=" & ShipperZipCode &
"&ConsigneePostalCode=" & ReceiverZipCode & "&"

UPSPayload &= "ConsigneeCountry=" & ReceiverCountry &
"&PackageActualWeight=" & PackageWeight & "&"

UPSPayload &= "ResidentialInd=" & IsResidential & _
"&CODInd=" & IsCOD & "&SatDelivInd=" & _
IsSaturdayDelivery

UPSPayload &= "&SatPickupInd=" & IsSaturdayPickup &
"&PackagingType=" & PackageType

Return UPSPayload
End Function
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