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Abstract

Transparent Wireless Access for the New Wireless Network at Cheviot United Methodist
Church is a Linux gateway that operates between the primary church network and the new
wireless network. The Linux gateway provides security for access to the primary network. The
Linux gateway redirects any user associated with the church’s wireless network to a login web
page hosted on the Linux box. Once the Linux box receives the login request it compares it
against a user database in MySQL. If the user is valid it allows it to enter the system and
redirects the user to the original web page requested. In addition, to checking the user database
the Linux box also looks for the user name as an owner in the gateway configuration file. If it
finds it there, full network access is provided otherwise the user is considered a guest and is only
allowed access to the web and not the computers on the primary network. All traffic submitted
through the web page is a 128 bit encrypted. This solution provides an easy way for a normal
user to access the wireless environment without the issues of setting up an encryption key.



Transparent Wireless Authentication For New Wireless
Network

1. Statement of Problem

This project was originally started by a request to find Internet access for the pastor whose
trial service with his current provider was running out. The church decided that since they were
paying for Internet access already, that they could let the pastor use their access as a perk. The
first thought was to let the pastor connect via dial up using the Fuse account that the church was
paying for along with Zoomtown high-speed Internet access. Then there was the idea of
connecting the pastor to the church network via a wireless access point. The possibility could be
feasible because the parsonage is located just across the parking lot from the church. The
wireless method would then allow the pastor full access to the church network as well as the
high-speed Internet access. This would also permit his computer to stay current on virus
definitions and windows security patches. It would prevent the possibility of the pastor’s home
machine from being infected from viruses. In addition this could protect the church system from
incoming viruses via removable media ported from the pastor’s home machine to the local office

machine.

1.1 Additional Benefits

Along with benefiting the pastor the wireless network will serve the church. The church
secretary uses a laptop to take minutes at meetings. Putting this wireless network in place could
allow her to easily print off the minutes from her laptop and send files to her desktop without

having to deal with floppy disks. In addition people at meetings who are giving presentations



could access their e-mail to retrieve PowerPoint presentations; instead of trying to get a floppy
disk or CD to work in either their machine or the churches’. In the past the church has had some

issues with burnt CD’s not working in the church laptop.

The church is in the process of creating a contemporary worship service, which will
require a computer. With the possibility of the contemporary worship computer being able to
access the church network, it would allow them access to files such as sermon notes, PowerPoint
presentations and song lyrics from one of the office computers. This would prevent incorrect
duplicates from being used. Instead a centralized storage location could be used so changes made
would be displayed. This also prevents having to update the second copy every time someone

makes a change.

1.2 A Secure Solution is Required

The idea of a wireless network had raised the question of how could it be made secure,
but be easily accessible for all types of users, whether they were technically inclined or not. In
addition they did not want any setup to happen on the client side.

What the church was looking for was a solution to solve multiple problems.

Have the pastor be able to access the Internet and church resources.

Have the secretary be able to print meeting minutes from laptop.

Have the secretary be able to easily move documents to her desktop computer.

Have church members or guests be able to easily access the Internet for meetings or
presentations.

Have a secure wireless network that would prevent unauthorized user access.

e Allow network access for future contemporary worship computer.

e Be alow cost solution due to budget restraints.

e No client setup.



The primary emphasis for this project is on networking with some database and web work as

well.

2. Reasons Why Security is Required

Security for a wireless network is different then that for a wired network. In a wired
network you physically have to plug into the network to access it. In a wireless network
however, you just have to be in range of the signal to access it. It makes hacking and packet
sniffing a network much easier because you are already connected to the network. (Beginners
Guides: Wireless Network Security - PCStats.com) It is easy to connect because most wireless
access points broadcast their SSID and with Windows XP, it searches for them and usually

automatically connects to the network.

All the security is disabled on the access point by default because it makes initial
configuration easier. If the security is enabled by both the client and the router one must have
exactly the same configuration. This includes SSID, encryption type, and level. Sometimes not

all clients support all types of encryption. (Securing Your Wireless Network)

According to “Securing Your Wireless Network” on enterprisenetworkingplanet.com
there are five ways to secure a wireless network. They are Physical Protection, User
Authentication, Access Control, Encryption, and Security Management. To meet the church

requirements, User Authentication, Access Control and Physical Protection will be implemented.



Since security is an issue the web login session must be encrypted. When Apache is
initially setup it gives you a test certificate to use. Since it is a generic certificate, Internet
Explorer contains some errors. Since these errors occurred a new certificate had to be created.
Research was done on how to create a new self signed certificate. The resource at “How to
Create a Self-Signed Certificate” provides information on how to create one. Every version of

Linux is different so some tweaking was involved, but it was a good place to start.

3. Project Explanation

3.1 Previous Infrastructure

Previously, the church had a peer-to-peer network that looked like Figure 1 below.

Cisco 675
ZoomTown
Connection

HP Laser Jetb

SMC 7008 ABR Barricade

Consists of Router/ 8 port Switch/ Previous Network Structure

Firewall/Printserver
Cincinnati Bell

Figure 1: Previous Network Infrastructure



The network previously consisted of an eight port SMC 7008 ABR Barricade broadband
router/print server, six computers and one networked scanner/copier. Broadband access is
Zoomtown by Cincinnati Bell who provided the Cisco 675 router. The church also has a laptop
that was not connected to the network. All network wiring that is in place is CAT 5e with the
exception of the HP laser Jet 6 which is connected via parallel cable to the router/print server.

3.2 Solution for Transparent Wireless Network Authentication

My proposed solution was to implement a new wireless network along with a wireless
gateway that would separate the main wired network and the wireless network. Initially, 1
planned on using a Linksys Wireless Access Point; but the Linksys Wireless Router was the
same price so it was used. In addition, by doing this it gave the church future expandability.
Additional access points can be connected via that router. The wireless network also consists of a
Linksys PCMCIA card and Linksys USB Wireless Card. The USB wireless card was chosen so
that it could be easily installed on the pastors’ home desktop. If or when the pastor transfers to

another church it could then be easily removed.

To prevent access to wireless computers all church computers are secured with their own
personal firewall software. The gateway has two network cards one connected to each network.
This gateway forces an authentication on the wireless network to gain access to the wired
network and Internet. The gateway runs on Mandrake, a distribution of a Linux. Due to Linux’s
General Public License (GPL) agreement and low system requirements, this kept the cost low.
MySQL and a authentication software called NoCatAuth are used. Both of these are also under

the GPL agreement.



NoCatAuth is the software that provides the authentication and gateway services. Other

services that are required on the Linux system are Apache, DHCP, DNS, Pearl, IPTables, GNU

Privacy Guard, and Net Mask.

Below in figure 2 is a diagram of the current network, now that the project is
implemented. The added pieces are the wireless gateway, the wireless router, and the two

computers attached to the wireless network.

Cisco 675
ZoomTown . »” t
Connection parallel Connection to SMC Route
mzfg;g HP Laser Jet6
SMC 7008 ABR Barricade v
P Consists of Router/ 8 port Switch/
(=
o Firewall/Printserver 755 Ca
o ghbiiabis Wireless Gateway ’%:_o
2 192.168.2.0
o
255.255.255.0
Future Clients
Cincinnati Bell At Church
192.168.3.0

oation Reauired

autnentical'® Linksys WRE54G
Range Expander

Located at Pastor House

Pastor Home PC
192.168.3.0

Current Network Structure

Figure 2: Current Network Infrastructure



The gateway required two network cards as mentioned before, one connected to each
network. On the client side, wireless clients will associate with the access point encryption free.
Then the user will open a browser window in which they will be automatically redirected to the
login page. The user will then login to the system. Back on the server side it takes the login
criteria and verifies it. Then depending on their user class Public, or Owner they will be allowed
access to their specific material. The server will alter the IP tables to allow passage of that user
for only their specified ports for that user class. As long as the user keeps the NoCat Agent
window open they will remain online. As soon as they are out of the access point range, or have
closed the window they are logged off.

3.3 User Profiles

The intended users for this system are the church staff, parishioners, and any guests that
have church business. Most of the users have a basic understanding of computers. They know
how to use the Microsoft Office and the Internet, but do not have an understanding of
networking.

3.3.1 Guest User

There is two different user groups. One is the guest group that has access to ports 80,
443, 21, 23. They are allowed access to the Internet only. User names are created as requests are
made to the church for required access. The UserID and password is in the following formats, for
the user id it is first initial last name. For the password it is the current month and four-digit year.
The user has only have access for the date they request. The account is then deleted the next

morning.



3.3.2 Owner User

The other group, is the owner group that has full access to all ports and the wired
computers on the network. Each person, on staff that needs access has his or her own user
account and password. The user ids for owner accounts are for consistency, their Church AOL
email addresses and passwords. These accounts will stay active on the system as long as that

person is a staff member or requires access.

3.3.3 User Administration:

If there is a need to check the current status of the NoCat system the staff can navigate to
the following URL http://cheviotwireless:5028/status or use the shortcut on their desktop. The
user is presented with the screen shown in Figure 3. This page tells who is logged in to the

system and for how long. It also gives some general information on the NoCat configuration.

s Dlission of Cheviot United Methodist Church is to Wake Disciples of Jesus Clhirisi.

NoC at Gatevway Stats for Cheviot Wireless
Network at Fri Feb 10 07:29:39 2006

Figure 3: Current NoCat System Status



3.3.3.1 Webmin Administration

In order to make adding and removing users easier, a web interface called Webmin was
implemented. This allows the staff to add, remove, and change users from a web interface
instead of using complex Linux commands. There is a shortcut on their desktop that they can
click on to get to this site. In addition one can view the site from the following URL
https://cheviotwireless/10000. Figure 4 shows the login screen that the staff receives to enter the

administration portion of the system.

Figure 4. Webmin Logon Screen



After a successful login the user is presented with the screen shown in Figure 5. This is
where they can add, change, and remove users. To add a user one would click “add user” then
fill in the fields. If they wish to modify a user they would click on the user name and have the
option to modify information or delete the account. This makes it much easer then trying to
teach them Linux commands to do the same thing. This application is accessible from any of the

wired computers. Wireless users are not be able to access this site.

3 MoCat Users - Microsoft Internet Explorer
Eile  Edit  “iew Favortes  Tools  Help | 3.

@Back - O - D @ <h|p89alch *Favorites @l D_%v ; = |_J >

Address I@ hitps: #/cheviotwireless: 10000/mocat/index_user. cgi

|cheviotumejw@aol com |Tunita Woodburn [Secretary

Add User I

@ cheviotumclk logged into *ebmin 1.210 on cheviotwireless. cheviot, E [%J Local intranet o

Figure 5: User Modification Screen

3.4 Design Protocols

Included, is one primary user interface that is used by everyone. In addition to that, there
IS @ management interface for users to be added and removed easily as discussed above. If the
user is running Windows Xp/SP2 there is no user setup. The only thing to check, is that the
computer’s wireless card is associated to “CheviotUMC” Wireless Network. When associated

with the access point, the user uses a web browser to access the network. In Figure 6 is an image

10



of what a user sees while trying to access the Internet via a web browser. The browser is

automatically redirected to the page show in Figure 6.

; https://cheviotwireless/cgi-bin/login?redirect =http:/ /zoomtown.com/&timeout=3002&gateway =192.168 - Microsoft Inte = | = 5'
File Edit Wiew Favorites Tools Help ‘ #

5 - = 0 E -
Qe - © - [¥] B @] Pseaer ygroos @] (2- 15 o] - Ll B3

Address Iﬁj https:J‘,l’cheviotwire\ess,l’cgi-bin,l’login?redirect=http%3a%ZF%Zfzoomtown%Zecom°a‘o2F&timeout=SDD&gateway=192%28168°.-"0283°.-"o231°.-"o3a5ZSD&mac=00%339D°.-"03a4B°f03a?4°.-"03j Go

The Mission of Cheviot United Methodist Church is to Make Disciples of Jesus Christ.

CUMC
Wireless Log-in

Church Information

DT

|&] pone

Figure 6: Login Page for Access to Wireless Network

In addition to the login, this page contains links to the Cheviot United Methodist Church
website and the official United Methodist Church organization homepage. Users are able to
access these sites without logging into the system. If users try to leave these sites they are
redirected to the login page. These are the only two sites accessible at this time. There is the

possibility, that in the future, additional sites will be added to this allowed list.

11



Figure 7 shows what the users sees when they enter a valid user name and password.
From this page the larger window redirects users to their original web page requested. Otherwise,

the system displays an error message that the login is invalid.

‘3 Welcome, cheviotumctk@aol.com! - Microsoft Internet _1&]x

File Edit Wew Favorites Tools Help

QEack hd J ™ I_LI IELI :\J | /'-\: Search \j\'/ Favarites Q“v{| hd f— ﬁ - @ _t‘—h ﬁ é% fi

Address Iﬁj https: icheviokwirelesscgi-bin /login j Go

Welcome to Cheviot United Methodist Church Wirless Metwork,
cheviotumctk@aol.com!

logged in. You will be redirectad within five wds. If not, click her

[ BT 8 Rweliogane

|£j Done

Figure 7: Successful NoCat Logon

The NoCat login agent window, shown in Figure 8, must stay open at all times while
using the wireless connection; it can however be minimized. The NoCat login agent window
shows a refresh time. This is how often the NoCat system validates to see if a user is still logged

in. If the window is closed and that time expires, that user is automatically logged out of the

12



system. If a user closes this window while surfing and time expires, the user is prompted to re-

authenticate. Otherwise, if the window is left open the login is extended.

i x]

LOGoOUT

Figure 8: NoCat Login Agent Window

When the user is ready to log out they maximize the NoCat login agent and click logoff.

Once logoff is clicked they see the window shown below in figure 9.

Figure 9: NoCat Login Agent Logged Out Window

There is also user documentation that has been created as part of the project. (see sample

in Figure 10 and for full versions see Appendix E), both for the administration and usage of this

13



system. Some user training has taken place. Below are a few screen shots of some of the user

documentation that was used for the training. Users that request access to the system are e-

mailed documentation on how to establish the initial connection to the system.

Loggfing ln T The CUMG
Wireless Network

1. Cherk to s6e Wit wersion of vindows you are nzming by doing the
followi

4. Click Start Buton ob the tack bar

b, Select the Fam Option
s T

] 2wt et
2 onaome | Sy
S5 pemteprston et [ comrod
(9] ot | s e
dmﬂﬁ(lw thhmﬂkwlz
T =y

D=

Fre—
E ikite Rracke £.0
(5] st e s
AR +
ot [ st
[Hrea e e 0] e corrmction - .
¢, Ithe i dislog box type the following winver

d. Then Click 0K

x|

1v08 the v of araan,Foder, o, o
ot o vl e fo e

o ¥ou should get an sbhout windows dialog box

uuuuuuu

Pl ey abaieta Wik 522,000 K8

£ The istructions below are for Windus P SP2. Please make sure it
states ot of these i the Dialog box. (R 35 possible to canmect to the
netrouk with sy versimn of windows fom Windows 98 threw
“Windovrs KP/EP. You munst ke hove 1o associate your vrireless
card with mother access point. Iy windows 98 thoew windows
HE/SPL yow will uwe to 1se the sofare thit came with your card
For ‘Windows MI SP2 you can use the windows izerface.
2. Check to make sure your wireless card is associated writh CUMEWireless
To do this, follov the steps belovw.

i
— or == icon located in the botton right hand

2. Double click the
comer

"
T yom get — oy T

-

o Eymgt “=gotwsupF
d. The windowr belowr should appear.

& Thun status should showr cormected and the network should display
ChviotUBIE. Ifyou do not have Cheviot TG Listed then Sollove the
steps belowr other viis e see Step 3

Figure 10: Snapshot of User Documentation
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Previously, the login page was very bland and basic. Changes have been made to give it a
cleaner and consistent look (see Figure 11 for comparison). Non-dated material was added about
the church. This gives users that stumble upon the access point or known users some information
on the church and free access to the church’s official web page. Also added to these pages are
links to the user documentation. Since all users do not have Microsoft Word, documents have
been converted to Adobe PDF documents. In addition, there is a link to a copy of Adobe Acrobat

Reader, which is locally stored on the machine.

e [l e Pyt okt ‘ ¥

/,,J.l‘cj ;‘/m ‘Fewrw{i‘ ',;ﬂ' 0:&1]2%3

es{ s . gt NS T o Qo s

Greatigs! Welzome tothe Crevat United Metaods: Church Wirslas Netwark Logn Systan,

Logi:
Passward:

Thoe Mscbom of Cheviat Unted Mechodins Church bs co Nk Disciples of Jesus Chelst,

Vist Chaviat United Mathodist Church vith out Loging i, Click bara

Faiered By
{fnocat L)
RN 24

=

Figure 11: Comparisons of Original and New Sites

4. Deliverables

The following items are the deliverables and are completed.
Overall:
e A working wireless gateway that runs on Linux
e The users will be able to easily login and connect to required resources.
e There is no setup on the client guest machines to connect if they are running XP/SP2. If
they are running this version they will be able to view the network and click “connect.”

15



Otherwise a connection to the access point will need to be setup first based on wireless
card manufacture.

Quick set of instructions for XP/SP2 users.

The gateway is able to handle two types of users. A guest has access to the Internet only.

Staff has access to the wired network computers and the Internet.

The pastor has full network access from his home computer to the Internet and church
network.

The pastor’s computer is able to retrieve software and antivirus updates.

The pastor is able to remote desktop to his work machine from home.

The pastor’s computer is secure from rogue wireless connections on the network.

The Pastor has directions on how to utilize these resources.

Secretary:

The secretary’s laptop has full access to the network as well as the Internet.

The secretary’s laptop has shortcuts setup to be able to easily move files from laptop to
her desktop.

The secretary’s laptop is able to print to both printers.

The secretary’s laptop computer is secure from rogue wireless connections on the

network.

16



5. Project Development

5.1 Project Timeline

Task Start Date
Senior Design 1 01/04/2005
Project Research 01/04/2005
Progress Report 1 01/18/2005
Problem/Need Area of Inquiry 02/01/2005
Progress Report 2 02/15/2005
1st Proposal Draft 02/15/2005
Final Proposal 02/21/2005
Create PowerPoint Proposal 02/25/2005
Present Proposal 03/08/2005
Read up on NoCatAuthencenticaion 04/04/2005
Install and Setup Stable Linux Enviorment 04/20/2005
Senior Design 2 06/20/2005
Experiment with Wirless Range. 06/20/2005
Setup and Install Software Requirement for Gateway 06/20/2005
Purchase Wireless Hardware 06/22/2005
Setup Protype Environment at home 06/23/2005
Configure Linux Gateway 07/01/2005
Start System Testing for Protype 07/01/2005
Progress Report 1 07/01/2005
Draft of Project Description and Intended Use 07/01/2005
Draft of Design Freeze 07/01/2005
Progress Report 2 07/25/2005
Create PowerPoint Presentation 08/01/2005
Present Freeze 08/15/2005
Senior Design 3 01/03/2006
Create Greeting Page with Brief Information on Church 12/10/2005
Configure Church Machine Firewalls 01/13/2006
Progress Report 1 01/18/2006
Cleanup Interface as Needed 12/10/2005
Move from Prototype Location to Permanent Location 01/20/2006
1st Draft 02/10/2006
Setup Advisor Appointment to View Network 02/18/2006
Progress Report 2 02/18/2006
Present Project 02/27/06
Poster Board 02/18/2006
Final Documentation 01/03/2006

Figure 12: Time Line

5.2 Project Budget

End Date
03/08/2005
Mon 2/28/05
Tue 1/25/05
Tue 2/8/05
Fri 2/25/05
Mon 2/21/05
Mon 2/28/05
Fri 3/4/05
03/08/2005
04/12/2005
05/01/2005
08/22/2005
06/22/2005
07/20/2005
06/23/2005
06/24/2005
07/31/2005
07/31/2005
07/11/2005
07/11/2005
07/25/2005
08/01/2005
08/22/2005
08/22/2005
03/13/2006
12/11/2005
01/13/2006
01/18/2006
12/11/2005
01/20/2006
02/10/2006
02/18/2006
02/18/2006
02/27/2006
02/19/2006
02/25/2006

Status

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

All funding for this project was through the church’s office software and hardware

budget. Due to range limitations of the current wireless technology a range expander was needed.

This was not accounted for in the initial phase but was accounted for in the design freeze. With

17



just the access point | was able to get a signal up to front of the pastor’s house. With the extender

placed on the wall inside the house full coverage was possible.

During the course of the project there was also the change of Linux distributions from
Fedora Core 3 to Mandrake 9.0, which also took place prior to the design freeze. This was due
to difficulties that configuring the gateway on Fedora Core 3. Due to the nature of Linux, there
were many different versions of software available. The software that runs on Fedora Core 3 was
not compatible with the NoCat software. By moving to Mandrake 9.0, configuration of the
gateway was possible. Webmin was added to the software list. It will make maintenance and
user configuration on the gateway easier for non-Linux users. Samba was also added strictly for
implementing a NetBIOS. This allows a name to be used instead of an IP address. All of these

additions and changes took place prior or during the design freeze.

Hardware Description Reason Typical Cost My Cost
Desktop PC Dell GX110 P3 850 Donated $500.00 $0.00
Linsys Wireless Router 54G  [WRT54G Retail Cost $79.00 $79.99
Linsys USB Adapter WUSBS4G Tobe used o0 cost $59.99 $59.99
in pastor's home machine
Linsys Extender WRES,AG Extend Range to Retail Cost $79.00 $79.00
pastor's house
CAT5 100ft from router to AP Retail Cost $60.00 $60.00
Test Client Z?e“mDGOO use as outside Using Personal PC $0.00 $0.00
Total $777.99 $278.98
Software Description Reason Typical Cost My Cost
Mandrake 9.1 OS for Gateway GPL agreement 0 $0.00
NoCat 0.81 Gateway software GPL agreement 0 $0.00
MySql 3.32.52 Holds User database GPL agreement 0 $0.00
GNU Privacy Guard 1.0.7 Sign information between GPL agreement 0 $0.00
gatway and authserver
Perl 5.8.0 Runs NoCat scripts GPL agreement 0 $0.00
Eethereal Inspect packets GPL agreement 0 $0.00
Apache 1.3.26 Host NoCat login page GPL agreement 0 $0.00
Webmin 1.210 Manage system settings  |GPL agreement 0 $0.00
Samba 2.262 Used for netbios name GPL agreement 0 $0.00
Personal Firewall/Antivirus Nlorton Personal . Both systems $50.00 *2 $0.00
Firewall/Norton Security already have
Total $100.00 $0.00
Grand Total $877.99 $278.98

Figure 13: Budget
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5.3 Hardware and Software Requirements

5.3.1 Hardware

e Desktop Computer
0 System requirements
= PC 486 processor or better
=  Two network interface cards (NICs); one for connecting to the AP, the
other to connect to your outside network.
= A hard disk with at least 10GB
= 256Mb of RAM
0 System: To be donated from SYSCO Food Services of Cincinnati LLC
= Planned system specs
e Dell GX110 P3 667mhz
e 256MB of RAM
e 1integrated 3c905b NIC
o 2" card will be donated by myself
0 Realtek RTL8029AS
e Intel 810 Video card
e 10GB hard drive

Linux does not need a powerful machine to operate that is the reason for the lower system

requirements.

e Linksys Wireless Router 54mb
o0 WRT54G
e Linksys USB Wireless Network Adapter
0 WUSB54G
o If the pastor ever moves to another church or replaces the pc the adapter can be
easily moved
0 Linksys was chosen because they are more of a mainstream name. In addition, it
was one of the few companies that offered a range expander
o CAT5e
0 To connect the Gateway computer to the SMC Router; and to connect the Linksys
access point to the gateway desktop
e Client Test PC
0 Was my personal laptop
0 To use as a test machine for packet sniffing or network testing

19



5.3.2 Software

Mandrake 9

o For the operating system on the wireless gateway machine
NoCatAuth

o For gateway/authentication of wireless clients
MySQL

o0 To store user information for authentication

Apache Web Server
o0 To host the login webpage for NoCatAuth.

GNU Privacy Guard and Net Mask

o For security between the authentication software and the Gateway software.

Pearl language
0 To run NoCatAuth Software.
Ethereal Network Snifter Software
o For network packet testing.
Norton Personal Firewall
o For protecting Church PC’s on wireless network.
Webmin
o0 Graphical user interface for user configuration and maintenance
Samba
0 User for NetBIOS name resolution

These specific pieces of software were chosen because they were required for the

authentication gateway to operate. In addition, these were selected to minimize the cost to the

church.

6 Proof of Design

The deliverables for this project have been met by executing the following.

6.1 Overall

These are the primary deliverables:

A working wireless gateway that operates on Linux
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0 A Dell GX110 was setup with Mandrake Linux 9. The Linux box has two
network cards in it. One card is connected to the wired network with an IP address
in the 192.168.2.0 network. The other card was connected to the wireless network
with an IP address of 192.168.3.1. DHCP on the Linux machine then issues IP to
wireless clients.

There is no setup on the client guest machines to connect if they are running XP/SP2. If
they are running this version they are able to view network and click “connect.”
Otherwise a connection to the access point needs to be setup first, based on wireless card
manufacture.

0 Users that have a Windows XP machine can easily connect to the network. The
access point is broadcasting the SSID and has no encryption. By doing this there
is no need to contend with finding the hidden SSID or guess whether or not the
encryption key is typed correctly. This allows users to use “view available
wireless network” features of Windows XP.

The users are able to easily login and connect to required resources.

o0 The login is via a web page. Users that open a browser window are automatically
directed to it. Since this happens there is no need to type or guess the URL. The
user then enters a user id and password. If they enter a valid id and password they
are redirected to the original requested web page.

Quick set of instructions for XP/SP2 users.

0 A set of user instructions has been created to help users that have never connected
to a wireless access point before. This documentation has been created in Adobe
PDF and Microsoft Word formats. In addition, there is a documents link on the
login page for any additional help that might be needed. The documentation is
very detailed and contains many screen shots so that users can walk though
visually as well.

The gateway is able to support two types of users. Guests have access to the Internet
only. Staff have access to the wired network computers and the Internet.
0 The owners group has all the staff members added to it. This group allows access

to all resources on the network. The only way to add to this group is to modify the
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nocat.conf file. This prevents users from being accidentally added to this group.
All other users are added as guest users. NoCat has been setup only to allow
access to ports 21 80 443 and 53 to guest users. This prevents guests from
accessing file shares, printers and other network resources.

6.2 Pastor:

The next grouping of deliverables is for the pastor’s system.

e The pastor has full network access from his home computer to the Internet and church
network.

0 The pastor has access to the wireless network from his home. A USB wireless
card is installed on his system along with a wireless network range expander in
the home. This allows the pastor to connect to the Linux Gateway to utilize
church resources. The pastor is setup as a user in the owners group. By being in
the owners group full access is given to the network. In addition, the church’s
printers are installed on his machine so that he may print at the church from his
home.

e The pastor’s computer is able to retrieve software and antivirus updates.

o0 Since this system has access to a high-speed internet connection it is able to
retrieve and install both windows and antivirus updates. This is also accomplished
much faster and more often with the high-speed connection versus the dial up
connection that was used.

e The pastor is able to remote desktop to his work machine from home.

0 Shortcuts are available on the desktop to connect to his work machine. Since there
is now a network in place between his home and the church he is able to do this.
In addition, documentation is available to explain how to use the remote desktop
feature..

e The pastor’s computer is secure from rogue wireless connections on the network.
0 The pastor’s machine has both anti virus and firewall software. The firewall is

modified to allow communications from the wired church network and the Linux
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gateway only. In addition, the access point is setup in isolation mode causing each
wireless connected client to be isolated from another.
e Directions on how to utilize these resources.

o0 Documentation was created on how to use the remote desktop feature. In addition,

a personal training session was presented to the pastor.

6.3 Secretary:

The next grouping of deliverables is for the laptop that the Secretary will use.
e The secretary’s laptop has full access to the network as well as the Internet.

0 The secretary is setup as a user in the owners group. By being in the owners group
full access is given to the network. In addition, a shortcut to a batch file is on the
desktop, to map drives that she might need.

e The secretary’s laptop has shortcuts setup for easy transfer of files from her laptop to her
desktop.

0 A shortcut is in place on her laptop to the secretary’s documents folder on her
desktop machine.

e The secretary’s laptop is able to print to both printers.

0 The church’s printers are installed on the machine so that she may print to either
printer. She was also informed that she must be logged into the gateway in order
to use the printers.

e The secretary’s laptop computer is secure from rogue wireless connections on the
network.

0 The laptop has both anti virus and firewall. The firewall is modified to allow
communications from the wired church network and the Linux gateway only. In
addition, the access point is setup in isolation mode causing each wireless

connected client to be isolated from another.
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7 Conclusion and Final Additions

By implementing this wireless network and gateway; staff and guests can utilize church
and Internet resources with ease. By using Linux and open source software, the budget was kept
at a reasonable level. The only cost that the church incurred was the cost for the wireless devices

and the cabling to setup the wireless infrastructure.

There were several primary deliverables. One, it is that it provides a fully implemented
wireless infrastructure. Secondly, it has an easy to use interface with two access levels. Third, it
allows the pastor access to the church network and resources along with user documentation.
Finally, it is setup for the secretary’s laptop so that she may print off minutes and move files to
her desktop system. The solutions that were implemented met all theses deliverables. An
addition to the project was the web administration interface that was not part of the original

design. That implementation allows the staff to more easily add and remove users.

There were two additional components that were added near the end of the project. For
much of 2005 the access point was connected to an extension cord that ran down the length of
the suspend ceiling to an outlet. That was recently replaced with a Power Over the Ethernet
solution, because of that the extension cord is no longer needed. In addition, high gain antennas
were added to the access point. They will improve the signal strength and bandwidth between
the range expander and the access point. The end result of this project is a long lasting

expandable solution that the church may use for years to come.
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Appendix A.
NoCatAuth Configuration File

#iH## Gateway application settings.

#

# GatewayName -- The name of this gateway, to be optionally displayed
# on the splash and status pages. Any short string of text will do.

#

GatewayName  Cheviot Wireless Network

HH

#

# GatewayMode -- Determines the mode of operation of the gateway. Possible
# values are:

#

# Captive - Allow authentication against an auth service. LEGACY.

# Passive - Like Captive, but YOU MUST USE THIS if your gateway

# is behind a NAT. Will work anyway if not. *RECOMMENDED>*.
# Open - Simply require a user to view a splash page and accept

# a use agreement.

#

# If Captive or Passive Mode is set, you will need to have values set for

# AuthServiceAddr, AuthServiceURL, and LogoutURL. You will want to leave a
# short value for LoginTimeout (probably <600).

#

#

# If Open Mode is set, you will need to have values set for SplashForm,

# HomePage, and possibly DocumentRoot (or provide an absolute path for
# SplashForm). Also, you will want to set a large value for LoginTimeout
# (probably >3600).

#

GatewayMode Passive

HH

# LoginTimeout - Number of seconds after a client's last
# login/renewal to terminate their connection. Probably
# don't want to set this to less than 60 or a lot of

# bandwidth is likely to get consumed by the client's

# renewal attempts. Defaults to 300 seconds.

#

# For Captive Mode, you want to set this to something

# fairly short (like 10 minutes) to prevent connection

# spoofing.

#

LoginTimeout 300
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#H#HHH Active/Passive Portal settings.

#

#Hit

# TrustedGroups - A list of groups registered with the auth server

# that a user may claim membership in order to gain Member-class

# access through this portal. The default magic value "Any" indicates
# that a member of *any* group is granted member-class access from
# this gateway.

#

# TrustedGroups NoCat NYCWireless PersonalTelco

#

TrustedGroups Any

#Hit

# Owners - Optional. List all local "owner" class users here, separated
# by spaces. Owners typically get full bandwidth, and unrestricted

# access to all network resources.

#

# Owners rob@nocat.net schuyler@nocat.net

Owners cheviotumctk@aol.com cheviotumccj@aol.com cheviotumclk@aol.com
cheviotumcjw@aol.com cheviotumc3820@aol.com

HH

# AuthServiceAddr - Required, for captive mode. Must be set to the address of
# your authentication service. You must use an IP address

# if DNS resolution isn't available at gateway startup.

#

# AuthServiceAddr 208.201.239.21

#

AuthServiceAddr 192.168.3.1

#Hit

# AuthServiceURL - HTTPS URL to the login script at the authservice.
#

AuthServiceURL https://cheviotwireless/cgi-bin/login

HH

# LogoutURL - HTTP URL to redirect user after logout.
#

LogoutURL https://cheviotwireless/logout.html

### Network Topology

#

# ExternalDevice - Required if and only if NoCatAuth can't figure it out
# from looking at your routing tables and picking the interface
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that carries the default route. Must be set to the interface
connected to the Internet. Usually 'ethQ' or ‘ethl’

under Linux, or maybe even 'ppp0' if you're running
PPP or PPPoE.

H H HF H

ExternalDevice ethO

HH
# InternalDevice - Required if and only if you have ethernet devices
# on your gateway besides your wireless device and your 'Net connection.
# Must be set to the interface connected to your local network, normally
# your wireless card. In Linux, some wireless devices are named ‘wvlanQ'
# or 'wlanQ' rather than 'ethX'.
#

InternalDevice ethl

#Hit

# LocalNetwork - Required if and only if NoCatAuth can't figure out
the network address of your local (probably wireless) network,
given your InternalDevice(s). Must be set to the network

address and net mask of your internal network. You

can use the number of bits in the netmask (e.g. /16, /24, etc.)

or the full x.x.x.x specification.

H o H HHFH

LocalNetwork 192.168.3.0/24

#H#

# DNSAddr - Optional. *If* you choose not to run DNS on your internal network,
# specify the address(es) of one or more domain name server on the Internet

# that wireless clients can use to get out. Should be the same DNS that your

# DHCP server hands out. If left blank, NoCatAuth will presume that you

# want to use whatever nameservers are listed in /etc/resolv.conf.

#

DNSAddr 192.168.2.2

#H#

# AllowedWebHosts - Optional. List any domains that you would like to

# allow web access (TCP port 80 and 443) BEFORE logging in (this is the
# pre-'skip' stage, so be careful about what you allow.)

#

# AllowedWebHosts  nocat.net

AllowedWebHosts www.cheviotumc.org umc.org

Hi
# IncludePorts - Optional. Specify TCP ports to allow access to when
# public class users login. All others will be denied.
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#

# For a list of common services and their respective port numbers, see
# your /etc/services file. Depending on your firewall, you might even
# Dbe able to specify said services here, instead of using port numbers.
#
I

ncludePorts 21 80 443 53
### Fin!

#iHH#HHE authserv.conf -- NoCatAuth Authentication Service Configuration.
#

# Format of this file is: <Directive> <Value>, one per

# line. Trailing and leading whitespace is ignored. Any

# line beginning with a punctuation character is assumed to

# be acomment.

#HH#H#H#E Authservice-specific settings.

#

# HomePage -- The authservice's notion of a default
# redirect.

#

HomePage http://cheviotwireless/

# DocumentRoot -- Where all of the application templates (including

# SplashPage) are hiding. Can be different from Apache's DocumentRoot.
#

DocumentRoot /usr/local/nocat/htdocs

##H## Authservice authentication source.

#

# DataSource -- specifies what to authenticate against.

# Possible values are DBI, Passwd, LDAP, RADIUS, PAM, Samba, IMAP, NIS.
#

DataSource  DBI

#H

# Auth service database settings.

#

# If you select DataSource DBI, then Database, DB_User, and DB_Password
# are required.

#

# Database is a DBI-style data source specification.
#

# For postgres support:

# Database  dbi:Pg:dbname=nocat

#
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# For mysql support:

Database dbi:mysql:database=nocat
DB_User nocat

DB_Passwd ~ *xFxxkoex

#HHHHE Auth service user table settings.

#

# UserTable names the table containing the user ID data.

#

# UserIDField names the column containing the ID that the
# client uses to uniquely identifying themselves, i.e. their
# e-mail address or username.

#

# UserPasswdField stores the user's MD5-hashed password.
#

# UserAuthField is deprecated and will go away.

#

UserTable  member

UserIDField login

UserPasswdField pass

UserAuthField status

UserStampField created

GroupTable  network
GrouplIDField network
GroupAdminField admin

#HHHHE# Auth service web application settings.
#

# MinPasswdLength -- Enforced minimum user password length.

# Not much other checking is done on the user's p/w.
#
MinPasswdLength 6

# LocalGateway -- If you run auth service on the same subnet
# (or host) as the gateway you need to specify the hostname

# of the gateway. Otherwise omit it. (Requires Net::Netmask)
#

LocalGateway 192.168.3.1

H#HH# Fin.
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Appendix B.
Apache Configuration File

NameVirtualHost *
<VirtualHost 192.168.3.1:443>
DocumentRoot /usr/local/nocat/htdocs
# ServerName localhost:443
# ServerAdmin root@Ilocalhost
SSLEnNgine On
SSL CertificateFile /etc/ssl/apache/server.crt
SSL CertificateKeyFile /etc/ssl/apache/server.key
Options FollowSymLinks Includes Indexes MultiViews
ScriptAlias /cgi-bin/ /usr/local/nocat/cgi-bin/
<Directory "/usr/local/nocat/htdocs">
AllowOverride All
Options FollowSymL.inks Includes Indexes MultiViews
<Limit GET POST OPTIONS PROPFIND>
Order allow,deny
Allow from all
</Limit>
<LimitExcept GET POST OPTIONS PROPFIND>
Order deny,allow
Deny from all
</LimitExcept>
</Directory>
<Directory "/usr/local/nocat/cgi-bin">
AllowOverride All
Options ExecCGl
<IfModule mod_access.c>
Order allow,deny
Allow from all
</IfModule>
#
# SPERLSLIB tells Perl where to find the NoCat libraries.
SetEnv PERLS5LIB /usr/local/nocat/lib
#
# SNOCAT tells NoCat where to find its configuration file.
SetEnv NOCAT /usr/local/nocat/nocat.conf
SSLOptions +StdEnvVars
</Directory>
<IfModule mod_setenvif.c>
SetEnvIf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0
</IfModule>
<IfModule mod_rewrite.c>
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RewriteEngine On

RewriteOptions inherit
</IfModule>
</VirtualHost>
Include conf/addon-modules/php.conf
Include conf/ssl/mod_ssl.conf
Include conf/ssl/ssl.default-vhost.conf

Appendix C.

MySQL Tables

wysgls desc meunber;

el i e e ] P = S Fes S +

| Field | Twpe | Null | Key | Default | Extra |

b ey e R FEmE P e S B T i Earl et i S ey S maire +

| url | warchar (255) | TE& | | NULL |

| description | text | YE3 | | HOLL |

| created | datetine | ¥YE5 | | HULL |

| modified | timestanpild) | YEZ | | NULL |

| status | tinyint(3)] wnsigned | YES | | NOLL | |

| login | warchar (250) | | PRI | |

| paszs | warchar (255) | | | | |

| name | warchar(255) | YE3 | | HULL | |

e e St SRt e S e o =l e S b it e e T b +

5 rows in set (0,00 =ec)
e b mm o t e
| description | created | modified | status | login
e b bo—m—m - t ——
| Administrator | 2005-06-22 05:19:06 | 20080130035252 | 0 | cheviotumctkfaol.con
| Pastor | 2005-06-22 05:19:54 | 20060210044857 | 0 | cheviotumccjfaol. com
| Guest Test Users | 2006-01-30 03:52:41 | 20060130035241 | 0 | GuestOl
| Facility Coordinator | 2006-02-10 04:49:26 | Z0060210044926 | 0 | cheviotumclk@aol. com
| Secretary | 2006-02-10 04:49:56 | 20060210044356 | 0 | cheviotumciwlaol. com
| &ccount For Contempoary Worship | 2006-0z2Z-13 07:15:53 | Z0060Z17065023 | 0 | cheviotumc3SzZ0Faol.con
o et e N R, , S

A

uwETAQT EwaKalb:
buTyLZUESCULAQE
PIQuwFs9x15X30£Ec
X1rPwt0ey5S1TEEL
aPOEwDO] JHFP36:
S10RsNT /FRiSumt
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Appendix D.

Packet Captures
Redirect Capture
A B C D

1 Source Destination Port Info

2 | "M92.1658.3.99" "216.68.4 69" "TCP" | "3521 = http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M35=1260"
3 | "216.68.4 69" "192 168.3.99" "TCP" | "http = 3521 [SYN

4 | "M92.168.3.99" "216.68.4 69" "TCP" | "3521 = http [ACK] Seq=1 Ack=1 Win=17640 Len=0"

5 | "92.1658.3.99" "216.68.4 69" "HTTP" | "GET / HTTP/1.1"

6 | "216.68.4 69" "192 168.3.99" "TCP" | "http = 3521 [ACK] Seq=1 Ack=274 Win=6432 Len=0"

7 | "216.68.4 69" "192 168.3.99" "HTTP"  "HTTP/.1 302 Moved"

8 | "192.1658.3.99" "216.68.4 69" "TCP" | "3521 = http [FIN

9 | "216.68.4 69" "192 168.3.99" "TCP" | "http > 3521 [FIN

10 "192.168.3.99" "216.68.4 69" "TCP" | "3521 = http [ACK] Seq=275 Ack=568 Win=17074 Len=0"
11 "192.168.3.99" "216.68.4 69" "TCP" | "3527 = http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M35=1260"
12 | "216.68.4 69" "192 168.3.99" "TCP" | "http = 3527 [SYN

13 | "192.168.3.99" "216.68.4 69" "TCP" | "3527 = http [ACK] Seq=1 Ack=1 Win=17640 Len=0"

14 | "192.168.3.99" "216.68.4 69" "HTTP" | "GET / HTTP/1.1"

15 | "216.68.4 69" "192 168.3.99" "HTTP" | "HTTP/1.1 301 Moved Permanently (text/html)”

16 | "192.168.3.99" "216.68.4 69" "TCP" | "3527 = http [ACK] Seq=435 Ack=599 Win=17042 Len=0"
17 | "192.168.3.99" "208.197.227 417" | "TCP" | "3529 = http [SYM] Seq=0 Ack=0 Win=16354 Len=0 MS5=1260"
18 | "208.197.227 117" | "192.168.3.99" "TCP" | "http > 3529 [SYN

19 | "192.168.3.99" "208.197 227 117" "TCP" | "3529 = http [ACK] Seq=1 Ack=1 Win=17640 Len=0"

20| "92.165.3.99" "208.197 227 117" | "HTTP"  "GET / HTTR/1.1"

21| "208.197.227 117" | "192.168.3.99" "TCP" | "http = 3529 [ACK] Seq=1 Ack=445 Win=6432 Len=0"

22 | "208.197.227 117" | "192 168.3.99" "HTTP" | "HTTR/1.1 302 Found"

23| "92.168.3.99" "208.197.227 117" "TCP" | "3529 = http [ACK] Seq=445 Ack=301 Win=17340 Len=0"
24 | ™92 168.3.99" "208.197.227 117" "HTTP" "GET findex php HTTP/1.1"

SSL Packet Capture
C D E F

1 | Source Destination Port Info

2 | "92.168.3.99" "92168.3.1"  "TCP" "3522 = https [SYN] Seq=0 Ack=0 Win=16384 Len=0 MS5S=1260"

3 | "M92168.3.1" | "M92.168.3.99" '"TCP" "https = 3522 [SYN

4 | "M92.168.3.99" "92168.3.1"  "TCP" "3522 = https [ACK] Seq=1 Ack=1 Win=17640 Len=0"

5 | "M92.168.3.99"  "92.168.3.1" | "SSLv2" @ "Client Hello"

6 | "192.168.3.1" | "92.168.3.99" "TCP" "https = 3522 [ACK] Seq=1 Ack=73 Win=5840 Len=0"

7| "™92168.3.1" | "92.168.3.99" "SSLv3"  "Server Hello

8 | "192.168.3.99" "192.168.3.1" | "S5Lv3" | "Client Key Exchange

9 | "™M92.168.3.1" | "192.168.3.99" | "SSLv3" | "Change Cipher Spec

10| "92.168.3.99"  "92.168.3.1" | "TCP" "3522 = https [ACK] Seq=283 Ack=766 Win=16875 Len=0"

11| "192.168.3.99" "192.168.3.1" | "SSLv3" | "Application Data"

12 | "™92168.3.1" | "92.168.3.99" "TCP" "https = 3522 [ACK] Seq=766 Ack=705 Win=7504 Len=0"

13| "92.168.3.1" | "192.168.3.99"  "SSLv3" | "Application Data

14 | ™92 168 31" | "92.168.3.99"  "S5Lv3"  "Continuation Data

15| "192.168.3.99"  "192.168.3.1" | "TCP" "3522 = https [ACK] Seq=705 Ack=2810 Win=17640 Len=0"

16 | "192.168.3.1" | "192.168.3.99" "TCP" "https = 3522 [FIN

17 "92.168.3.99" | "92.168.3.1" | "TCP" "3522 = https [ACK] Seq=705 Ack=2811 Win=17640 Len=0"

18 | "192.168.3.99"  "92.168.31" | "TCP" "3522 = https [FIN

19 | ™92 168.3.1" | "192.168.3.99"  "TCP" "https = 3522 [ACK] Seq=2811 Ack=706 Win=7504 Len=0"
20| "92.168.3.99" "92.168.3.1" | "TCP" "3523 = https [SYN] Seq=0 Ack=0 Win=16384 Len=0 MS5S=1260"
21| "92.168.3.1" | "92.168.3.99" "TCP" "https = 3523 [SYN
22 | "™M92.168.3.99" "™92168.3.1" | "TCP" "3523 = https [ACK] Seq=1 Ack=1 Win=17640 Len=0"
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Login Packet Capture from Linux Server

Mo, | "Time" "Source” "Destination” "Protocol” "Info"
4| "7 A72649" "192.168.3.99" "192 168.3.1" "TCP" "2056 = https [SYM] Seg=0 Ack=0 YWin=16384 Len=0 MS5=1260"
5 "7.A72840" "M92.168.3.1" "192.1658.3.99" "TCP" “https = 2056 [SYM
B "17.176208" "192.168.3.99" "192.168.3.1" "TCP" "2056 = https [ACK] Seg=1 Ack=1 Win=17640 Len=0"
7 MTATETe0" "M92.168.3.99" "192.168.3.1" E=t={Re "Client Hello"
8 "17.179016" | "192.168.3.1" "192.165.3.99" "TCR “https = 2056 [ACK] Seg=1 Ack=103 Win=5340 Len=0"
9 "7 A79295" | "M92.168.3.1" "192 168.3.99" "S53 "Server Hello
10 "17.203186" "192.163.3.99" "192.168.3.1" "SELV3” "Change Cipher Spec
11 "17.207921" "192.168.3.99" "192.168.3.1" R=t={Rel "Application Data”
120 "7.208172" "192.168.3.1" "192.1658.3.99" "TCP" "https = 2056 [ACK] Seq=147 Ack=1142 YWin=5748 Len=0"
13 "17.9368987" "192.168.3.1" "192.1658.3.99" "SELV3” “Application Data
14 "17.937028" "192.168.31" "192 168.3.99" "S53 "Continuation Data
15 "17.942063" "192.163.3.99" "192.168.3.1" "TCP" "2056 = https [ACK] Seg=1142 Ack=2667 YWin=17640 Len=0"
16 "17.942195" "192.168.3.1" "192 168.3.99" "S53 "Continuation Data
17 "17.9459219" "192.168.3.1" "192.1658.3.99" "TCP" “https = 2056 [FIM
18 "17.950609"  "192.168.3.99" "192.168.3.1" "TCP" "2056 = https [ACK] Seg=1142 Ack=3009 YWin=17299 Len=0"
19 "8.017423" "192.168.3.99" "192.168.3.1" "TCP" "2056 = hitps [FIM
20 "18.017486"  "192.168.3.1" “192.1658.3.99" "TCR" “https = 2056 [ACK] Seg=3009 Ack=1143 YWin=58748 Len=0"
21 "18.327806" "192.168.3.99" "192 168.3.1" "TCP" "2057 = https [SYM] Seg=0 Ack=0 YWin=16384 Len=0 MS5=1260"
22 "8.327943" "192.168.3.1" "192.1658.3.99" "TCP" “https = 2057 [SYM
23 "18.329286"  "192.168.3.99" "192.168.3.1" "TCP" "2057 = https [ACK] Seg=1 Ack=1 Win=17640 Len=0"
24| "18.330437"  "192.1658.3.99" "192.168.3.1" "S53 "Client Hello"
25| "18.330653"  "192.168.3.1" "192.1658.3.99" "TCP" “https = 2057 [ACK] Seg=1 Ack=103 Win=5840 Len=0"
26| "18.330930"  "192.168.3.1" "192 168.3.99" "S53 "Server Hello
27 "18.333565"  "192.1658.3.99" "192.168.3.1" "SELV3" "Change Cipher Spec
28 "18.335748" "192.168.3.99" "192.168.3.1" R=t={Rel "Application Data”
29 "8.372578"  "192.168.3.1" "192.1658.3.99" "TCP" "https = 2057 [ACK] Seq=147 Ack=619 Win=6432 Len=0"
30 "18.924775"  "192.168.3.1" "192.1658.3.99" "SELV3" "Application Data
31 "18.924819"  "192.168.3.1" "192 168.3.99" "S53 "Continuation Data
32 "18.928251" "192.165.3.99" "192.168.3.1" "TCP" "2057 = hittps [ACK] Seg=619 Ack=2033 YWin=17640 Len=0"
33 "18.936032"  "192.168.3.1" "192.168.3.99" "TCP" “https = 2057 [FIM
34 "18.937429"  "192.165.3.99" "192.168.3.1" "TCP" "2057 = https [ACK] Seg=619 Ack=2034 YWin=17640 Len=0"
35 "19.037835" "192.168.3.99" "192.168.3.1" "TCRP" "2057 = https [FIM
36 "19.037906"  “192.168.3.1" "192 168.3.99" "TCP" "https = 2057 [ACK] Seg=2034 Ack=620 YWin=6432 Len=0"
37 "22.397273" "192.165.3.99" "192.1658.2.2" "MEMNS" "Refresh NE RIKER21LAP<20="
38 "23.546158" "192.168.3.99" "192.168.3.1" "TCP" "2058 = 5280 [SYM] Segq=0 Ack=0 YWin=16384 Len=0 MS55=1260"
39 "23. 5846314 "192.168.3.1" "192.1658.3.99" "TCP" "5280 = 2058 [SYM
40 "23.547615" | "192.1658.3.99" "192.168.3.1" "TCR "2058 = 5280 [ACK] Seg=1 Ack=1 YWin=17640 Len=0"

2]

Complete Packet
Capture From Server
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Appendix E.
User Documentation

Lagiging In Te rhe CUMGC

Wireless Network

1. Check to see what version of Windows you are running by doing the following.
a. Click the “Start” Button on the task bar
b. Select the “Run” Option

Internet
Inkernet Explarer

0y || E-mail
ﬂ Microsoft Cffice Cutlook,

=

\Q:; Remote Desktop Connection

W microsoft Office Word 2003

I@_:—:I Microsaft OfFfice PowerPoint
|| 2003
‘3 \Windows Messenger

E EI’ Adobe Reader 6.0

25| Microsoft Office visio 2003

.__j' My Documents

‘;I' My Recent Documents F

‘_!;1 Printers and Faxes

all Programs

gj] Help and Support
y.) Search

Liog OFF E Shut Dotwn

|1.'£’ Start |} Senior Design

I IEB wireless connection - Mic. ..

In the “Run” dialog box type the following winver
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d. Then Click “OK”

CEN— 2 x|

= Tvpe the name of a program, Folder, docurment, or

5 Internet resource, and Windows will open it for you,

open: Iwinver|| j |

(0] Cancel | Browse, .. |

e. You should get an “About Windows” dialog box

About Windows

’ y
# - Windows

I ae
Copyright & 1985-2001 .
gt ‘,... T | Version

Microsoft & Windows
Version 5.1 (Build 2600, xpsp_spZ_gdr.050301-1518
Copyright @ 1981-2001 Microsoft Corporation

: Service Pack

This product is licensed under the terms of the End-ser
License Agreement ka:

N

Service Pack
Phyysical memory available to Windows: 522,984 KB Level

f. The instructions below are for Windows XP SP2. Please make sure it states one of
these in the Dialog box. (It is possible to connect to the network with any version
of Windows from Windows 98 through Windows XP/SP1. You must know how
to associate your wireless card with another access point. In Windows 98 through
Windows XP/SP1 you will have to use the software that came with your card.

For Windows XP SP2 you can use the Windows interface.

2. Check to make sure your wireless card is associated with CUMCWireless. To do this,
follow the steps below.

!H )
a. Double clickthe '— or —= icon located in the bottom right hand corner
!:III
b. If you get =— ' gotostep D
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)
c. Ifyouget == gotostep F

d. The “Wireless Network Connection Status” window should appear.

e. Then status will show connected and the network will display CheviotUMC. If
you do not have CheviotUMC listed then continue following steps “f” though “i,”
otherwise see Step 3.

5 wireless Network Connection Status 21 =]
General I SUDDC"tI
)K —
— L =1y
Status: ED®
M etwaork: Chewviatl T
D uration: o0:19:17 >I
Spesd: 54.0 Mbps |
— Ackiviby
Sent —— - —_— Received
.
0]
Packets: 1.916 | 1.805
EerE[tlES‘I Dizable I Wiew Wwireless Metworks I
Cloze I

b
f. Double click the '—

g. You will see a window like the one below. Select the CheviotUMC network then
click the connect button.

iwireless Network Connection il
~Hetwork Tasks ———— | Choose a wireless network
g Refresh netwark list Click an itern in the list below b connect bo a wireless netwark in range or ko get more

information,

<2 Set up awireless network (C(®)) CheviotUMC

For a home or small office

[~ Related Tasks

i Learn about wireless
networking

5% Change the order of
preferred networks

4 Change advanced
settings

Connect |
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h. You will then see the following window pop up

x
LR

Please wait while Windows connects to the 'CheviotUMC network,

Waiking for network to be ready. ..

| Ll Cancel I

. It should now say connected next to the network name

(3 Yireless Network Connection =]
~Mebwork Tasks———— | Choose a wireless network
'E, Refresh network, list Click an item in the list below ko connect to a wirgless network in range or ko get more
information,

21 et up a wireless network CheviotUMC

for a home or small office

—Related Tasks

A Learn about wireless
networking

Change the order of
preferred networks

"‘ﬁy Change advanced
setkings

Disconneck |

3. Once your card has been associated with the access point, click the Internet Explorer
Icon.

4. Your browser will automatically be redirected to the Login Page.
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a. NOTE: You may get the following screen below. This screen is informing you
that a third party has not signed the certificate. This will not affect the system in
anyway. Press the yes button and the Login screen will appear.

5. You will see a page displayed like the window below.

3 https://cheriotwireless;/cgi-bin/login?redirect=http:/ /zoom = | = Iﬂ

File Edit View Favorites Tools  Help | ’;'

Oﬁack'.Jw_LI&LI _:\J ‘\._,'-ﬂ' @;{Lﬁé})f‘

—~ o
) Search % Favorites <0<
7 P

CUMC
Wireless Log-in

Church Information

REEE

|£j Done
6. Enter the user name and password that was e-mailed or told to you.

PLEASE NOTE!
a. If you have an old password from a prior login this password and/or username
will not be valid, please make sure you acquire a new password and username
from the church.

b. If you did not receive an e-mail or if the password was not included please speak
with or email Church Secretary at 513-662-2048 (cheviotumcjw@aol.com),
Facility Coordinator at 513-662-2048 (cheviotumclk@aol.com) or contact the
Network Administrator at cheviotumctk@aol.com.
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7. When you are correctly logged in you will see the following screen.

3 Welcome, cheviotumctk@aol.com! - Microsoft Internet Ex = |5‘ |1|
File Edit View Favorites  Tools  Help | ’;'
) ol @ os s ] A o
Gﬁack g |_L| \ELI (gl | g search o ¢ Favorites ? = | - @ da ﬁ ._:i

Address Iéj https: ficheviotwireless/cgi-binflogin j G

=[O x] B

Welcome to Cheviot United Methodist Church Wirless Network,
cheviotumctk@aol.com!

logged in. ou will be redirectad within five wds. If not, click here

|&] pane [E [ & N3 Loca intranet

a. It will inform you if an incorrect username or password has been entered.
PLEASE NOTE!
b. Make sure your caps lock key is off because password and user name are
case sensitive.

8. You may now use the Internet for your demonstration or to retrieve your presentation
from e-mail.

a. Please Note: you will not be able to print from this account unless you’re a
church staff member.
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9. Make sure you keep the popup window shown below open so that you are not logged out
automatically.

10. Once completed with your internet session please click the “Log Out” button.

Mefel OF Removelny Welbat Users

1. Double click on the icon on your desktop called “NoCat User Creation.”

MoCat User
Creation
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2. A new window will open like the following below

=R https: //cheviotwireless: 10000F - Microsoft Internet Explorer

Fil= E dit Wiew Fawvoarites Tools Help

Address I@ https: Al cheviobwireless:1 0000/ LI Go Links @ -

@ Done I_ I_ I_ I_ E m Local intranst

3. Enter your user id and password then click “Login.”

4. Once you login you will see the following. Click on “NoCat Authentication Gateway.”

3 webmin 1.210 on cheviotwireless_cheviotumc_org [Mandrake Linux 9.0]) - Microsoft Internet ___ [E=] '
Eile Edit “iew Fawortes Toolz Help | #
W . - t\_} - 53
@ Back - @ - IE I:'z.j Ldj | p Search * Favarites @ | @ = D
Address IE https: A/ cheviotwireless: 10000, LI Go | Links &5 -

& Feedback | < ¢ Log Out

@

IServers

Theme By

MSC _Linux

Version 1.210 on cheviotwireless.cheviotumc.org

(Mandralke Linux 9.0)
@ cheviotumclk logged into \Webmin 1.210 on cheviotwireless. cheviob E|§ Local intranet L

5. You will then come to another window. Click on “NoCat Users.”

41




3 MoCat Authentication Server/Gateway - Microsoft Internet Explorer

Eil= Edit Wi Fawarites Tools Help | ,ﬂ'

@Backv@v@

@ L;{:j|pSearc:h *Favorites ®| @v & - D >

Address I@ https: A cheviobwireless: 10000 nocat! "I =d Go Links ﬁ -

@

[Servers

NoCat Anthentication Server/Gateway

+ ¢ Log Out

&

NoCat Userg

Gatewawv Aunthentication

Confisuration Service
Conficuration

@ cheviotumclk logged into “»ebmin 1.210 on cheviobwireless. chewvioh E |‘§ Local intranst o

6. Now you have

a. TOAD
I.

Zj NoCat Users -

the option to Add, Remove, or Edit users.

D USER

Click on the “Add User” button

Microsoft Internet Explorer

File Edit Wiew Favortes Tools Help | o
O - O X D) D P o @[3 e @ -[J "~
Address [] https://cheviotwitelsss:1 0000/ mocat/indes_user. ol - i

21 cheviotumclk logged into Webmin 1.210 on cheviotwireless. chewiol = Local intranet Z

Enter user name; the name the user will log in with
Enter their full name

Enter why they need access and for how long
Select button next to clear text

Enter user password

Click “Add User” button

The user is now a “NoCat User.”
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<} Edit a NoCat Uszer - Microsoft Internet Explorer

Eil= Edit “iew Fawvortes Tools Help |#

Q@ Bk - D - [x] @@|p59amh ¢ Favorites ®|8~%E-D >

Addiess [&] https:7/cheviotirsless 10000/ nocat duser_sdit ogi? =1 Go | Links| &y -

Edit a NoCat User

-
@ cheviotumclk logged into '»ebmin 1.210 on cheviotwireless chevioh E g Local intranet ]

b. TO EDIT A USER
i. Click on one of the user ID’s

a HoCat Users - Microzoft Internet Explorer =] E3
File Edit Wiew Favorites Toolz Help | #

Qok - @ - [x] (2] @ ) search *Favorites ®| - t:% - D ”

Address @ https:/ fcheviotwireless: 10000/ noc atfindex_uszer.cgi

)

\Servers

5
;

-
ogged into 'webmin 1.210 on cheviotwireless. cheviot E g Local intranet v

ii. Change the options you wish to edit
iii. Then click the “Save” button



23 Edit a NoCat User - Microsoft Internet Explorer

File  Edit Miew Favoites Tool:  Help |#

Q= © - 4] (8] ()| Jsewn roon @] 2 B )

Address I@ hitps: #/cheviotwireless: 10000/ nocat/user_edit. coi?user=cheviotumctk{=aal.co j Go | Links | @ -

-IAdministrator

Savel Delete |

@ cheviotumclk logged into Webmin 1,210 on cheviotwireless. chevioh l_ l_ l_ l_ E g Local intranet 4

c. TOREMOVE A USER

i. Click on one of the user ID’s

4} NoCat Users - Microsoft Internet Explorer =] E3
File  Edit iew Favorites Toolz  Help | #

eBack o @ E @ Lé pSearch *Favontes @| @ o [ ] z

Address @ https: 4 fcheviobwireless: 10000/ noc atfindew_uzer.cgi

@

EServiers

@ cheviotumclk logged inta 'wiebmin 1.210 on cheviotwireless. chewviob E g Local intranet

ii. Then click the “Delete” button that user is removed.



23 Edit a NoCat User - Microsoft Internet Explorer

File  Edit ‘iew Favorites Toolz  Help | al'

Back + | ) - <) () seaich 52 Favaitss 462 ,.rzY .:\__, v ?
| - VAT O =

Address I@ hitps: #/cheviotwireless: 10000/ nocat/user_edit. coi?user=cheviotumctk{=aal.co j Go | Links | @ -

~ EditUsercheviotumctk@aolcom
Username: Ichevictumctk@aol.com | Status: |tlimr.)wn

| Full name: ||Tim Krebs

|Descripﬁon: ||Admin istrator
. URL: |

. | cearex]

P
r

: | (3“p(c_myp(edIuwGTdOwaAKaOb?»erxeXg
lﬁ—bﬁﬁ—(}éJZ 05:19:06 Modified: 20060130035252
Delete

@ cheviotumclk logged into Webmin 1,210 on cheviotwireless. chevioh l_ l_ l_ l_ E q J Local intranet 4

. When you are done click the “Log Out” button at the top right hand corner then close the
window.

Login to the NoCat System by clicking on Internet Explorer and entering information as
you normally would for surfing the internet.

Next minimize the NoCat window.

Double click on “Connect To Work PC” icon on your desktop.

This should bring open a new window with the windows “Log On to Windows” screen
information.
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Log On to Windows

Microsoft:
L]

Windows

’ .. Professional

User narne: | Clones

Passwiord; | sane

logonte: | CHEVIOTUMC

E 04 i[ Cancel J Shut Down, ..

5. Enter your work user id and password.

6. After a successful login use interface as you normally would.

7. When done log out as normal by clicking the “Start” button, then select the “Log Off”
button.

8. You will then return to your local desktop.
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