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Abstract

Paragon Salons Inc. is a Cincinnati company that specializes in salon and spa
treatment of the highest quality. Paragon was started in 1982 in Western Hills. Since the
opening, the owners have opened two other locations; 1) the Carew Tower downtown and
2) Montgomery. Data communication between the three locations does not exist. The
owners are looking for a solution to share data and communicate between the three
locations. The solution to solve this problem was to take the current network
infrastructure and redesign it to allow for scalability and functionality. An Active
Directory network was put into place at each location to provide this functionality, and a
secure virtual private tunnel was created between each site pair to allow for
communication and data sharing. The server was also configured for remote access to
allow for administration and the ability to work from home. The network rebuild gives
Paragon Salons the ability to communicate between locations and is scalable to meet their
growing needs.



Paragon Salons Inc. Wide Area Network Upgrade
1. Problem Statement
1.1 Definition of the Need

Paragon Salons Inc. is a Cincinnati company that specializes in salon and spa
treatment of the highest quality. Paragon was started in 1982 in Western Hills. Since the
opening, the owners have opened two other locations; 1) the Carew Tower downtown and
2) Montgomery. Data communication among the three locations does not exist. The
owners are looking for a solution to share data and communicate among the three
locations.

The owners of the salon would like to install a system that allows each location to
connect to the other locations so managers can run daily reports and have the ability to
share information between locations. They would like a secure but functional network
that allows users to be managed from one location and also have the ability to control
user accessibility. The current networks are entirely Microsoft based and will remain that
way. The owners would like to upgrade all the operating systems to a common platform.
The network backbone will have to be upgraded. It is outdated and limits the
functionality of the network. A diagram of the three salon’s original network setup is
shown in Appendix A.

The salon runs a program called Salon Management Software (SMS). The
current version the salons are using is SMSv4. SMS is located on the server and all the
client machines connect to the server to run the software. The software stores information
such as payroll, client appointments, inventory, and other information. This software will

have to be maintained, but secured so only users of the Paragon network can gain access.



It is imperative that SMS continues to run in the new environment. The salon’s day-to-
day operations demand SMS to be up and running.
1.2 Description of the Solution

The solution to remedy Paragon Salons current network problems is to provide
the company with an upgraded network. The network will be designed with the least
amount of change for the end users. Minimal training on the new system will be
necessary. The network will provide a secure and stable working environment for users
to do their daily tasks with limited interference. The solution will solve all problems that
exist on the current network.

The new network will bring all workstation systems to one common platform and
all server systems to the same version. Any workstation hardware that is outdated will be
replaced with newer hardware. All old networking equipment will be replaced with
faster, more reliable equipment. A secure work environment will be established. The
network will also provide users with a single sign on so they can switch from machine to
machine without having to remember the local account password for each machine. Each
salon will also have the ability to communicate with each of the other locations. Finally,
the network will provide administration the ability to remotely connect and gain access to
resources.

The remote administration will provide the owner of the company, or an
administrator the ability to make changes that are necessary from any location. This will
provide faster response time to problems and the ability to manage all three networks
from one location. The remote connection will also allow for managers and the owner to

run reports or see daily information from any one location.



1. 3 User Profiles

There will be three different user profiles for this network.
1.3.1 SMS Users

An SMS user is an employee using the network to run SMS. They will be using
the workstations for scheduling appointments, cashing out customers, checking clients in,
and updating inventory. The user can print out bills, gift certificates, and any other items
that they need. These users will be limited in what they can do on the machines. Of all
the groups, their accounts will be locked down the tightest. They will not have the ability
to install software or change any settings on the workstations.
1.3.2 Managers

A manager needs access to other programs apart from SMS. They will have the
ability to use any Office product on the machine to produce necessary documents needed.
Managers will have Internet access for research and other operations. They will be able
to VPN into the network from remote locations. The managers will also have the ability
to manage printers on the machines.
1.3.3 Administrator

The administrator will be overseeing the network. He/she will be adding users for
new employees, editing old accounts with new information, and deleting accounts of
former employees. This group will maintain all machines/printers. They will also
delegate power to the users that need abilities other than what was specified above. The
administrators will install and maintain all software\hardware on the workstations/server.
They will also be in charge of fixing any problem that occurs on the network. The owner

of the company will have the privileges of this profile.
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2. Design Protocols

2.1 Organizational Scheme

Paragon Salon’s network will be broken down into four major parts: 1) Western
Hills LAN, 2) Montgomery LAN, 3) Downtown LAN and 4) WAN. The Local area
network at all three locations will have the ability to run independently. The fourth part
of the network will be the Wide Area Network (WAN) connection between each location.
The four parts will become the final network after each is completed. Each local area
network will contain a domain controller capable of distributing IP address, maintaining
DNS services, and allowing users to login to the workstations. The WAN links between
the salon locations will allow for replication of user accounts or shared directories to be
updated. The WAN will be created by using VPN connections from location to location.
If the WAN link were to go down for any reason, each salon location will still be able to
function independently. The user account information will be stored in Active Directory.
Managers will have the ability to log into the network remotely (this will give them the
opportunity to get work done if they are sick or from another location).
2.2 Western Hills Protocols

The network at the Western Hills location will be designed using a star topology.
The cabling used is cat5 cable, which is already in place. The network switches will be
replaced with three new 10/100Mbps switches, creating a faster, more efficient backbone
to the network. This location is already equipped with a high-speed Internet connection,
and will only require the router/firewall to be reconfigured with the new settings. The

firewall will be responsible for performing Network Address Translation (NAT), for the
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ability to have multiple connections to the Internet using one outside IP address. This
keeps the entire internal IP address space private. The firewall has a built in stateful
packet firewall and will be enabled to prevent unwanted attacks from the outside
accessing the network. To create a VPN link between Downtown and Montgomery to
this location, site-to-site VPN tunnels on the router will be used to allow for secure
communication between locations.

There are five workstations at this location that need their operating systems
upgraded to Windows XP Professional. The workstations that are currently running
Windows XP will be patched with security updates and vulnerability patches. The server
will have a new SCSI controller and Network Interface Card (NIC) installed that are
compatible with Windows Server 2003. The server operating system will be upgraded to
Windows Server 2003 Standard Edition, which will provide a secure server with the built
in functionality that the network needs. The server will also be updated with patches and
service packs after installation to remove any vulnerability in the operating system. The
final thing to be installed on the server will be Norton Antivirus 10.0. This antivirus suite
will allow the ability to remotely install the software from the server to any machine on
the network. Norton gives the administrator the ability to setup scheduled times for all
computers on the network to update the virus definition files and to run scans on the local
drives.

The server will provide services such as DHCP, DNS, and RAS. The server will
also be a fileserver for SMS. Dynamic Host Configuration Protocol (DHCP) will be
enabled to allow for the distribution of IP addresses to workstations. Domain Name

System (DNS) will provide the ability to translate computer names to IP addresses,
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allowing for easier accessibility to network resources. Remote Access Service (RAS)
will be installed for users to connect to the network from remote locations. The fileserver
will be setup to allow all users to connect to the SMS files for the daily salon operations.
The server will also be a domain controller, housing all users and other resource
information. This will allow for single-sign-on to any machine using the same logon
credentials, and the ability to control what the users can do. Figure 1 on the next page

shows the network topology of the Western Hills location.
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Figure 1: Western Hills LAN Design
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2.3 Montgomery Protocols

The Montgomery network will be designed using a star topology. The cable at
this location is cat5. It is capable of supporting up to 100Mbps speeds of data transfer
rates. One cable of cat5 cable will be dropped for the high-speed internet connection
from the phone block to the office that contains the firewall/router. Three new
10/100Mbps switches will be installed to the network backbone to replace outdated hubs.
This will get the most out of the network bandwidth. A high speed internet connection
will have to be purchased through Cincinnati Bell with a dedicated IP address to allow
for Internet access. A Linksys firewall/router will be installed to provide NAT, a stateful
packet firewall, and site-to-site VPN connections between the locations. A new
workstation will be purchased to replace a workstation that does not support Windows
XP Professional.

There are three workstations at this location that need their operating systems
upgraded to Windows XP Professional. All other workstations will be updated and
patched for vulnerabilities and security threats fixed by Microsoft. The server will have a
new SCSI controller installed that is compatible with Windows Server 2003. The server
will be upgraded to Windows Server 2003 Standard Edition and updated with all
available patches and security updates. The server will have Norton Antivirus 10.0
installed to provide a virus protection suite. This allows the ability to remotely control
when and how workstations run scans.

The server will have DHCP, DNS, and RAS configured on it. These services
provide the server the ability to distribute IP addresses to client machines, resolve client

machine names to the IP address, and allow for remote connections to the network. The
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server will also be setup as a fileserver for SMS. This will allow all users of the network
to connect to the SMS files to run the daily operations of the salon. The server will
function as a domain controller to house all user and computer information for the
network. This will provide a centralized location to manage resources, and allow for
single-sign-on to the network. Figure 2 on the next page shows the network topology of

the Montgomery location.
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2.4 Downtown Protocols

The Downtown location network will also be designed around a star topology.
The cabling currently run is cat5 cable, capable of supporting data transfer speeds up to
100Mbps. A new 10/100Mbps switch will be installed to provide faster transfer rates and
to use the bandwidth of the network more efficiently. Cincinnati Bell will install a high-
speed internet connection with a dedicated IP address. A Linksys firewall/router will be
installed to provide NAT, a stateful packet firewall, and site-to-site VPN links to the
other salon locations.

Three of the workstations will be upgraded to Windows XP Professional. The
other workstation will be updated to patch security holes and vulnerabilities in the
operating system. The server will be upgraded to Windows Server 2003 Standard
Edition, and updated with all available patches to create the most secure server possible.
The server will also have Norton Antivirus 10.0 installed to provide a virus protection
suite that allows for remote control of how the client machines virus protection is set up.

The server will provide DHCP, DNS, and RAS for the following functionality.
DHCP will be used to distribute IP addresses to all client machines on the network. DNS
will provide the ability to resolve computer names to IP addresses. RAS will allow for
users to connect to the network from any remote location with a high speed internet
connection. The server will also be set up as a fileserver for SMS. This will allow all
users to access the SMS files that are needed for daily salon operations. The server will
be promoted to a Domain Controller for a centralized location to manage resources, and
to control the security of the resources. Figure 3 below shows the network topology of

the Downtown location.

18



Router/
Stateful Packet Firewall

Hp Laserjet
DTHP1200FD

HP Laserjet
DTHP4100FD

Downtown LAN Design

R

10/100
Switch

Figure 3: Downtown LAN Design

W et

Domain Controller
DTSERVER

19



2.5 WAN Protocol
The WAN will be established through the site-to-site VPN connections on the
routers at each location. Figure 4 below shows what the WAN will look like when all the

VPN links are established.
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3. Deliverables

To provide a secure but functional network for Paragon Salons, and give them the

ability to share information between locations, the following deliverables will be

implemented.

3.1 Wide Area Network
a. Inter-connect all three Salon locations with site-to-site VPN Connections
3.2 Western Hills

a. Software:
- Upgrade 5 workstation operating systems to Windows XP Pro
- Patch all existing Windows XP workstation operating systems
- Install Virus Protection Suite

b. Hardware:
- Install 3 10/100 Linksys switches
- Install SCSI controller and NIC in server

C. Server:
- Upgrade server operating system to 2003 Standard Edition
- DHCP
- DNS
- Remote Access Server
- Domain Controller
- Fileserver

d. Firewall:
- Enable Stateful Packet Firewall
- Enable Network Address Translation
- Create 2 site-to-site VPN connections to Downtown and Montgomery

e. Functionality:
- Join Paragon Domain
- Single-sign-on for users
- Group Policies defining what user groups can do
- Remote Access ability
- SMS File share for users to run daily business application
- Ability to share information between Montgomery and Downtown
- Provide a secure but functional network
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3.3 Montgomery

a. Software:
- Upgrade 3 workstation operating systems to Windows XP Pro
- Patch all existing Windows XP workstation operating systems
- Install Virus Protection Suite

b. Hardware:
- Install 3 10/100 Linksys switches
- Install SCSI controller in server
- New workstation
- Install Router/Firewall

C. Server:
- Upgrade server operating system to 2003 Standard Edition
- DHCP
- DNS
- Remote Access Server
- Domain Controller
- Fileserver

d. Firewall:
- Enable Stateful Packet Firewall
- Enable Network Address Translation
- Create 2 site-to-site VPN connections to Downtown and Western Hills

e. Functionality:
- Join Paragon Domain
- Single-sign-on for users
- Group Policies defining what user groups can do
- Remote Access ability
- SMS File share for users to run daily business application
- Ability to share information between Downtown and Western Hills
- Provide a secure but functional network

3.4 Downtown

a. Software:
- Upgrade 3 workstation operating systems to Windows XP Pro
- Patch all existing Windows XP workstation operating systems
- Install Virus Protection Suite

b. Hardware:

- Install 1 10/100 Linksys switches
- Install Firewall/Router
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C. Server:
- Upgrade server operating system to 2003 Standard Edition
- DHCP
- DNS
- Remote Access Server
- Domain Controller
- Fileserver

d. Firewall:
- Enable Stateful Packet Firewall
- Enable Network Address Translation
- Create 2 site-to-site VPN connections to Western Hills and Montgomery
e. Functionality:
- Join Paragon Domain
- Single-sign-on for users
- Group Policies defining what user groups can do
- Remote Access ability
- SMS File share for users to run daily business application
- Ability to share information between Montgomery and Western Hills
- Provide a secure but functional network
4. Design and Development
4.1 Project Schedule

The initial schedule called for the connection of the Western Hills and Downtown
locations. The owner of the Company decided to upgrade the Montgomery location
before the Downtown facility.

During the upgrading of the server at the Western Hills location, it was found that
the SCSI controller and the NIC were not compatible with the OS. This glitch pushed the
schedule back (1) week and a new timeline had to be established.

The Montgomery location took extra time to have the high speed internet

connected. Scheduling was pushed back further due to the necessity of high speed

internet to join Montgomery with the domain at Western Hills and to patch the operating
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systems. Once the Montgomery location was connected with the Western Hills location,

the Downtown location could be worked on.

The Downtown location project went fairly smooth. Initial predictions of

completion were slightly delayed due to some unforeseen events that involved the

owners.

Appendix B shows the final timeline of the projects completion.

4.2 Project Resources

The tables below, figure 5-7, are a list of the resources needed to create the

networks. The tables are broken down into the different locations. The resources include

all hardware and software for each location.

Resources needed for Western Hills

Item Quantity Price | Total Price
Microsoft Windows Server 2003 Standard Edition 1 $697.52 $697.52
Windows XP Professional SP2 upgrade 5 $199.00 $995.00
Linksys 8-port 10/100 switches 3 $49.99 $149.97
3Com 10/100 NIC 1 $52.00 $52.00
Adaptec 29160 SCSI RAID Controller 1 $253.00 $253.00
Virus Protection (Per license) 9 $40.00 $360.00
Grand Total $2,507.49

Figure 5: Western Hills Resources

Resources needed for Montgomery

Item Quantity Price | Total Price
Microsoft Windows Server 2003 Standard Edition 1 $697.52 $697.52
Windows XP Professional SP2 upgrade 3 $199.00 $597.00
Linksys Firewall/Router 1 $79.99 $79.99
Linksys 8-port 10/100 switches 3 $49.99 $149.97
Adaptec 29160 SCSI RAID Controller 1 $253.00 $253.00
Virus Protection (Per license) 7 $40.00 $280.00
High Speed Internet Connection 1 $100.00 $100.00
New Workstation 1 $550.00 $550.00
Grand Total $2,707.48

Figure 6: Montgomery Resources
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Resources needed for Downtown

Item Quantity Price | Total Price
Microsoft Windows Server 2003 Standard Edition 1 $697.52 $697.52
Windows XP Professional SP2 upgrade 3 $199.00 $597.00
Linksys Firewall/Router 1 $79.99 $79.99
Linksys 8-port 10/100 switches 1 $49.99 $49.99
High Speed Internet Connection 1 $100.00 $100.00
Virus Protection (Per license) 5 $40.00 $200.00
Grand Total $1,524.70

4.3 Project Budget

Figure 7: Downtown Resources

The project budget includes the resources and labor cost of all three locations.

The estimated labor rate is $20/hr based on personal experience and level of schooling.

Although I am not getting paid for this project, this would be the rate for my services.

Figure 8 on the next page sh

ows the budget of the project.
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D Task Name Total Cost Baseline Variance Actual

1 |Senior Design lll $18,742.80 $0.00 | $18,742.80 $18,742.80
2 Western Hills Networking Equipment $204.00 $0.00 $204.00 $204.00
3 Install 3 10/100 Sw itches $108.00 $0.00 $108.00 $108.00
4 Configure Router $96.00 $0.00 $96.00 $96.00
5 Western Hills Workstations $2,241.00 $0.00 $2,241.00 | $2,241.00
6 Upgrade to Win XP $1,315.00 $0.00 $1,315.00  $1,315.00
7 Install Virus Protection $278.00 $0.00 $278.00 $278.00
8 Add to Domain $16.00 $0.00 $16.00 $16.00
9 Get all machines os updated & patched $224.00 $0.00 $224.00 $224.00
10 Testing $408.00 $0.00 $408.00 $408.00
11 Western Hills Server $2,346.00 $0.00 $2,346.00 $2,346.00
12 Find drivers for Server 2003 $80.00 $0.00 $80.00 $80.00
13 Order New SCSI & NIC Card $0.00 $0.00 $0.00 $0.00
14 Install SCSI & NIC $8.00 $0.00 $8.00 $8.00
15 Upgrade to Server 2003 $732.00 $0.00 $732.00 $732.00
16 Create Domain $48.00 $0.00 $48.00 $48.00
17 Setup Active Directory $320.00 $0.00 $320.00 $320.00
18 Setup Group Policies $48.00 $0.00 $48.00 $48.00
19 Enable DHCP & DNS $16.00 $0.00 $16.00 $16.00
20 Install Virus Protection Suite $238.00 $0.00 $238.00 $238.00
21 Update & patch Operating system $80.00 $0.00 $80.00 $80.00
22 Setup VPN Connection $24.00 $0.00 $24.00 $24.00
23 Setup RAS Server $16.00 $0.00 $16.00 $16.00
24 Testing $736.00 $0.00 $736.00 $736.00
25 Montgomery Network Equipment $585.80 $0.00 $585.80 $585.80
26 Install High Speed Internet Connection $99.00 $0.00 $99.00 $99.00
27 Install 3 10/100 Sw itches $150.00 $0.00 $150.00 $150.00
28 Install Router/Firew all $176.00 $0.00 $176.00 $176.00
29 Create VPN Connection to WH $160.80 $0.00 $160.80 $160.80
30 Montgomery Workstations $3,736.00 $0.00 $3,736.00 | $3,736.00
36 Montgomery Server $4,716.00 $0.00 $4,716.00 $4,716.00
42 Dow ntow n Networking Equipment $269.00 $0.00 $269.00 $269.00
47 Dow ntow n Workstations $1,923.00 $0.00 $1,923.00| $1,923.00
53 Downtown Server $2,722.00 $0.00 $2,722.00 | $2,722.00
59 [ Design Freeze Presentation $160.00 $0.00 $160.00 $160.00

Figure 8: Project Budget Breakdown

5. Proof of Design

When a user logs onto a system, they will not use the local user accounts that they

previously used, but they will use a domain account setup for each individual user. This

account allows for single-sign-on. The user only has to remember this user account to

logon to any of the workstations, instead of the local account on the specific machine.

This will create separate accounts on the computer for each user, keeping all their files

separate. Figures 9 & 10 following show a domain user logging into a workstation on the
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network. Figure 9 shows logon information. Figure 10 shows a successful login to a

workstation.

Log On to Windows

User name:

Password:

Log on kot |ParaGom

[ (=] 4 ] [ Cancel ] Shut Down. ..

Figure 9: Domain Logon Screen
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5_! My Computer
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@ Set Program Access and
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[ o - CAMIKALL4BAT

rl Z

l‘tj‘StartI J @ é J -3 F:\Senior Designisc... I \! Manage Your Server ” ‘VQ whst3 - Remote ... E domain logon.bmp -... I ,&J % @ 4:17 PM

Figure 10: Successful logon to the Domain
With the three different user profiles that were established earlier, group policies
were put into place to restrict access to specific resources on the workstations. Figures 11
and 12 show the difference between the SMS user and the Managers user profiles. The
SMS user is missing all the administrative tools from the start menu. The manager user

has all the tools available to them. In Appendix C the entire group policy is shown for
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both user groups. The domain administrators group does not have a group policy

of Active Directory for their privileges.
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Figure 11: SMS Group Start Menu
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Figure 12: Managers Group Start Menu

associated with it. The users have been added to the domain administrators built in group
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The computers networking hardware was changed. They were replaced with
10/100 Mbps switches. Tests followed to ensure the computers were still connected and
able to communicate. This occurred by pinging all the machines on the network see these

machines. Figure 13 shows a single ping request used to test one of the connections.

A WINDOWS' system3Z'.cmd.exe

Microsoft Windows [Uersion 5.2_.37901
CC> Copyright 1985-20803 Microsoft Corp.

C:sDocuments and Settingssbhem2ping whsth
Pinging whst5_Paragon.local [192_.168.18_8681 with 32 bytes of data:

Reply from 192_.168_10_.88: bytes=32 timed{ims TTL=128
Reply from 192.168.18.88: bytes=32 timed<lims TTL=128

Reply from 192.168.18.88: bytes=32 timed<lims TTL=128
Reply from 192.168.160.88: bytes=32 time<lms TTL=128

Ping statistics for 192.168.10_806:

Packets: Sent = 4, Received = 4, Lost = @ (B2 loss),.
Approximate round trip times in milli-seconds:

Minimum = Bmsz, Maximum = Bms,. Average = Bms

C:“\Documents and Settings:sbocm>_

Figure 13: Ping request
The servers at each location are configured to provide Dynamic Host
Configuration Protocol (DHCP) services for distributing IP addresses to the workstations.
Figures 14 - 16 on the following pages show start up of the DHCP service on the domain

controllers at all the locations distributing IP addresses to all workstations on their subnet.
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Address Pool A68.10.77  WHST9, Paragan.local 3/10/2006 11:48:50 &M DHCP  0040caac
% 2::::2&2::35 16B.10,78  WHST7.Paragon.local 3/11/2006 1:56:21 PM  DHCP  00COFOLT
J168.10.79  WHSTZ Paragon.local 3112006 11:39:33 AM  DHCP 00111187
J168.10.80  WHSTS Paragon.local 3/11/2006 3:05:27 PM DHCP  000d565:
J168,10,81  WHST4 Paragon.local 3/11/2006 11:46:33 AM  DHCP 000475737
-I;; 192.168,10,82 WHST3 Paragon.local 3/11/2006 11:59:56 AM  DHCP 0004757
8L192.166,10.83  whserver 3/11/2006 11:37:42 AWM DHCP RAS
8l197.165,10.84  whserver 3/11/2006 11:37:45 AWM DHCP RAS
8l197.165,10.85  whserver 3/11/2006 11:37:49 AWM DHCP  RAS
81971651086 whserver 3/11/2006 11:37:54 AWM DHCP  RAS
81192.165,10.87  whserver 3/11/2006 11:37:59 AWM DHCP  RAS
% 192.168.10.88  whserver 3112006 11:538:02 AWM CHCP RAS
% 192.168.10.89  whserver 3112006 11:538:06 AM CHCP RAS
%192.168.10.90 whserver 31102006 11:38:10AM CHZP RAS
%192.168.10.91 whseryer 311102006 11:33:15 4M  DHCP RAS
.;_1 192,168.10.100 ACCOUMTIMNG Paragon. ocal 371002006 11:41:34 AM DHCP  000dSE5E
1] | ol | |
| | |
Figure 14: Western Hills DHCP Service
8 pHcp Hi=] 3
File  Action ‘iew Help
c- | B@RBHB[ @
@ DHCP Address Leases
% deserver.paragon.ocal [192.16¢ | cjignt 1P address | tame | Lease Expiration | Type UnigueIl | D
- [ mkserver.paragon.local [192.16 TR 105 165 10,141 MTST2 Paragonlocal 6102006 3:04:16 AM DHCP 0040ca47. .
- {0 5cope [192.166.10.1281M0 | 8L 105 16 10,142 mkserver.paragon 6/3/2006 9:54:03 PM DHCP RAS
: fddress Pool 8L,197,168.10,143  mhserver paragon 6/312006 9:54:03 PM DHCP RAS
CE. A %192.168.10. 144 mtserver,paragon 6/3f2006 9:54:03 PM CHCP RAS
@ Scope Optians %192.168.10. 145 mtserver, paragon 6/3f2006 9:54:03 PM CDHCP RAS
CE Server Options %192.168.10. 146 mEseryer. paragan 6312006 2:54:03 M CHCP RAS
@ whserver.paragon.local [192. 1€ %192.168.10. 147 rkserver, paragon 6/3f2006 9:54:03 PM DHCP RAS
%192.168.10. 145 mkserver, paragon 6/312006 9:54:04 PM DHCP RAS
%192.168.10. 149 mkserver,paragon 6/312005 9;54;04 PM DHCP RAS
%192.168.10. 150 mtserver,paragon 6/312006 9:54:04 PM CHCP RAS
®197.168.10.151 MTST9.Paragonlocal  6/2{2008 7:10:37 PM DHCP O06067E7...
%192.168.10. 152 mtserver. paragon 6/312006 9:54:04 PM DHCP RAS
[=2192.168.10.153 MTSTE Paragonocal  6/4/2006 8:22:33 AM DHCP 000bdhe3. ..
& 192.168.10.154 MTSTS Paraganocal 6412006 10:40:24 &M DHCP 00c0F022...,
®192.168.10.155 MTST3.Paragonlocal  6/4/2006 5:47:39 AM DHCP o00bdbbe, .
192.168.10. 156 mtst4,Paragon.local 6/452006 8:22:23 AM CHCZP o0obdbbe. ..
®192.165.10.157 MTST7 Paragonlocal  6/4/2008 9:06:21 AM DHCP 00167605,
d | ol [

Figure 15: Montgomery DHCP Service
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File  Action ‘iew Help

M= E3

« = @B 2

E2 pHep

=0 Scape [192.168.10.192]
Address Paol

Address Leases
+l-{ 8] Reservations

]% ritserver. paragon.local [192
H

dl |

= @) dtserver paragon.local [192, 164

Do

A6

whserver,paragon.local [192,1€

Address Leases

Client IP Address

| MName

| Lease Expiration

| Type

Lnigue IC:

o]

BL192.168.10.214
8L,197,168.10,213
BL,197,168.10,212
8L, 192,158.10,211
8L, 197,168.10,210
B1,197,168.10,203
81192.168.10.208
8L,197,168.10,207
8L, 197,168.10,206
®197.166.10,205
92.168.10,204
[ 192.168.10.203
& 192.168.10.202
8L,192,168.10,201

dl

DTSERVER.Paragon
DTSERVER. Paragon
DTSERVER. Paragon
DTSERVER..Paragon
CTSERVER.Paragon
CTSERVER.Paragon
DTSERVER.Paragon
DTSERVER. Paragon
DTSERVER. Paragon
dtstS.Paragon.local
[T5T4.Paragon.local
DTST3.Paragon.local
DTST2.Paragon . lacal
DTSERVER. Paragon

6712006 3:23:57 FM
6712006 3:29:51 PM
6712006 3:29:46 PM
6712008 3:29:40 PM
6712006 312934 FM
6712006 312523 FM
6712006 3:29:25 FM
6712006 3:29:19 PM
6712006 3:29:13 PM
6112006 9:24:17 &M
6112006 8:54:02 &AM

£/10/2006 11:23:43 &M

6112006 5:54:18 AM
6712006 3:29:08 PM

CHCP
CHCP
CHCZP
CHCP
CHCP
CHCP
CHCP
CHCP
CHCZP
CHCP
CHCZP
CHCP
CHCP
CHCP

RAS
RAS
RAS
RAS
RAS
RAS
RAS
RAS
RAS

0004757c, ..
0004757c, ..
onizz0ea...
00045653, ..

RAS

Figure 16: Downtown DHCP Service

The servers at each salon location are configured for Domain Name Server (DNS)

which resolves computer names to IP addresses. Figure 17 shows the DNS forward

lookup addresses for the entire domain that the servers have stored to resolve the

computer names to IP addresses. This information is replicated between each server to

allow for the different subnets to communicate with all the machines on the network.
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_l._ dnsmagmt - [DNS WHSERYER Forward Lookup Zones',paragon.ocal]
A Bl Achion  Wiew  Window  Help | (=1 |
= | BEFEHNE 28 E
F$_| DNS paragon.local 36 record(s)
EB WHIERVER Mame | Type | Data |
L:_I{:I Forward Lookup Zones L3 rmsdes
EI@ _msdcs.Paragon.local D_sites
CI de D_tcp
@m0 domains D_udp
&0 ac -
g [:l DaormainCnsZones
- B0 (I Forestonsz
@ paragon. local a ores .ns HnEs
D Rewerse Lookup Zones | o TAPL3Directory
[],_@ Event Viewsr Z| {same as parent folder) Start of Autharity (SOA) [258], whserver.paragon.local., hos. ..

Name Server (NS)
Mame Server (NS)
Mame Server (NS)

2] (same as parent Folder) Hosk (4)
E (same as parent Folder) Hiosk (4)
2] (same as parent falder) Hosk {43
E] ACCoUNTING Host (&)
E diserver Hosk (&)
El[NE Hast (4]
E]|DpT5T3 Hast (4)
E]pTsT4 Hast (A
2] dests Hast (&)
E mkserver Hiosk (4)
E]mrsTz Hosk (&)
E]MrsT3 Hast (4)
=] mtsts Hast (4]
E]MT5TS Hast (4)
E] mT5T8 Hast (A
Z|mrsT7 Hast (&)
EEE Hast (&)
surveillance Hosk (&)
whserver Hosk (&)
=] wHsTz Hast (4]
E] wHsT3 Hast (4)
Z] wHsT4 Hast (A
2] WHsTs Hast (&)
Z]wHsT7 Hast (&)
E] wHsTg Hosk (&)

dtserver.paragon.local,
rtserver.paragaon.local,
whserver.paragon.local,
192,1658,10.130
192.165,10.194
192.1658,10.66
192.165,10.100
192,168,10.194
192,168,10.202
192,168,10.203
192,1658,10.204
192.165,10.205
192.1658,10.130
192.1658,10.141
192,168,10,155
192,168,10.156
192,168,10.154
192,168,10.153
192.1658,10.157
192.1658,10.151
192.1658.10.78
192,168,10.66
192,165,10.79
192,168.10.92
192,168.10.81
192,1658.10.80
192.1658.10.82
192.1658,10.77

Figure 17: DNS forward lookup table

The servers at all locations have Remote Access Service (RAS) setup to provide

remote access for managers and administrators. Figure 18 shows the RAS at Western

Hills and a connection established from a remote user. Figure 19 and 20 show

establishing a remote connection from a workstation. The RAS service is setup exactly
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the same at each location and all three uses the same Remote access group for client

authentication.

;‘ Routing and Remote Access

File  Action ‘iew Help

=101 x|

c- |B@E B2

i E Ports

R F crote Access Clients (1)

B 1P Routing
% Remote Access Policies
D Remote Access Logging

E Routing and Remate Access Remote Access Clients (1)
% Sefver Status | User Name  © | uration | mumber of Ports
=T+ [y WHIERVER {local) = pARAGONbem 00006 1
i B Nebwork,

Interfaces

Figure 18: RAS session

Connect Paragon

Uszer name: | bom

Pazzword: |Hﬂ citange fhe zaved password oick heref |

Domain: |F'AF|AI3EIN

Save thiz uzer name and paszword for the fallowing users:

() ke anly
() Anyone wha uses this computer

uunnect ][ Cancel ][ Froperties ][ Help

Figure 19: Remote Access logon
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j‘,} Paragon is now connected | %

Click here For more infarmation, ..

AL U ssam

Figure 20: Successful remote connection
The servers are setup as the virus protection managers. Norton Antivirus 10.0
was installed and configured on each server. This service allows for remote installation
and administration of all client computers virus configuration. Figure 21 shows the virus
protection suite installed on the server. Figure 22 shows the log of all activity on the
machines that are running virus protection. All three locations are setup similar. Each

locations server handles the workstations at its location.

:m Symantec System Center - [Console Root',Symantec System Center',System Hierarchy ' Wester ;|g|5|

kﬁ] File  Action Wiew Favorites  Tools  Window  Help | ;lilil
coramlse XFRBRF2BK | ax 228

[_7] Console Root Client; | |Jser | Skatus | 05 Type |
E@ Fymanke: System Center lgWHSTZ PARAGOM wh Enabled Win3z2

=) System Hierarchy = yrsTs PARAGOM steve Enabled Windz

=0 Western Hills = yyrisT4 PARAGON whst Enabled Winaz
&3 Groups (= wisT? PARAGOMwh Enabled Win32
P 3] HEERVER (8 ACCOUNTING  PARAGONTina Enabled Winaz

------ @ Service and Support

Figure 21: Norton Antivirus management console
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E{!Symantec AntiVirus —= il

File Wew Scan Configure Histaries Help

E@ Symantec Snkiviros
- (69] View Event Log
E1-{&)] 5can
E Scan a Floppy Disk T I,o,|| Ttems vI
E Cuskom Scan E | | @ | E | 6
Quick Scan | Evertt | Computer [ user [ Logged [
8] Full Scan B Login succeeded WHSERVER PARAGOMbcm  System J
E% EE';;E:;E £, Login succeeded WHSERVER PARAGOMIbcm  System
% Threat Histary % Symankec Antivirus Startup WHSTS PARAGON steyve Swstem
5L ccan Histaries % Definition File Loaded WHSTS PARAGOMSYSTEM  System
i B % Definition File Loaded WHSTS FARAGOM|steve  System
&, Tamper Histary @3 Client has checked in WHST? PARAGOM b System
[]..6 Lack far Help % Cefinition File Loaded WHST? PARAGOM b System
% Symantec Antivirus Startup WHST? PARAGOMwh System
% Definition File Loaded WHST? PARAGOMISYSTEM  System
% Definition File Loaded WHST? PR AGOM b Swstem
% Symantec Antivirus Shutdown WHST? SYSTEM Swstem
@3 Client has not checked in WHIT? wh System
@3 Client has checked in WHST4 whstd (Logged ... Swstem
% Definition File Loaded WHIT4 SYSTEM System
% Defirition File Loaded WHST4 SYSTEM Systemn
% Symankec Antivirus Startup WHST4 SYSTEM System
% Definition File Loaded WHIT4 SYSTEM System
% Svmantec Antivirus Shutdown  WHST4 SYSTEM Swstem
% Svmantes Antivirus Startun WHST4 SYSTEM | Svstem Llﬂ
Help | Close I

Figure 22: Norton log
Active Directory has been setup and configured on each domain controller. All
the user accounts have been setup and assigned a group policy based on the user group
that a particular employee is assigned. Figure 23 shows the user accounts setup at the
Western Hills location. The setup of each location is like Western Hills, where each has
a Managers and SMS users organization unit inside the location. This enables each user
group to be assigned the specific group policy needed for those user accounts without

interfering with the other user accounts from Western Hills.
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e.‘,'_émctive Directory Users and Computers

@ File  Action Wiew Window Help

JRETE

- Em B XTHE 200 ETE 0

@ Active Directary Users and Computer
-] Saved Queries
EI@ Paragan.local
-1 Builkin
(2] Compters
B1-(] Domain Contralers
@ Downkown
[:| ForeignSecurityPrincipals
@ Mankgomery
D lsers
@ wWestern Hills

Western Hills & objects

arne | Type | Description
ﬁ Ben Moetlein User Adrninistrator
ﬁ Debbie Celek User

ﬂ Donna Miliana User

Managers
SMS_Users
ﬂ Steve Celek
@VPN_Access
ﬁ Western Hills

Organizational Unit
Organizational Unit
Lser

Security Group - Global
User

Manaqger Level Users
SMS users group
Adrministr skar

VPN Access Group

All the computers at each location have been upgraded to Windows XP

Figure 23: Active Directory Users

Professional and can be established in Active Directory. Figure 24 portrays an example

of a computer from the Montgomery location. The properties show that its operating

system is in XP Pro with Service Pack 2. Appendix D has a sample listing of some of the

computers on the domain and the settings each has.
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{-; Active Directory Users and Computers

@ Eile  Action View MWindow Help

«» AR XEFIB 2 gL TS T

@ Active Direckory Users and Computer
-] Saved Queries
E@ Paragon. local

-1 Builtin

423 Computers
(2] Domain Controllers
@ Drovntown
D FareignSecurityPrincipals
@ Montgomery
[:I Users
@ Western Hills

Computers 20 objects

Marmne

ITpe

I Descripkion

B accoUnTING
=lpan
[=nrsTz
EmlnrsTs

=l prsT4
=mlprsTs

= rrsT2

= prsT3

= parsT4

= ST

= rrsTE

= rarsTy

= rsTe

[= S RYEILLANCE
= wHsTz

=] wyHsT3

= yHsTa

= yyHsTS

= yHsT?

= wHsTe

Computer
Computer
MTST4 Properties

Delegation
General

Mame:
Wersion:

Service pack:

Western Hills Accounting camputer

Location | Managed By

Operating System

[ 71X

| Diakin
Member Of

|5.1 [2600)
ISewice Pack 2

Figure 24: Active Directory computers listing

The router/firewall has been setup to establish VPN connections between each

site, and it provides a stateful packet firewall to protect the network from attacks. Once

the VPN configuration was setup on each router to establish this connection, the

connection were tested by pinging an internal IP address of the other location. Further

testing of the VPN link status was established when all three locations could replicate the

domain information successfully. Figures 25-29 establishes these settings and show the

ping reply that was successful between the locations. To make sure the firewalls were

running properly, a port scan, using a tool call NMAP was performed to find all open

ports (from inside and outside) of each location. Appendix E displays the results of each

of these tests.
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A Division of Cisco Systems, Inc.

Broadband Fire

Security Restrict Applications

Setup Access & Gaming Adm

Fireswall

Fireweall Protection:  (3) Enabled () Disabled

Additional Filters [] FiterProxy [] Fiter Cookies
[] Fiter Java Applets [] Fiter Activex
Block WAH Requests Black Anonymaus Internet Requests: (&) Enabled ) Disabled

Fitter Multicast: '@' Enabled O Disabled
Fitter Internet MAT Redirection: (£ Enabled ) Disabled

Fitter IDEMT(Port 1131 &) Enabled O Disabled

Figure 25: Stateful Packet Firewall Setup

2 http: //ineieieiiinidniidis - Summary - Microsoft Internet Explorer : E|E|

VPN Settings Summary

WA IR 216,196,234, 86
No. Tunnel Name Status Local Group Remote Group Remote Gateway Security Method
192,168, 10,64 192,168.10,128
255.255,255,192 255,255,255,192 "7 TTTUTTC

192,168.10.64 192,168.,10,192
2, Cowntown Connectad 255 ES 2EE 197 55, 955, 255.19% 2DES SHA ISAKMP PFS

1, Montgomery Connected 3CES SHA ISAKMP PFS

Figure 26: VPN Configuration of Western Hills
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3 http:// iR - Summary - Microsoft Internet Explorer

VPN Settings Summary

wAaM IPiE6, 161,229,218
Local Group Remote Group Remote Gatewray
192.168.10,128 192.168.10.64
253,235,255,192 255,235.255.192

192,168.10,128 192,168,10,192
255,255.255,192 255,255,255,192

Mo. Tunnel Name  Status Security Method

1. Western Hill: Connected 3DES SHA ISAKMP PFS

2 Downtown  Connected 3DES SHA ISAKMP PFS

ﬂ Daone Q Internet

Figure 27: VPN Configuration of Montgomery

A http:// iRl - Summary - Microsoft Internet Explorer,

VPN Settings Summary

WiAk TR:216,196,197.6

Local Group Remote Group
192.168,10.,192 192.168.10.128
255,255,255,192  255,255,255,1922

192,168.10,192 192,168.10,64
255.255,255,192  255.255,255.192

No. Tunnel Name Status Remote Gateway Security Method

1, Mentgomery Conneced 3DES SHA ISAKMP PFS

2, western Hills  Conneced FDES SHA ISAKMP PFS

£&] bare ® Internet

Figure 28: VPN Configuration of Downtown

SWINDOWS' system32 cmd.exe

Reply from 192.168.168.1308:
Reply from 192.168.108.138:
Reply from 192.168.108.138:
Reply from 192.168.160.138:

bytes=32 time=27ms TTL=128
bytes=32 time=26ms TTL=128
bytes=32 time=2tms TTL=128
bytes=32 time=31ms TTL=128

Ping statistics for 192.168.10.138:
Packetz: Sent = 4, Received = 4, Lost = @ (Bx loss),
Approximate round trip times in milli-seconds:
Minimum = 25ms, Maximum = 3ims, Average = 27ms

C:“\Documents and Settings“bcm>ping —-a 192.168.168.13A4

Pinging MTSERUER [192_168.18.138]1 with 32 hytes of data:

Reply from 192.168_.18.138: bhytes=32 time=29m= TTL=128
Reply from 192.168_.18.138: bhytes=32 time=24ms TTL=128
Reply from 192.168_.10.138: bhytes=32 time=24ms TTL=128
Reply from 192 _168.10.138: bytes=32 time=38msz TTL=128

Ping statistics for 192_.168.10_138:

Packets: Sent = 4. Received = 4, Lost = B (B2 loss),
Approximate round trip times in milli-seconds:

Minimum = 25ms. Maximum = 3Bms,. Average = 27ms

C:»Documents and Settingsshcom’

Figure 29: Ping request from Western Hills Server to Montgomery Server
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After all the previous settings were in place and configured properly, all the

workstations were added to the domain. Accessibility through the network for all

workstations was established next. Figure 30 shows the network neighborhood

displaying all the workstations in the domain. When this screen capture was taken, these

machines were the only machines that were up on the network. The three locations are

available by the names of the machines. WH is Western Hills, DT is Downtown, and MT

is Montgomery.

[’g Paragon !E I
File Edt Miew Favorites Tooks  Help | "
Q Back = ) - b | - Search Folders | & X ) | -

Address Idlfj Paragon j w

) Dowsnkowen Domain Server
(Dtserver)

Q)\g Dikst4

Q)\g TAMNYA'S OFFICE (MEst2)

Q)\g FROMT DESK REAR (IMEsta)

\ CASH DRAWER FRONT DESK
LEFT (whst2)

Q)\g Front Desk Right {Whst7

Q)\g DT FROMT DESK RIGHT (Dbst3)

) Montgomery Domain Controller
(Mtserver)

g\g Front Desk Left (MEst4)

g\g Whserver
g\g DER'S OFFICE {WhstS)

Q)\g FROMT DESK, MIDDLE (Dtst2)

Q)\g Diksts
Q)\g CASH DRAWER (MEst3)
Q)\g MEska

Q)\g Whistd
Q)\g KELLY'S COMPUTER. ("Whst3)

Figure 30: Paragon Network Neighborhood

The fileserver for SMS was the last setup at each location. The fileserver was

setup to allow all domain users access to the drive where all the SMS files are stored.
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Figure 31 shows the D share that was setup at Western Hills to allow users to access the
SMS files. This was also done at Montgomery and Downtown because the three
locations run independently of each other. The only difference between Downtown and

the other locations is the SMS files are located on the C: drive.

E Computer Managemenk = |Elli|
Q Eile  Action Miew ‘Window Help | o =
e = | | | E2
E Camputer Management (Lacal) Share M... | Folder Path | Tvpe | # Client Connections | Description
Em Swskem Tools L aDmMIng CHWINDOWS Windows [u} Rermoke Admin
" Event Vigwer [l (1] windows 0 Default share
=)~ Shared Folders 4
@ Sharfas 0% D:h, windows [u} Default share
el Sessn:un.ls mES Er Windows ] Defaulk share
i pE' FODB” Fi ef 4 Aot ElPcs windows o Remate IPC
_____ 1 Dee:izgmhjzgj eorgs and Alerty QNETLOGON CHWINDOWSsysy.., Windows u] Lagon server shat
B rage 4 Edprints CHWINDOWSsyst,,,  Windows i} Printer Drivers
&3 Removable Storage EsyswoL |C:'I,WINDOWS'l,sysvol'l,sysvc.ul|dows 0 Logon server .sl'fat
[ Disk Defragmenter QVPHOME Dilsay Windows u] Symantec Antivir
358 Disk Management QVPLOGON Disavilogon Windows u] Syrnantec Antivire
E]—-% Services and Applications
| | > | i

Figure 31: Western Hills SMS Fileshare
6. Testing
To ensure that all the aspects that in the design are functioning properly, test cases
for each instance were performed. Figure 32 — 34 shows test cases that were performed
at each location and the results of each test. The tests were done after each instance was

implemented to ensure that proper installation and configuration of the step completed.
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Test | Method Success | Failure Comments
Western Hills Location
. _— . Ping to all machines on the

Switches functioning |Ping test X g
network succesful

Int (c " B the Web X Able to navigate to multiple web

niernet Lonnection rowse the we pages through Internet Explorer

. Abl r | m r nam

DNS Ping test by Hostname X ble to resolve computer name to
IP address

DHCP Renew IP address X Able to obtain an IP address from
the server

. . . Successful login using domain

Logon to Domain Logon to workstation on Domain X 9 9
account

Printing Send test print to all printers X Print test page printed to all

VPN user-to-site Create VPN connection from remote computer X Able to logon to network remotely,

VPN site-to-site Create VPN connection between 2 locations X Successful ping between Western
No hardware conflicts were

. . i discovered on workstations, and

Windows XP Upgrade |Test all hardware/software functionality X -
all software installed worked
properly.

Server 2003 Upgrade |Test all hardware/software functionality X No hardware conflicts were

Domain Setup Ability to get access all resources available X Resources are all available

Resource Access Run Resultant Set of Policy for users/groups X Group policies have been setup.

Router Configuration

Test to see if settings are properly configured

Initially could not get outside of the
network, result was a invalid IP
address set on router interface

Figure 32: Western Hills Test Cases and Results

Test

| Method

Success

Failure

Comments

Montgomery Location

Switches functioning

Ping test

Ping to all machines on the
network succesful

Internet Connection

Browse the Web

Able to navigate to multiple web
pages through Internet Explorer

DNS

Ping test by Hostname

All machines were able to resolve
ip address to machine names

DHCP

Renew IP address

DHCP initially failed because the
service did not have a valid
administrator account set for it to
distribute addresses.

Logon to Domain

Logon to workstation on Domain

Domain logon was succesful

Printing

Send test print to all printers

Print test page printed to all
printers

VPN user-to-site

Create VPN connection from remote computer

RAS is not set up at this location
yet

VPN site-to-site

Create VPN connection between 2 locations

Successful ping between
Montgomery and Western Hills

Windows XP Upgrade

Test all hardware/software functionality

No hardware conflicts were
discovered on workstations, and
all software installed worked

properly.

Server 2003 Upgrade

Test all hardware/software functionality

No hardware conflicts were
discovered on workstations, and
all software installed worked
properly.

Domain Setup

Ability to get access all resources available

Domain was established with
Western Hills and replication was
established between each location

Resource Access

Run Resultant Set of Policy for users/groups

Group policy have been put in
place.

Router Configuration

Test to see if settings are properly configured

Able to navigate to multiple web
pages through Internet Explorer,
VPN connection to Western Hills
up and running, and firewall
appears to be working

Figure 33: Montgomery Test Cases and Results
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Test | Method Success | Failure Comments
Downtown
. . . Ping to all machines on the
Switches functioning  [Ping test X 9
network succesful
| c ) B he Web % Able to navigate to multiple web
nternet Connection rowse the We pages through Internet Explorer
. Able to resolve computer name to
DNS Ping test by Hostname X P
IP address
DHCP initially failed because the
Vi id not have a vali
DHCP Renew IP address X service did not have a valid )
administrator account set of ti to
distribute addresses.
. . . Successful login using domain
Logon to Domain Logon to workstation on Domain X 9 9
account
Printing Send test print to all printers X Print test page printed to all
VPN user-to-site Create VPN connection from remote computer X Able to logon to network remotely,
VPN site-to-site Create VPN connection between 2 locations X Successful ping between Western
No hardware conflicts were
. . . discovered on workstations, and
Windows XP Upgrade |Test all hardware/software functionality X .
all software installed worked
properly.
Server 2003 Upgrade |Test all hardware/software functionality X No hardware conflicts were
Domain Setup Ability to get access all resources available X Resources are all available
Resource Access Run Resultant Set of Policy for users/groups X Group policies have been setup.
' . . . ) Able to get outside network and
Router Configuration [Test to see if settings are properly configured X g

connect to other locations.

Figure 34: Downtown Test Cases and Results

7. Conclusion and recommendations

The network rebuild for Paragon Salons was a successful project that all

established deliverables were meet. The budget was pretty close to what had been

planned. The owner has bought a few extra machines outside the budget scope. The

networks at each location are now more secure than they ever were and running at speeds

that were not possible six months ago. This network redesign gives the owners the

abilities that they were looking for in the beginning with even more than they expected.

The ability to remotely connect to the network from any high speed internet connection

will provide countless rewards for the salon with the ability to run SMS and manage the

network from anywhere. Overall this was a very good learning experience for myself

and provided a company in need a solution to their problems. The most important thing
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coming from the project is the owners are very happy with the solution. They have been
opened to some technologies that they were not aware of before and are now reaping
their benefits.

Recommendations that | suggest would be to continually monitor all machines at
each store to make sure they update themselves and that the virus protection continues to
function properly. These are two of the biggest reasons companies get hit with attacks
because they have vulnerabilities in their networks. | would also suggest that the owners
have someone monitor the servers on a routine basis to make sure all services and
functionality is working properly. | suggest this because the owners are not familiar with
the server operating system setup as a domain controller and might miss a problem on the

Server.
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Appendix A.
Initial Network Diagrams

Western Hills LAN Topology
Before Upgrade

Network Information
Workgroup: 1

IP Range: 192.168.1.1 - 12
Subnet: 255.255.255.0 f

Router/Stateful Packet Firewall

P Laserjet 4100

ST9
0OS: XP Home SP2  Hp PSC 2210

SERVER2

OS: Win NT 4.0 Server g
10/100 HUB

%7 ST7
10/100 HUB OS: WIN 98
ACCOUNTING
0S: XP Pro SP1 &

ST5

@ | 0OS: XP Pro SP1

Your-3F22C8FGFB

oT3 HP Laserjet 1200 oT4
0S: Win 98 SE OS: Win 98 SE

10/100|Switch

HP Laserjet 4100

0OS: XP Pro SP2

Figure 35: Western Hills LAN topology before upgrade
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Downtown LAN Topology
Before Upgrade

Network Information

Workgroup: Workgroup

IP Range: 170.17.100.1 - 6

Subnet; 255.255.0.0

/au/d

SERVER
0OS: Win 2000 Server

HP Laserjet 1200

ST3
OS: Win. 2000 SP2
ST5

OS: Win. 2000 SP4

ST2

OS: Win. XP Pro. SP1 @

ST4
OS: Win. 2000 SP2

Figure 36: Downtown LAN Topology before Upgrade
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Montgomery LAN Topology
Before Upgrade

Network Information
Workgroup: 1

IP Range: 192.168.1.1 - 10
Subnet: 255.255.255.0

ST9
0OS: Wi‘/{; 98 SE 0OS: Win 98 SE

.‘ V-
HP psc 2210

ST2
0S: XP Home SP1

10/100 Mb Hub

\\.
o
10/100 Mb Hub =

NT-SERVER
OS: Win NT 4.0 Server

HP Laserjet
0S: Win 98 SE 4100
10/100 Mb Hub
{2

>
HP Laserjet Q
Series Il Q

0OS: Win XP Pro SP1 0OS: Win XP Pro SP1

ST6
0S: Win XP Pro SP1

Figure 37: Montgomery LAN topology before upgrade



Appendix B.
Project Timeline

ID |Task Name | Start | Finish Baseline Start [
1 Senior Design Il Thu 1/26/06 Sat 5/27/06 Thu 1/26/06
2 Western Hills Networking Equipment Sun 1/29/06 = Sun 2/12/06 Sun 1/29/06
3 Install 3 10/100 Sw itches Sun 1/29/06 Sun 1/29/06 Sun 1/29/06
4 Configure Router Sun 2/12/06|  Sun 2/12/06 Sun 2/12/06
5 Western Hills Workstations Thu 1/26/06  Wed 2/22/06 Thu 1/26/06
6 Upgrade to Win XP Thu 1/26/06 Sun 1/29/06 Thu 1/26/06
7 Install Virus Protection Tue 2/14/06 Tue 2/14/06 Tue 2/14/06
8 Add to Domain Wed 2/22/06  ~ Wed 2/22/06 Wed 2/22/06
9 Get all machines os updated & patched Thu 1/26/06 Wed 2/8/06 Thu 1/26/06
10 Testing Sun 1/29/06 Tue 2/14/06 Sun 1/29/06
11 Western Hills Server Thu 2/2/06 | Sun 4/23/06 Thu 2/2/06
12 Find drivers for Server 2003 Thu 2/2/06 Sat 2/11/06 Thu 2/2/06
13 Order New SCSI & NIC Card Mon 2/13/06  ~ Wed 2/22/06 Mon 2/13/06
14 Install SCSI & NIC Wed 2/22/06  Wed 2/22/06 Wed 2/22/06
15 Upgrade to Server 2003 Wed 2/22/06  Wed 2/22/06 Wed 2/22/06
16 Create Domain Wed 2/22/06| Wed 2/22/06 Wed 2/22/06
17 Setup Active Directory Wed 2/22/06 Sat 2/25/06 Wed 2/22/06
18 Setup Group Policies Sun 3/26/06 Tue 3/28/06 Sun 3/26/06
19 Enable DHCP & DNS Wed 2/22/06  Wed 2/22/06 Wed 2/22/06
20 Install Virus Protection Suite Thu 2/23/06 Sat 2/25/06 Thu 2/23/06
21 Update & patch Operating system Wed 2/22/06| Wed 2/22/06 Wed 2/22/06
22 Setup VPN Connection Mon 2/27/06 ~ Mon 2/27/06 Mon 2/27/06
23 Setup RAS Server Thu 2/23/06 Thu 2/23/06 Thu 2/23/06
24 Testing Wed 2/22/06  ~ Sun 4/23/06 Wed 2/22/06
25 Montgomery Network Equipment Mon 2/27/06 Wed 3/1/06 Mon 2/27/06
26 Install High Speed Internet Connection Mon 2/27/06 ~ Mon 2/27/06 Mon 2/27/06
27 Install 3 10/100 Sw itches Mon 2/27/06 Mon 2/27/06 Mon 2/27/06
28 Install Router/Firew all Tue 2/28/06 Tue 2/28/06 Tue 2/28/06
29 Create VPN Connection to WH Wed 3/1/06 Wed 3/1/06 Wed 3/1/06
30 Montgomery Workstations Mon 2/27/06 Sun 3/26/06 Mon 2/27/06
31 Upgrade to Win XP Mon 2/27/06 ~ Mon 2/27/06 Mon 2/27/06
32 Install Virus Protection Sun 3/12/06| Mon 3/13/06 Sun 3/12/06
33 Add to Domain Mon 3/13/06 ~ Mon 3/13/06 Mon 3/13/06
34 Update OS Tue 2/28/06 Tue 2/28/06 Tue 2/28/06
35 Testing Mon 2/27/06 Sun 3/26/06 Mon 2/27/06
36 Montgomery Server Mon 2/27/06 Sun 3/26/06 Mon 2/27/06
37 Install New SCSI controller Mon 2/27/06  ~ Mon 2/27/06 Mon 2/27/06
38 Upgrade to Server 2003 Tue 2/28/06 Tue 2/28/06 Tue 2/28/06
39 Join to Domain Sun 3/12/06 Sun 3/12/06 Sun 3/12/06

Figure 38: Project timeline
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ID | Task Name Duration Start Finish Baseline Start

1 Downtown Networking Equipment 15.38 days Sun 4/2/06  Mon 4/17/06 Sun 4/2/06
2 Get High-speed internet connection 4 days Sun 4/2/06  Mon 4/17/06 Sun 4/2/06
3 Install 10/100 Switches 0.33 days Sun 4/9/06| Mon 4/10/06 Sun 4/9/06
4 Configure Router 0.33 days Fri 4/14/06 Fri 4/14/06 Fri 4/14/06
5 Create VPN connection to WH & MT 0.33 days Sun 4/16/06 Mon 4/17/06 Sun 4/16/06
6 Downtown Workstations 19.38 days Sun 4/9/06 Fri 4/28/06 Sun 4/9/06
7 Upgrade to Win XP 0.33 days Sun 4/9/06| Mon 4/10/06 Sun 4/9/06
8 Add to Domain 0.33 days Mon 4/17/06 Mon 4/17/06 Mon 4/17/06
9 Install Virus Protection 0.33days| Wed 4/19/06 Wed 4/19/06 Wed 4/19/06
10 Patch & update operating systems 2.67days  Mon 4/10/06 Wed 4/19/06 Mon 4/10/06
11 Testing 5 days Sun 4/9/06 Fri 4/28/06 Sun 4/9/06
12 |Downtown Server 39.38 days Sun 4/9/06 Thu 5/18/06 Sun 4/9/06
13 Upgrade to Server 2003 0.33 days Sun 4/9/06  Mon 4/10/06 Sun 4/9/06
14 Join to Domain 0.33 days Sun 4/16/06| Mon 4/17/06 Sun 4/16/06
15 Update & patch Operating system 2.33days| Mon 4/10/06 Tue 4/18/06 Mon 4/10/06
16 Install Virus Protection Suite 1 day Sun 4/16/06 Wed 4/19/06 Sun 4/16/06
17 Testing 9.67 days Sun 4/9/06 Thu 5/18/06 Sun 4/9/06
18 |[Active Directory 7.38 days?  Mon 5/22/06 Mon 5/29/06 Mon 4/17/06
19 Create Group Policies 1.67 days?  Mon 5/22/06 Fri 5/26/06 Mon 4/17/06
20 Create Individual user accounts 2days?  Mon 5/22/06| Mon 5/29/06 Sat 4/22/06
21 Link users to Groups 1.33days?| Wed5/24/06  Mon 5/29/06 Tue 5/2/06
22 Test User accounts privileges 4.38days?  Mon 5/22/06 Fri 5/26/06 Sat 5/6/06
23 | TechExpo Presentation 0.33 days? Fri 5/19/06 Fri 5/19/06 Fri 5/19/06
24 | Design Freeze Presentation 0.33 days Thu 5/25/06 Thu 5/25/06 Thu 5/25/06

Figure 39: Project timeline continued
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Appendix C.
Group Policies

SMS Users

Data collected on: 5/27/2006

12:33:33 PM

General

Details

Domain Paragon.local

Owner PARAGON\Domain Admins

Created 5/22/2006 10:18:54 AM

Modified 5/24/2006 2:19:44 PM

User Revisions 69 (AD), 69 (sysvol)

Computer Revisions 15 (AD), 15 (sysvol)

Unique ID {1A18D6C8-92E3-4853-9968-B137A32299BB}
GPO Status Enabled

Links

Location Enforced Link Status Path
SMS_Users No Enabled Paragon.local/Western

Hills/SMS_Users
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name

NT AUTHORITY\Authenticated Users

WMI Filtering

WMI Filter Name None
Description Not applicable
Delegation

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited
NT AUTHORITY\Authenticated Users ~ Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE Read No

DOMAIN CONTROLLERS

NT AUTHORITY\SYSTEM Edit settings, delete, modify security No
PARAGON\Domain Admins Edit settings, delete, modify security No
PARAGON\Enterprise Admins Edit settings, delete, modify security No
Computer Configuration (Enabled)

Windows Settings

Security Settings

System Services
Help and Support (Startup Mode: Disabled)
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Permissions

No permissions specified

Auditing

No auditing specified

Administrative Templates

System/Windows Time Service/Time Providers

Policy

Configure Windows NTP Client

NtpServer

Type

CrossSiteSyncFlags

ResolvePeerBackoffMinutes

ResolvePeerBackoffMaxTimes

SpecialPollinterval

EventLogFlags

Policy

Enable Windows NTP Client

User Configuration (Enabled)

Windows Settings

Security Settings

Public Key Policies/Autoenroliment Settings

Policy

Enroll certificates automatically

Renew expired certificates, update pending certificates,
and remove revoked certificates
Update certificates that use certificate templates

Administrative Templates
Control Panel

Policy

Prohibit access to the Control Panel
Control Panel/Add or Remove Programs

Policy

Hide Add New Programs page

Hide Add/Remove Windows Components page

Hide Change or Remove Programs page

Hide the Set Program Access and Defaults page

Remove Add or Remove Programs
Control Panel/Printers

Setting

Enabled
WHSERVER

NTSDS

15

3600

Setting

Enabled

Setting

Enabled
Disabled

Disabled

Setting

Enabled

Setting

Enabled
Enabled
Enabled
Enabled

Enabled
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Policy

Browse the network to find printers

Default Active Directory path when searching for printers

Default Active Directory path

Setting
Enabled

Enabled
LDAP://DC=WHSERVER,DC=Paragon,DC=local

example --> LDAP://DC=Domain1,DC=MyCompany,DC=com.

Desktop
Policy

Hide Internet Explorer icon on desktop

Hide My Network Places icon on desktop

Remove Properties from the My Computer context menu

Desktop/Active Desktop
Policy

Enable Active Desktop

Allows HTML and JPEG Wallpaper

Policy

Prohibit changes

Prohibit deleting items
Network/Network Connections

Policy

Ability to Enable/Disable a LAN connection

Ability to rename LAN connections or remote access

connections available to all users

Prohibit access to properties of a LAN connection

Prohibit access to properties of components of a LAN

connection
Shared Folders

Policy

Allow shared folders to be published
Start Menu and Taskbar

Policy

Add Logoff to the Start Menu

Lock the Taskbar

Prevent changes to Taskbar and Start Menu Settings

Remove Favorites menu from Start Menu

Setting
Enabled
Disabled

Enabled

Setting

Enabled

Setting
Enabled

Enabled

Setting
Disabled

Disabled

Enabled

Enabled

Setting

Enabled

Setting

Enabled
Enabled
Enabled

Enabled
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Remove Help menu from Start Menu

Remove links and access to Windows Update

Remove My Music icon from Start Menu

Remove My Pictures icon from Start Menu

Remove Network Connections from Start Menu

Remove Run menu from Start Menu

Remove Set Program Access and Defaults from Start menu

System
Policy

Don't display the Getting Started welcome screen at logon

Prevent access to registry editing tools

Disable regedit from running silently?

Policy

Prevent access to the command prompt

Disable the command prompt script processing also?
System/Ctri+Alt+Del Options
Policy

Remove Task Manager
System/Internet Communication Management

Policy

Restrict Internet communication

System/Internet Communication Management/Internet Communication settings

Policy

Turn off downloading of print drivers over HTTP

Turn off Internet download for Web publishing and online

ordering wizards

Turn off Internet File Association service

Turn off printing over HTTP

Turn off the "Order Prints" picture task

Turn off the "Publish to Web" task for files and folders

Turn off the Windows Messenger Customer Experience

Improvement Program

Turn off Windows Movie Maker automatic codec downloads

Turn off Windows Movie Maker online Web links

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Setting
Enabled

Enabled

Yes

Setting

Enabled
No

Setting

Enabled

Setting

Enabled

Setting
Enabled

Enabled

Enabled
Enabled
Enabled
Enabled

Enabled

Enabled

Enabled
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Turn off Windows Movie Maker saving to online video

hosting provider
System/Power Management

Policy

Prompt for password on resume from hibernate / suspend

Windows Components/Internet Explorer
Policy

Disable Internet Connection wizard
Windows Components/Microsoft Management Console

Policy

Restrict the user from entering author mode

Restrict users to the explicitly permitted list of snap-ins
Windows Components/Task Scheduler

Policy

Prevent Task Run or End

Prohibit Browse

Prohibit New Task Creation

Prohibit Task Deletion
Windows Components/Windows Media Player

Policy

Prevent CD and DVD Media Information Retrieval

Prevent Music File Media Information Retrieval

Prevent Radio Station Preset Retrieval
Windows Components/Windows Messenger

Policy

Do not allow Windows Messenger to be run

Do not automatically start Windows Messenger initially
Windows Components/Windows Movie Maker

Policy

Do not allow Windows Movie Maker to run

Figure 40: SMS users’ group policy

Enabled

Setting

Enabled

Setting

Enabled

Setting
Enabled

Enabled

Setting

Enabled
Enabled
Enabled

Enabled

Setting
Enabled
Enabled

Enabled

Setting
Enabled

Enabled

Setting

Enabled
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Managers

Data collected on: 5/27/2006

12:32:51 PM
General

Details

Domain

Owner

Created

Modified

User Revisions
Computer Revisions

Unique ID

GPO Status
Links

Location

Managers

Paragon.local

PARAGON\Domain Admins

5/24/2006 2:05:40 PM

5/24/2006 3:13:44 PM

22 (AD), 22 (sysvol)

2 (AD), 2 (sysvol)

{256BB900-E74D-44C4-8E95-1DCE8213AA72}

Enabled
Enforced Link Status
No Enabled

This list only includes links in the domain of the GPO.

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

Name

NT AUTHORITY\Authenticated Users

WMI Filtering
WMI Filter Name

Description
Delegation

None

Not applicable

These groups and users have the specified permission for this GPO

Name

NT AUTHORITY\Authenticated Users
NT AUTHORITY\ENTERPRISE
DOMAIN CONTROLLERS

NT AUTHORITY\SYSTEM
PARAGON\Domain Admins

PARAGON\Enterprise Admins

Computer Configuration (Enabled)

Administrative Templates

Allowed Permissions
Read (from Security Filtering)

Read

Edit settings, delete, modify security
Edit settings, delete, modify security

Edit settings, delete, modify security

System

Policy Setting
Do not display Manage Your Server page at logon Enabled
System/Logon

Inherited

No

No

No

No

No

Path

Paragon.local/Western

Hills/Managers
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Policy

Don't display the Getting Started welcome screen at logon

User Configuration (Enabled)

Windows Settings

Security Settings

Public Key Policies/Autoenroliment Settings
Policy

Enroll certificates automatically

Renew expired certificates, update pending certificates,
and remove revoked certificates
Update certificates that use certificate templates

Administrative Templates
Control Panel

Policy

Force classic Control Panel Style
Control Panel/Printers

Policy

Browse the network to find printers

Default Active Directory path when searching for printers

Default Active Directory path

Setting

Enabled

Setting

Enabled
Disabled

Disabled

Setting

Enabled

Setting
Enabled

Enabled
LDAP://DC=WHSERVER,DC=Paragon,DC=local

example --> LDAP://DC=Domain1,DC=MyCompany,DC=com.

Network/Network Connections
Policy

Ability to Enable/Disable a LAN connection
Shared Folders

Policy

Allow shared folders to be published
Start Menu and Taskbar

Policy

Add Logoff to the Start Menu

Remove Favorites menu from Start Menu

Remove My Music icon from Start Menu

Remove My Pictures icon from Start Menu
System

Policy

Don't display the Getting Started welcome screen at logon
System/Power Management

Policy

Setting

Enabled

Setting

Enabled

Setting

Enabled
Enabled
Enabled

Enabled

Setting

Enabled

Setting
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Prompt for password on resume from hibernate / suspend

Windows Components/Windows Messenger
Policy

Do not allow Windows Messenger to be run

Do not automatically start Windows Messenger initially
Windows Components/Windows Movie Maker

Policy

Do not allow Windows Movie Maker to run

Figure 41: Managers users’ group policy

Enabled

Setting
Enabled

Enabled

Setting

Enabled
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Appendix D
Sample Computer Configurations

Windows Server Installation Documentation

Basic Information

Operating System Windows Server 2003 Standard Edition

Server Name WHSERVER NetBios Name WHSERVER
Product Version Installation Date | January ‘06

Time Zone (GMT-05:00) Eastern time (US & Canada)

Organization Paragon | Company | Paragon Salons, Inc.

Physical Section

Memory 768 MB

Physical Disk (1) Capacity 18 GB File Name
Physical Disk (2) Capacity 18 GB File Name
Physical Disk (3) Capacity File Name

RAID Configuration RAID 1

Logical Disks Capacity

C: 44GB, D: 12.6 GB

Dynamic Volumes

Network Interface Card (1) 3Com Etherlink XL 10/100 PCI

Network Interface Card (2)

Network Interface Card (3)

Network Interface Card (4)

Windows Configuration

Server Role(s) Domain Controller

Domain/Workgroup Name Paragon

Protocol[s] DHCP, DNS, RAS

Server TCP/IP Address (1) 192.168.10.66 Subnet 255.255.255.192
Server TCP/IP Address (2) Subnet

Server TCP/IP Address (3) Subnet

Server TCP/IP Address (4) Subnet

DNS Server No 1 192.168.10.66 DNS Server No 2

DHCP Configuration Yes Gateway Address | 192.168.10.65
WINS No 1 WINS No 2

Administrative Accounts Administrator Password

Automatic Updates

Download and notify

Installed Utilities, Service Packs, and Applications

Adobe Reader 7.0.7

Symantec Antivirus

Dell Inkjet Printer J740

Symantec System Center

LiveUpdate 2.6 (Symantec Corp)

WIBU-KEY Setup

Microsoft Group Policy Management Console with SP1

Service Pack 1

Windows Support Tools

Notes
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All Services —

Installed

Alerter

Intel File Transfer

Remote Procedure Call (RPC)

Terminal Services
Session
Directory

Application Experience Lookup
Service

Intel PDS

Remote Procedure Call (RPC)
Locator

Themes (Except
64 bit edition)

Application Layer Gateway
Service
(Except Web edition)

Intersite Messaging

Remote Registry

Uninterruptible
Power Supply

Application Management

IPSEC Services

Removable Storage

Upload Manager

Automatic Updates Kerberos Key Distribution Resultant Ser Of Policy Virtual Disk
Center Provider Service
Background Intelligent Transfer | License Logging Routing And Remote Access Volume Shadow
Service Copy
Clipbook Logical Disk Manager Secondary Logon WebClient
COM+ Event System Logical Disk Manager Security Accounts Manager Windows Audio

Administrative Service

COM+ System Application

Messenger

Server

Windows Image
Acquisition

(WIA)

Computer Browser

MS Software Shadow Copy
Provider

Shell Hardware Detection

Windows Installer

Crytographic Services Net Logon Smart Card WMI
DCOM Server Process NetMeeting Remote Desktop SNMP Service WMI Driver
Launcher Sharing (Except 64 bit Extensions
edition)
DHCP Client NetSentinel SNMP Trap Service Windows Time
DHCP Server Network Connections Special Administration Console | WinHTTP Web
Helper Proxy Auto-
discorvery
Service
Distributed File System Network DDE System Event Notification Wireless
Configuration
Distributed Link Tracking client | Network DDE DSDM Symantec Antivirus Definition WMI Performance
Watcher Adapter
Distributed Link Tracking Server | Network Location Awareness Symantec Event Manger Workstation
(NLA)
Distributed Transaction NT LM Security Support Symantec Network Drivers
Coordinator Provider Service
DNS Client Performance Logs and Alerts Symantec Password Validation
DNS Server Plug and Play Symantec Settings Manager Others

Error Reporting Service

Portable Media Serial Number
(Except 64 bit edition)

Symantec SPBBCSvc

Event Log

Print Spooler

Task Scheduler

File Replication Service

Protected Storage

TCP/IP NetBIOS Helper

Help and Support

Remote Access Auto
Connection Manager

Telephony

HTTP SSL

Remote Access Connection
Manager

Telnet

Human Interface Device Access

Remote Desktop Help Session
Manager

Terminal Services

IMAPI CD-Burning COM
Service

Indexing Service

Intel Alert Handler
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Microsoft Windows XP Installation Documentation

Basic Information

Operating System

Windows XP Professional SP2

Computer Name ACCOUNTING NetBios Name | ACCOUNTING
Product Version Installation 01/06
Date

User Name bcm Organization Paragon Salons, Inc.
Physical Section
Memory 256 MB
Physical Disk (1) Capacity 74.5 File Name

GB
Physical Disk (2) Capacity File Name
Physical Disk (3) Capacity File Name
RAID Configuration RAIDO RAID1 RAID5 RAIDO+1 Other:
Logical Disks Capacity C:745GB

Dynamic Volumes

Network Interface Card (1)

Broadcom 440x 10/100 Integrated Controller

Network Interface Card (2)

Network Interface Card (3)

Network Interface Card (4)

Windows Configuration

Product Key Time Zone (GMT-05:00) Eastern time (US & Canada)
Administrative Account Administrator Password
Country or Region United States of Area Code 513
America
Regional Settings English (United States) Language Western Europe and United States
Group
Domain/Workgroup Name Paragon
Protocol(s) TCP/IP
Computer TCP/IP Address (1) DHCP Subnet | 255.255.255.192 | Computer TCP/IP Address (2)
DNS Server #1 192.168.10.66 | DNS Server #2 N/A
DHCP Configuration Yes Gateway Address 192.168.10.65
WINS Server #1 WINS Server #2 N/A

Automatic Updates

Enabled: Every day @ 3:00 a.m.

Download Only

Windows Components (Bold — Default Components)

Accessories and Utilities

MSN Explorer

Accessories

Networking Services

Calculator

Internet Gateway Device Discovery and Control Client

Character Map

Outlook Express

Clipboard Viewer

Update Root Certificates

Desktop Wallpaper

Windows Media Player

Document Templates

Windows Messenger

Mouse Pointers

Paint

Games

Freecell

Hearts

Internet Games

Minesweeper

Solitaire
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Spider Solitaire

Internet Explorer

Installed Applications

Adobe Reader 7.0.7

Symantec Antivirus

Broadcom Management Programs

WIBU-KEY Setup

Dell Inkjet Printer J740

Windows Installer 3.1

Dell Solution Center

Easy CD Creator 5 Basic

HighMAT Extention to Microsoft Windows XP CD Writing Wizard

HP Photo and Imaging 1.0 - HP PSC - HP OfficeJet

HP Photo and Imaging 1.0 - HP PSC - HP OfficeJet

HP Photo and Imaging 1.0 - HP PSC - HP OfficeJet Drivers

Intel Extreme Graphics Driver

Java 2 Runtime Environment, SE v1.4.2

LiveUpdate 2.6 (Symantec Corporation)

Microsoft Works 7.0

OMCI

Quickbooks Pro 99

Windows Services (Bold — Default components)

Alerter

Messenger

Smart Card

WMI
Performance
Adapter

Application Layer Gateway
Service

MS Software Shadow Copy
Provider

Symantec Antivirus Definition
Watcher

Workstation

Application Management Net Logon Symantec Event Manger
Automatic Updates NetMeeting Remote Desktop Symantec Network Drivers OTHER:
Sharing Service

Background Intelligent
Transfer Service

Network Connections

Symantec Password Validation

Clipbook

Network DDE

Symantec Settings Manager

COM+ Event System

Network DDE DSDM

Symantec SPBBCSvc

COM+ System Application

Network Location Awareness
(NLA)

SSDP Discovery Service

Computer Browser

Network Provisioning Service

System Event Notification

Cryptographic Services

NT LM Security Support
Provider

System Restore Service

DCOM Server Process
Launcher

Performance Logs and Alerts

Task Scheduler

DHCP Client

Plug and Play

TCP/IP NetBIOS Helper

Distributed Link Tracking
Client

Portable Media Serial Number

Telephony

Distributed Transaction
Coordinator

Print Spooler

Telnet

DNS Client

Protected Storage

Terminal Services

Error Reporting Service

QoS RSVP

Themes

Event Log

Remote Access Auto
Connection Manager

Uninterruptible Power Supply

Fast User Switching
Compatibility

Remote Access Connection
Manager

Universal Plug and Play
Device Host

Help and Support

Remote Desktop Help Session
Manager

Volume Shadow Copy

HTTP SSL

Remote Procedure Call (RPC)

WebClient

Human Interface Device
Access

Remote Procedure Call (RPC)
Locator

Windows Audio

lap

Remote Registry

Windows Firewall/Internet
Connection Sharing (ICS)

IMAPI CD-Burning COM
Service

Removable Storage

Windows Image Acquisition

(WIA)

Indexing Service

Windows Installer

IPSEC Services

Routing and Remote Access

Windows Management
Instrumentation (WMI)

SavRoam

WMI Driver Extensions
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Logical Disk Manager

Secondary Logon

Windows Time

Logical Disk Manager
Administrative Service

Security Accounts Manager

Wireless Zero Configuration

Security Center

Server

Shell Hardware Detection

Installed Patches and Updates

XP Service Pack 2

Notes
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Microsoft Windows XP Installation Documentation

Basic Information

Operating System

Windows XP Professional SP 2

Computer Name MTST2 NetBios Name MTST2
Product Version Installation Date | March 2006
User Name bcm Organization Paragon Salons Inc.

Physical Section

Memory 112 MB

Physical Disk (1) Capacity 37GB File Name

Physical Disk (2) Capacity File Name

Physical Disk (3) Capacity File Name

RAID Configuration RAIDO RAID1 RAID5 RAIDO+1 Other:

Logical Disks Capacity

C:.33.8GB; D:3.43GB

Dynamic Volumes

Network Interface Card (1)

Realtek RTL8139 Family PCI Fast Ethernet

Network Interface Card (2)

Network Interface Card (3)

Network Interface Card (4)

Windows Configuration

Product Key Time Zone (GMT-05:00) Eastern time (US & Canada)
Administrative Account Administrator Password
Country or Region United States of America Area Code 513
Regional Settings English (United States) Language Western Europe and United States
Group

Domain/Workgroup Name

Paragon Domain

Protocol(s) TCP/IP
Computer TCP/IP Address DHCP Subnet 255.255.255.192
1)
Computer TCP/IP Address N/A Subnet N/A
3
DNS Server #1 192.168.10. | DNS Server #2 N/A
130
DHCP Configuration Yes Gateway Address 192.168.10.129
WINS Server #1 WINS Server #2 N/A

Automatic Updates

Enabled: Everyday @ 3:00 a.m.

Download & Install

Windows Components (Bold — Default Components)

Accessories and Utilities

Internet Explorer

Accessories

MSN Explorer

Calculator

Networking Services

Character Map

Internet Gateway Device Discovery and Control Client

Clipboard Viewer

Outlook Express

Desktop Wallpaper

Update Root Certificates

Document Templates

Windows Media Player

Mouse Pointers

Windows Messenger

Paint

Games

Freecell

Hearts
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Internet Games

Minesweeper

Solitaire

Spider Solitaire

Installed Applications

Adobe Acrobat 5.0 Microsoft Works 7.0 WIBU-KEY
Setup

CCleaner PS2 Windows
Installer 3.1

Coloreal Readiris 7.5 Windows
Defender

HihgMAT Extension to Mic. Win. XP CD Writing Wiz. RealOne Player

hp instant support RecordNow

HP Photo and Imaging 1.0 - HP PSC - HP Officejet RecordNow Update Manger

Inactive HP Printer Drivers S3Display

Indeo Software S3Gamma?2

Intel 82845G Graphics Driver Software S3Info2

Java 2 Runtime Environment Standard Edition Simple Installer - Multilanguage Version

Java 2 Runtime Environment, SE v1.4 01 Symantec Antivirus

Java Web Start Viewpoint Media Player

KBD

LiveReg (Symantec Corp)

LiveUpdate2.6 (Symantec Corp)

Windows Services (Bold — Default Services)

Alerter Messenger Server WMI
Performan
ce
Adapter

Application Layer Gateway MS Software Shadow Copy Shell Hardware Detection Workstati

Service Provider on

Application Management Net Logon Smart Card

Automatic Updates NetMeeting Remote Desktop Smart Card Helper OTHER:

Sharing

Background Intelligent
Transfer Service

Network Connections

SSDP Discovery Service

Clipbook

Network DDE

Symantec Antivirus Definition
Watcher

COM+ Event System

Network DDE DSDM

Symantec Event Manger

COM+ System Application

Network Location Awareness
(NLA)

Symantec Network Drivers
Service

Computer Browser

Network Provisioning Service

Symantec Password Validation

Content Monitoring Tool

NT LM Security Support
Provider

Symantec Settings Manager

Cryptographic Services

Performance Logs and Alerts

Symantec SPBBCSvc

DCOM Server Process
Launcher

Pml Driver HPZ12

System Event Notification

DHCP Client

Plug and Play

System Restore Service

Distributed Link Tracking
Client

Portable Media Serial Number

Task Scheduler

Distributed Transaction
Coordinator

Print Spooler

TCP/IP NetBIOS Helper

DNS Client

Protected Storage

Telephony

Error Reporting Service

QoS RSVP

Telnet

Event Log

Remote Access Auto
Connection Manager

Terminal Services

Fast User Switching
Compatibility

Remote Access Connection
Manager

Themes

Fax

Remote Desktop Help Session
Manager

Uninterruptible Power Supply

Help and Support

Remote Procedure Call (RPC)

Universal Plug and Play
Device Host

HTTP SSL

Remote Procedure Call (RPC)

Volume Shadow Copy
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Locator

Human Interface Device
Access

Remote Registry

WebClient

IMAPI CD-Burning COM
Service

Removable Storage

Windows Audio

Indexing Service

Routing and Remote Access

Windows Firewall/Internet
Connection Sharing (ICS)

IPSEC Services

SavRoam

Windows Image Acquisition

(WIA)

Logical Disk Manager

Secondary Logon

Windows Installer

Logical Disk Manager
Administrative Service

Security Accounts Manager

Windows Management
Instrumentation (WMI)

Security Center

WMI Driver Extensions

Windows Time

Wireless Zero Configuration

Installed Patches and Updates

Service Pack 2

Notes
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Microsoft Windows XP Installation Documentation

Basic Information

Operating System Windows XP Professional

Computer Name WHST2 NetBios Name WHST2

Product Version Installation Date January ‘06

User Name bcm Organization Paragon Salons, Inc.

Physical Section

Memory 512 MB

Physical Disk (1) Capacity 37 GB | File Name
Physical Disk (2) Capacity File Name
Physical Disk (3) Capacity File Name

RAID Configuration

RAIDO RAID1 RAID5 RAIDO+1 Other:

Logical Disks Capacity

C.37GB

Dynamic Volumes

Network Interface Card (1)

Intel PRO/100 VE

Network Interface Card (2)

Network Interface Card (3)

Network Interface Card (4)

Windows Configuration

Product Key Time Zone (GMT-05:00) Eastern time (US &
Canada)

Administrative Account Administrator Password

Country or Region United States of America Area Code 513

Regional Settings English (United States) Language Western Europe and United States

Group

Domain/Workgroup Name Paragon

Protocol(s) TCP/IP

Computer TCP/IP Address (1) DHCP Subnet 255.255.255.192 | Computer TCP/IP Address | N/A
(2

Computer TCP/IP Address (3) N/A Subnet N/A Computer TCP/IP Address | N/A
4@

DNS Server #1 192.168.10.66 | DNS Server #2 N/A

DHCP Configuration Yes No Gateway 192.168.10.65

Address
WINS Server #1 <default> WINS Server #2 | N/A
Automatic Updates Enabled: Everyday @ 3:00 a.m. Download & Install

Windows Components (Bold — Default Components)

Accessories and Utilities

Internet Explorer

Accessories

MSN Explorer

Calculator

Networking Services

Character Map

Internet Gateway Device Discovery and Control Client

Clipboard Viewer

Outlook Express

Desktop Wallpaper

Update Root Certificates

Document Templates

Windows Media Player

Mouse Pointers

Windows Messenger

Paint

Games
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Freecell

Hearts

Internet Games

Minesweeper

Solitaire

Spider Solitaire

Installed Applications

Ad-Aware SE Personal

Adobe Download Manager 2.0

Adobe Reader 7.0.7

Adobe Photshop Album Starter Edition 3.0

HP LaserJet 4100 Uninstaller

Intel Extreme Graphics 2 Driver

Intel PRO Network Connections Drivers

Intel PROSet

Java 2 Runtime Environment, SE v1.4.2 03

LiveUpdate 2.6 (Symantec Corp)

Spybot - Search & Destroy 1.4

Symantec Antivirus

WIBU-KEY Setup

Windows Installer 3.1

Yahoo! Toolbar

Windows Services (Bold — Default Services)

Alerter Messenger Server Windows
Management
Instrumentation
(WMI)

Application Layer Gateway MS Software Shadow Copy Shell Hardware Detection WMI Driver

Service Provider Extensions

Application Management Net Logon Smart Card Windows Time
Automatic Updates NetMeeting Remote Desktop | SSDP Discovery Service Wireless Zero
Sharing Configuration

Background Intelligent
Transfer Service

Network Connections

Symantec Antivirus Definition
Watcher

WMI
Performance
Adapter

Clipbook

Network DDE

Symantec Event Manger

Workstation

COM+ Event System

Network DDE DSDM

Symantec Network Drivers
Service

COM+ System Application

Network Location
Awareness (NLA)

Symantec Password
Validation

OTHER:

Computer Browser

Network Provisioning
Service

Symantec Settings Manager

Cryptographic Services

NT LM Security Support
Provider

Symantec SPBBCSvc

DCOM Server Process
Launcher

Performance Logs and
Alerts

System Event Notification

DHCP Client Plug and Play System Restore Service
Distributed Link Tracking Portable Media Serial Task Scheduler
Client Number

Distributed Transaction
Coordinator

Print Spooler

TCP/IP NetBIOS Helper

DNS Client

Protected Storage

Telephony

Error Reporting Service

QoS RSVP

Telnet

Event Log

Remote Access Auto
Connection Manager

Terminal Services

Fast User Switching
Compatibility

Remote Access Connection
Manager

Themes

Help and Support

Remote Desktop Help
Session Manager

Uninterruptible Power
Supply

HTTP SSL

Remote Procedure Call
(RPC)

Universal Plug and Play
Device Host

Human Interface Device

Remote Procedure Call

VVolume Shadow Copy
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Access

(RPC) Locator

IMAPI CD-Burning COM
Service

Remote Registry

WebClient

Indexing Service

Removable Storage

Windows Audio

IPSEC Services

Routing and Remote Access

Windows Firewall/Internet
Connection Sharing (ICS)

Logical Disk Manager

Secondary Logon

Windows Image Acquisition

(WIA)

Logical Disk Manager
Administrative Service

Security Accounts Manager

Windows Installer

Security Center

Installed Patches and Updates

XP Service Pack 2

Notes
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Appendix E
Port Scan Tests

INDOWSh system32h cmd.exe

C=“Documents and Settings“bcm>*nmap —=sU —=8% —p 1-70688 192.168.168.65

Starting Nmap 4.83 ¢ http:/vww.insecure.org snmap 2 at 2006-05-26 15:39 Eastern
Daylight Time
Interesting ports on 172.168.18.65:
orts scanned but not shown below are in state: closed?

STATE SERUVICE UERSION

open tcpurapped
8585-tcp open topurapped
MAC Address: BB:B6:25:E3:8D:8D <(The Linksys Group)>

Nmap finished: 1 IP address ¢1 host up} scanned in 2.584 seconds

C=*Documents and Settings“hcm>_

Figure 42: Western Hills internal port scan

CAWINDOWS\system32\cmd. exe

C:~Documents and Settings~Administrator>nmap —sU —=5 —p 1-97608080 -v -PA

Starting Mmap 4.83 { http:/“www.insecure.orgs/nmap > at 2806-A5%-27 11:27 Eastern
Daylight Time

NS resolution of 1 IPs took 5.66s. Mode: Async [#: 4. OK: 1, H¥: B, DR: A, 5F:
A. TR: 3. CH: A1

Initiating SYM Stealth Scan against dds 1 R f uzc.net ¢

> [9888 ports] at 11:27

Dizcovered open port 338%9.-tcp on

Discovered open port 1723-tcp on

S¥M Stealth Scan Timing: About 5.82% done; ETC: 11:35 (B:B8:8% remaining?
Dizcovered open port BL85/tcp on 216.196.234_86

EYN Stealth Scan Timing: About B5_48x done; ETC: 11:37 <(8:091:28 remaining?

The SYH Stealth Scan took 6B4.11s to scan ?HAA total ports.

Initiating service scan against 3 services on dds 1SN f oce.net (A
> 37

he service scan took 9.17z to scan 3 sewrvices on 1 host.

ozt ddsl Fusze.net (NN appcars to he up ... good.
Interesting ports on dds]1- DRl fuse .net (TTEEGEGGEGGEGG_G_G_—— -

(The 89?6 ports scanned but not shown below are in state: filtered?

PORT STATE SERUVICE UERSI0OM

T23-/tcp open pptp?

2347/tcp closed unknouwn

382/tcp open microsoft—rdp Microsoft Terminal Service

BL85/tcp open tocpuwrapped

Service Info: 08: Windows

Mmap finished: 1 IP address (1 host up?> scanned in 61%2.156 seconds
Raw packets sent: 18112 (796_.928BKB> | Rcud: 111 <{5186B>

“Documents and Settings“Administrator>

Figure 43: Western Hills external ports scan
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C:sDocuments and SettingssbemXnmap —sU —s5 —-p 1-9868 192.168.18.129

Starting Nmap 4.83 ( http:/7wuw.insecure.org/snmap ) at 2006-05-26 15:33 Eastern
Daylight Time

Interesting ports on 192.168.10.129:

(The 8992 ports scanned but not shown below are in state: filtered)

PORT STRTE SERVICE UEREION

8585%/tcp open tocpurapped

Mmap finished: 1 IP address ¢1 host up) scanned in 79.425 seconds

C:~Documents and Settings>bcm>

Figure 44: Montgomery internal ports scan

\WINDOWS\system32\cmd.exe

G Documents and Settingss~Administratornmap —sU —s5 —p 1-780600 —vu

1. HE: 8. DR: @d. SF:

1

In1t1at1ng S¥H Stealth Scan against dds 1 TR 0= .net <
> [9888 ports] at 12:14
Dizcovered open port 338B9-tcp on
Dizscovered open port 1723-tcp on
SY¥YHN Stealth Scan Timing: About 8.31% donej; ETC: 12:280 <{(B:85:32 remaining?
Discovered open port B8585.-tcp on NI

Increasing send delay for NI from 8 to 5 due to 11 out of 31 4
probes since last increase.

Increa..lng zend delay for NN fyom 5 to 180 due to 11 out of 31

probes since last increase.

S?N Etealth Bcan Timing: About 6%7.45x done; ETC: 12:23 (B:82:3%7 remaining?
Increasing send delay for NN {0on 180 to 280 due to 11 out of 27 dropp
ed probes since last increase.
The SYHN Stealth Scan took 547 .42= to scan 008 total ports.

Initiating service scan against 3 services on dds]1-EtEnibianingls fusze .net

> at 12:23

he sewvvice scan took 184.84s to scan 3 services on 1 host.

ost ddsl fuze._.net (RN appears to he up .. good.
Interesting ports on dds]1- NN . fuce . net 5

{The 8997 ports scanned but not shown below are in state: filteredl
PORT STATE SERVICE UERSION

F23/tcp open pptp?

3382tcp open microsoft—rdp Microsoft Terminal Service

B585-tcp open tocpuwrapped

Service Info: 0S5: Windows

map finizshed: 1 IP address ¢1 host wup? scanned in 658_594 zeconds
Raw packets sent: 18183 (?26.532KB> | RHced: 238 <1@.682KB>

IC:~Documents and Settings“Administrator>

Figure 45: Montgomery external ports scan
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C:~Documents and Settings>“bhcmPnmap —sU —s8 —p 1-7008 1?2.168.18.193

Starting Nmap 4.83 ¢ http: A7vuw.insecure.org-snmap » at 2006-@5-26 15:36 Eastern
Daylight Time

Intereszting ports on 192_168.18.193:

(The 8799 ports scanned but not shown below are in state: filtered?

PORT STATE SERVICE UERSIOMN

8585tcp open tocpurapped

Mmap finizhed: 1 IP addressz (1 host up? scanned in 92 _583 seconds

C:»Jocuments and Settings“bcml>

Figure 46: Downtown internal ports scan

C:AWINDOWS\system32\cmd. exe
G-~ Documents and Settings Administrator>nmap —s=U —=85 —p 1—9888 —u

18:18 Eastewrn
Async [H: 4. 0OK: 1, WxX: 8, DR: B. 5F:
Scan against DDEL ISR fose -net < TREGEGG_G_—_——————
[0 port=]1 at 18:18

Dizcovered open port I3IE?2-tcp on kSt
Discovered open port 1723 -tcp on NN
SYHN Stealth Scan Timing: About 1.74x done; ETGC: 18:47 <(B:28:16 remainingl
Increasing zend delay for NN { om 8 to 5 due to 11 out of 13 dropped
probez since last increase.
Increasing send delay for NAEEENEEEENE [ :0cm 5 to 18 due to 11 out of 11 dropped)
probes since last increase.
Increasing zend delay for HEEsakEE fom 18 to 28 due to 11 out of 11 droppe
il probes szince last increase.
Increasing send delay for AR -on 20 to 480 due to 11 out of 11 droppe
d probes since last increase.
Increasing =zend delay for inniessisbessliisls from 48 to 88 due to 11 out of 11 droppe
i probes sz=ince last increase.
Increasing send delay for IEnnkteteskiiiais f1om 88 to 168 due to 11 out of 11 dropp
since last increase.
send delay for skt fiom 168 to 328 due to 11 out of 11 drop|
since last increase.
Increasing send delay for ikt f1om 32680 to 648 due to 11 out of 11 drop
ped probes since last increase.
Increasing =zend delay for NG fom 648 to 1888 due to 11 owut of 11 dro
pped probes s=ince last increase.
YN Stealth Scan Timin About 17.8%x done; ETC: 21:87 <(2:19:48 remainingl
YN Stealth Scan Timing: About 29 _43:» done; ETC: B3:51 <{6:44:82 remaining?
SYN Stealth Scan Timing: About 35.9%9x done; ETC: 20:49 (16:58:14 remainingd
Dizcovered open port B58S-tcp on
YN Stealth Scan Timing: About 97 .868:» done; ETC: 21:38 <(8:49:14 remainingl
S¥M Stealth Scan Timing: About 29 _94x done:; ETC: 241:3%2 {8:81:82 remainingl
The S5¥YH Stealth Scan took 2?8686 .11 to =can 2888 total ports.
Initiating service scan against 3 services on DDEL-nnksaissmniiieml. f uze .net
at 21:42
service scan took 16.14s to scan 3 serwvices on 1 host.
S L | e . net (inneneinh o ppears to be up ... good.
2 on DDSL— NG foce onet (i -
scanned but not shown below are in state: filtered?
SERUICE UERSIOM
pptp?
unknown
microsoft—rdp Microsoft Terminal Service
open tcpurapped
Service Info: 08: Windows

Mmap finished: 1 IP address €1 host wup?> scanned in 98628.671 seconds
Raw packets sent: 28662 <(4_341iMB> | Rcud: 4334 (2807 _7YH4KB>

sxDocuments and Settingss~Administrator>

Figure 47: Downtown external ports can
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