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Abstract

System Administrators spend numerous hours detecting and correcting UNIX user
account problems. The software package, Autosecure, has been installed on all the UNIX
Midrange systems in attempt to increase security and manageability. With the installation
of Autosecure, account problems have increased dramatically. The details and specifics
are described in the Statement of Problem and Definition of Need Section.

This document discusses the aspects of design and implementation necessary in the
development of an Account Troubleshooting Program. The project’s purpose is to
eliminate unnecessary time spent manually correcting and searching for UNIX user
account problems. The program has been designed to immediately detect the problems
associated with user accounts and if possible, automatically correct the problems.

The program was tested successfully and proved beneficial to correcting and eliminating
problems. The structure, design, flow, and management of the UNIX Account
Troubleshooting Program is explained in detail. This document includes the Problem and
Solution, in terms of program design, as well as user and operator characteristics. The
deliverables, budget, timeline, software, and hardware are discussed in the Design and
Development Section. The Proof of Design section details the specifics of the program,
identifies all possible problems, details an algorithm for resolution, and demonstrates
execution of the program.



Account Troubleshooting Program

1. Statement of the Problem

Procter & Gamble uses over four hundred UNIX systems to provide various
means of support and serve as platforms for many different applications. The company
currently runs HP-UX and IBM AIX versions of UNIX. A security package, Autosecure,
has been installed on all systems to provide extra security and allow greater
manageability of user accounts.

UNIX security is basic on the operating system level; the Autosecure software
program allows the possibility of restrictions. The restrictions include defining which
users are able to access certain files during certain days and times. The package also
includes better command tracking to identify which users execute which commands. The
ability to switch user to a certain ID and execute a command is also possible by defining
rules. With this added security, more account problems arise because of the increased
complexity. System administrators spend a great deal of time determining the root cause
of login problems. The details of time spent and problems created are explained in detail
in the Definition of Need Section.

External vendors were considered to provide a possible solution to this problem,
but there was not anything readily available that met all requirements. The assumption,
made by the company’s security team, was that all the problems with Autosecure would
be resolved quickly, so there would not be a need for a program like this. It was assumed
that the user account problems would decrease as Autosecure problems were solved. This
assumption was incorrect; therefore, the creation of a troubleshooting program is

necessary. Procter & Gamble also has a unique UNIX environment because of the



volume of servers creating complications for external vendors due to all the various
Operating System versions and software packages running on the servers. Nothing was
already created that was useable for all technology platforms.
1.1 Definition of the Need

Security problems in the past did not take up a majority of time spent by system
administrators. With the installation of Autosecure, the number of incidents has climbed
exponentially. Figure 1 details the number of incidents before and after the installation of
the Autosecure security package. From the data in Figure 1, it is evident that system
administrators spend a lot of time working on incidents. With automatic identification

and correction of problems, valuable time will be saved.

Figure 1
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Figure 1. Chart detailing pre- and post-Autosecure installation

The reason more problems exist is because more things can go wrong with
Autosecure. Autosecure offers security considerations and functionality for the UNIX
platform, providing the necessary access control tools, but creating more complications

when it comes to account problems. Privileges can be set based on a per administrator



basis, which can prevent or allow certain operations, including prevention of
unauthorized access to files and servers, prevention of certain functions/applications
being launched, automatic initiation in the event of an attempted violation, logging of
activities in relation to users, central administration, delegation on authority, predefined
security administration options and restrictions can be enforced based on time or time-
frame, day, user ID, location, network connection type, password expiration, period
between user access, and other account characteristics.

In an attempt to reduce the overhead that can potentially be incurred through the
interception of all client requests, AutoSecure detects that, for example, a “file open”
request has been initiated and then processes the necessary authorization procedures on
the host machine via a local run-time security rules database. “Soft firewalls” can also be
implemented whereby all TCP/IP requests are intercepted and can be prohibited based on
host characteristics.

Autosecure provides security functionality deemed necessary for today’s
Information Technology environment. In reaction to the decision that Autosecure is
necessary on systems for a secure environment, action needs to be taken to eliminate and

easily correct problems.



2. Description of the Solution

The program provides Procter & Gamble with a UNIX User Account
Troubleshooting System. This involves the configuration and creation of a UNIX shell
script, the creation of test user accounts, and implementation of the functionality
necessary for correcting account problems. To solve the problem discussed in the
previous pages, the ATP program handles the complexity of Autosecure and UNIX.
2.1 User Profile

This program is constructed for system administrators. It is not intended for end
users or users with limited knowledge of the UNIX operating system. The level of
Information Technology literacy is high with regard to knowledge and training of the
UNIX operating system environment (HP and IBM platforms) and the Autosecure
software. Users running the program will also need to have specific security access, set
up by an Autosecure rule, since the auto-correcting feature of the program allows for
changes in account security and restrictions.
2.2 Design Protocols

I have gathered information on all Autosecure incidents to determine the
functionality required by the Account Troubleshooting Program. Table 1 indicates the
problems identified by tracking the most common re-occurring incidents. Fifteen
problems were identified that the program will target and fix: Username not found /
account does not exist, Autosecure is not operating or is operating improperly, the
account is deactivated, the account is suspended, the account is expired, the grace logins
are set to zero, the account exists only on the UNIX level, the User ID number doesn’t

match in the configuration files, the home directory is owned by another ID or missing,



the account does not exist in UNIX, the local Policy Model, or neither, the Primary
Group doesn’t exist, and the account information isn’t consistent. Table 1 details the

number of incidents within a six-month period.

Problem Detected Incidents (6 months)
Username not found (does not exist). 40
Autosecure not operating / problems. 36
Account is deactivated. 230
Account is suspended. |
Account is expired. 13
Grace Logins assigned to zero. 201
Account exists only in UNIX. 57
UID Mismatch. 32
Home Directory is missing. 60
Home Directory owned by another ID. 24
Account doesn’t exist in UNIX. oL
Account doesn’t exist in Local Policy 49
Model.
Account exists at the Parent Policy 16
Model only.
Account information is not consistent. 6
Primary Group doesn’t exist.
Table 1. Table detailing incidents monitored and tracked during six months.

Figure 2 details the volume in relation to incidents based on the ID # column of Table 1.
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Figure 2. Pie chart detailing the specific incidents and volume



In order to identify and correct the problems in Table 1 and Figure 2, it will
include accessing the UNIX files and commands:

e /usr/seos/bin/selang
o This is a command that allows execution for Autosecure
administration. (prompt detailed in Appendix D)
e /usr/seos/seos.ini
o This command checks for the installation of Autosecure.
e /etc/passwd
o This is a file that contains the user name, ID numbers, and user
characteristics. (detailed in Appendix A)
e /etc/group
o This is a file that contains a list of all the groups on the system,
the group ID, and the login names belonging to that group.
(detailed in Appendix B)
e /tcb/files/auth/<user id>
o This file contains the same information as /etc/passwd, but it is
a requirement for Autosecure, not UNIX, and is specific to
each ID. (detailed in Appendix C)
e /usr/lbin/getprpw

o This is a command to obtain account and system information.

/etc/security/< >
o This is a file that contains security information and restrictions.

The program checks for account restrictions, expiration dates, suspensions,

deactivations, and grace logins. It checks the characteristics of user ids, home directories,
and permissions. Since UNIX security and Autosecure security overlap, by needing
copies of the same information in different places for functionality, the program also
investigates the account existence on the UNIX level, the Parent Policy Model level

(which is the high-level configuration item of the account — it identifies the nodes the




ser has access to), and the Autosecure host. This is detailed in the Proof of Design
on. To see the details of the algorithms and code, refer to Appendix E.

The interface for the prototype is text based on the UNIX operating system. An
n for execution is to use Exceed Windows. This is accomplished by connecting to an
NT server via CITRIX and then connecting to the UNIX Server. This will allow for a
sual GUI interface if the user desires. The program is executed by double-clicking on
icon titled ATP and supplying the user name as the argument. I anticipate that this
tion will not be utilized very often because the response time of execution is slowed
wn incredibly and the program only requires one argument. Also, as detailed in the
User Profile Section, the users will have UNIX knowledge and they will be familiar with

the command line operating system functionality.



Objectives of the Project (Deliverables)

The objective of this project is to create an Account Troubleshooting Program that
ntiﬁes and corrects problems with various UNIX user accounts. The program checks

for problems at the UNIX base security level, as well as the security package,

Autosecure, running on the various hosts. The hosts include UNIX operating system
versions, AIX and HPUX. The associated applications running on the servers are SAP,

Oracle, Netbackup, Control M, RTCIS, service guard, harvest, email, and 13, as well as

The program will automate and detect as many UNIX user problems as possible.
Automatic corrective actions have been created for everything that is feasible. With this
*fl’.lnctionality in place, a great deal of time will be saved.

- In the concluding section of this report, I recommend the Account

~ Troubleshooting Program be installed on all UNIX systems with user accounts.



Design and Development

The design and development aspect of this project has been ongoing throughout
e Senior Design course sequence. The incredible volume of considerations, possible
lution steps have occupied the author’s time throughout the year as well as gaining
echnical knowledge. For the detail of design, refer to the Timeline (Table 3), which
includes the necessary algorithms for accomplishing the completion of the project.

41  Budget

$389,000.00

osecure software license $3,500.00

Midrange computing system

Programming / UNIX books $63.50
HP Scripting Course $2,200.00
| TOTAL: $394,763.50

Table 2. Detailed cost for functionality on one Midrange system

,EThc sources of funding:

- The hardware and software was previously purchased by Procter & Gamble. The books
and programming course were funded by Procter & Gamble during the Senior Design

- sequence.




Timeline

solve, as well as the Target and Completion dates.

Table 3 is a Timeline and Task List that details the task, the action taken and algorithm to

Action Target Finish
Create Senior Design I Proposal SDI Yes.
Design Freeze Create Senior Design Il Design Freeze | SDII Yes.
Traini Attend Hewlett Packard Education SDII Yes.
Course H4322S — shell programming.
(5 days)
| Program Functionality Details Below: SDIII Yes.
| Autosecure is not Output Info. SDII Yes.
| installed on system.
Autosecure configuration | Output Info. SDII Yes.
| problems.
| Autosecure is down. Output Info. SDII Yes.
| Autosecure is in Output Info. SDII Yes.
maintenance mode.
Account is deactivated. Reactivate the account. 4/6/2001 | Yes.

— not in Autosecure
parent or local.

should be added in Autosecure by the
security contact.

Algorithm: | Check variable _"T_ALOCK.
If it is not equal to “no” or “n/a”, the account is deactivated.
Reactivate by calling script /ust/Ibin/modprpw —k and
supplying user ID.
User only exists in UNIX | Provide information that the account SDII Yes!

Algorithm:

Check variable _U_UEXIST = “yes”. Check L_UEXIST =

“no”” and P_UEXIST = “no”.

Cannot auto-correct by adding accounts in Autosecure, so

provide necessary info.

“No problems noted”
analysis check.

- give info if account is OK.

SDII/III

Yes.

exist in /etc/group

CITor.

Algorithm: | Check _ANALYSIS variable status. If = N, then no problem
found. If = Y, a problem was found and the variable was
assigned to Y.
Echo “No problems noted.”
Primary group does not | Provide information of configuration SDII Yes.

letc/passwd file and the
tcb file do not match.

corrected because there is no way to
know which UID is correct if they’re
different.

Algorithm: | Check variable U_PGRP_NAME. If assigned to “Not
found”, group doesn’t exist. Supply information.
The UIDs in the Provide information — cannot be auto- | 4/2/2001 | Yes.

10




Algorithm: | Check variables U_UID, T_UID. If both are not equal to

“NONE” and U_UID is not equal to T_UID, provide info.
Give what both UIDs are set to.

, Check: /etc/passwd & /tcb/files/auth/t/<user ID>

Account restrictions Provide information and request to 4/2/2001 | Yes.
review — may be a problem, may be
correct.

count has an Provide information — cannot auto- 4/9/2001 | Yes.

correct, but prompt if the user wants to
remove suspension.

Algorithm:

Check local suspend and policy suspend variables
P_SUSPEND & L_SUSPEND. If they are not equal to
“N/A”, the account is suspended. Supply information &
prompt to remove the suspension.

| ‘ Account is expired in
‘Autosecure.

Cannot automatically do because 4/9/2001 | Yes.
sometimes accounts shouldn’t be un-

expired. Prompt and with a Y answer,
the script will automatically un-expire

the account.

Algorithm: | If P_EXPIRE or L_EXPIRE are not equal to “N/A”, then the
account is expired.
Prompt to remove the expiration date. If yes, issue host
“ $PMDB and cu LOGINID expire-.
| Grace logins have Automatically reset the grace logins to | 4/9/2001 | Yes.
| reached zero. <
| Algorithm: | Check for L_ GRACELOG —eq to zero. (only have to check

local because grace logins are not a factor at the PMDB
level).

If they are equal to zero, issue host <node>, cu <loginID>
grace(5) and provide info.

Home directory does not
exist.

Provide information and give option to | 4/16/2001 | Yes.

create the directory.

Algorithm:

Just check if the directory /home/<login id> exists.
Cannot auto-correct because sometimes it’s not a problem.
Shared accounts + some user accounts are not set up with
home directories because they won’t be used, but prompt
user to create directory if desired.

Home directory owned
by an ID other than login
name.

Provide info. — do not auto-correct 4/16/2001 | Yes.
because some accounts are purposely
set up this way, but prompt if

ownership change is desired.

Algorithm:

Just check the owner of the directory /home/<login id>.
Cannot auto-correct because some accounts are purposely set
up this way. Provide information & correct.

Account exists in both
PMDBs, but not locally

Automatically add on UNIX level. 4/16/2001 | Yes.

11
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Algorithm:

Check for U_EXIST = No, L_EXIST & P_EXIST = Yes.
See if user info. Exists at parent and copy to UNIX if so.
If not, check locally and get info.

If info. Is not found, prompt for it.

Read info and add account.

| Account only exists

Add completely. 4/16/2001 | Yes.

| partially in UNIX.

Algorithm:

See if user info. Exists at parent and copy to UNIX if so.
If not, check locally and get info.

If info. Is not found, prompt for it.

Read info and add account.

Account exists in unix Request escalation. 5/3/2001 | Yes.
| and at local PMDB but
| not at parent.
' Algorithm: | Check U_EXIST & L_EXIST = Yes, P_EXIST = No.
Cannot add at parent. Request escalation.
The account exists only | Add the account locally automatically. | 4/16/2001 | Yes.
at the local policy model
and partially in UNIX.
Algorithm: | Check for existence.

Since it’s partial, it’s probably a problem. Remove and re-
add.

User only exists in unix,
but with an entry in the
parent PMDBs passwd
file.

Request escalation. 5/3/2001 | Yes.

Algorithm:

Check U_UEXIST = Yes, L_UEXIST & P_UEXIST = No.
A number of different things could be wrong — cannot correct
anything. Supply information to escalate problem.

Account only exists at Add account to the local PMDB and on | 5/3/2001 | Yes.
parent PMDB. the UNIX level.
Algorithm: | Combine the fix for existence not on local only and not
UNIX only.
Account exists at parent | Add the account & correct. 4/23/2001 | Yes.
and partially in UNIX,
but not at local.

Algorithm:

Host to <local host>
Issue “nu <user id>" + owner + all other account variables.
Mention sync_pw script.

Account exists in parent
PMDB and unix, but not
locally.

Add locally. 4/23/2001 | Yes.

Algorithm:

Check for U_EXIST & P_EXIST = Yes and L_EXIST = No.
Host to <local host>
Issue “nu <user id>" + owner + all other account variables.

12




count exists in parent
B and partially in
nix, and not locally.

Add locally and in UNIX.

4/23/2001

Yes.

Algorithm: | Check for U_EXIST = Yes, P_EXIST not completely with
partial variables, and L_EXIST = No. * Same fix as adding
the account when doesn’t exist in local PMDB only or UNIX

] only.

Account exists Correct by adding entry. 5/3/2001 | Yes.
rywhere except there
0 entry in the passwd
of the parent PMDB.

Algorithm: | Check for U_EXIST, L_EXIST, & P_EXIST. Check that
account exists everywhere, except there is no entry in
policies dir passwd file.

Add the account by issuing “host PMDB”, “nu <id>” +
arguments: home directory, shell, primary group, & user
name. Also, check for the group list of the user and join to
appropriate groups.
i Instruct that the password should be reset.
| GUI interface. Exceed interface — for a GUI version of | 5/2001 Yes.
| program.
| Progress Check 1 Progress Report 4/19/2001 | Yes.
f Progress Check 2 Progress Report 5/3/2001 | Yes.
Draft of Final Report Draft of Final Report 5/10/2001 | Yes.
| Final Project Final Project 5/24/2001 | Yes.
| Bound copies of Final Acceptance of advisor and bound 6/4/2001 | Yes.
| Project copies.
| Create Presentation Create Presentation 5/31/2001 | Yes.

Table 3. Task List

13




Software
The software used in this project includes the following:
e UNIX operating system.

The only operating system requirement is an HP9000 or RS6000 system. The

urrent support environment uses HP UNIX and IBM UNIX. The versions of HP UNIX
10.20 and 11.0. The versions of AIX are 2 and 3. The program accommodates all the
ifferent environments.

~ ® Autosecure software.

The Autosecure software needs to be installed for the script to account for all the
possible problems. The current support environment uses a small percentage of HP UNIX
systems that do not run Autosecure, because they have had complications with the
compatibility of the software running on the system and Autosecure. The program will
;:jw for this and it will check if Autosecure is running. The results will differ depending
on the status of the software.

Hardware

The requirements for hardware include an HP or IBM midrange computer system

of a current vendor supported class.

14



Proof of Design
Program Functionality

This program will generate account information about a user, identify, and correct

r ems. The user will enter “atp <login name>" (atp stands for Account

oubleshooting Program) and it will return information about the account. This will help
late the root cause of an account problem because it will eliminate the need for
necessary checking to rule out possible problem causes. It will detail the exact

oblem, auto-correct it, or explain exactly how to correct it.

The script will include many account details.
Checks / Includes the following:
1. Argument and usage
Prompt functions
Is autosecure installed?
Is autosecure configured?
parent PMDB name
if the user exists in unix
UID in /etc/password
GID in /etc/passwd

SETROS: T =N T T A 1

users name in /etc/passwd

o
=]

. users home directory

(=)
[um—y

. owner of users home directory

—
[\

. users default shell

13. name of users primary group
14. UID from tcb files

15. last successful password change
16. last successful login

17. last unsuccessful login

18. number of unsuccessful login attempts

15



19. login time/day restrictions

20. account expiration day

21. Autosecure maintenance periods
22. Autosecure existence

23. Account partial existence

24. groups

25. ownership of home directories
26. versions of Autosecure

27. grace logins

28. account disability

29. primary group

30. account expirations

31. administration locks

51.1 Help Output

If help is required, the administrator will just need to enter the name of the
program, as shown in Figure 3. A usage statement will be returned. No other help will be
available since experienced UNIX users will be using the program and they will receive

training on it.

[t=3743Bbdhp4172: shome 1537431
-5 .AATP

sage: ATS [-h | -help | <account ID>]

Only one araument allowed.

£t53?43@bdhp41?2=/huneft53?43]

Figure 3. Help output

16



Username Not Found Output

Telnet - bdhp4172

dhp4172: ~homests37431
‘non_ualld_logln_name
parent policy model database for bdhp4172 is hp_edip@bdhp4176.
ering user information ...
.+« from standard UNIX files

«x. from local AutoSecure policy model
v« from parent AutoSecure policy model

?gcount. non_valid login_name could not be found. Perhaps it was tuped inco

43@bdhp4172: “home 537431

e 4. Username not found output

er or not the user name exists on the system. If the user does not have an account,

ogram immediately responds with that information. Figure 4 shows the output of

When the program begins execution, one of the first checks made is to determine

17



5.1.3 Autosecure Not Running

Currently, Autosecure is not installed on every system because it created

complications with the software or application. The program is designed to run on non-

Autosecure hosts. It simply makes the check and responds that Autosecure is not running.

Figure 5 shows the output of the program.

Telnet - bdhp4103

Gathering user information ...
... from standard UNIX files
User summary for ts3743.

Autosecure is Nnt Installed and Mot Configured.
Local Se0S up?: Mo
Parent Se0S up°' Unknown

| Name: RSHLEV MONHOLLON ~AR,GO-TR SWTC,513-983-4159, SUPPORT-0CT
Home Dir: shomests3743  Owner: ts3ed3 ErMs: OrWHT—RI—H
Shell: /usr/blnfsh

i1_bdhp41b3 i tcb  H Local FriDB i_Undefined

ID exists? E Yes i No F Unknown i Unknown
UID & | 285 ! NONE  H N-R ! MR

Primary Grpi 28 - users H N-RA i Unknown
Pwd Intrul | MR I NeRA H Unkn own ! Unknown
Pud Lst Chg! MEUER H Unkn own ! Unknown
Last Login ! NEVER H Unkn own ! Unknown
Fail Login ! NEVER H MR ! N-R
% Fail Att | @ H MR ! N/A
Gracelogins! N/R i N-A H N/A ! N/RA
Acct Lock? | N/RA I ! NeR

H H +
Group Unixr Local Parent
bin Yes Unknown Unknown
eytmgt Yes Unknown Unknown
Users Primary Unknown Unknown

Analysis

Either RutoSecyre is not installed on this node or the seos.ini file
is missing. If RAutoSecure should be on this node then contact the
Un ix supgort team with the following text in MESSa

AutoSecyre missing or improperly Lnstalled on bdhp 183

Cannot locate the file susr/seos<seos.ini.

the reasoni(s) stated in the chart above.
gti3?43@bdhp4183=/hone/t53?43]

Figure S. Autosecure not running output

Analysis of account in AutoSecure policy models could not be completed for

18



5.1.4 No Problems Noted

The program will check for a number of problems and if a problem is identified, a

_ANALYSIS flag will be set to Yes. If the flag is assigned to No, no problems were

found. Figure 6 shows the output of the program.

X Ticiner - hdhp41 ?2

[t53?43@bdhg41?2:/home/t53?43]
%t .“ATP_tgS524
Uer: 1.8
The parent policy model database for bdhp4172 ic hp_edip@bdhp4176.
Gathering user information ...
..« from standard UNIX files
... from tch files
... from local RutoSecure policy model
..« from parent AutoSecure policy model
User summary for tgb524.

Mame: DRUID NQRTIN ~DM-/3, TR-GO_CINCINNATI GO,513-983-8182

Home Dir: -shome- tgb524 Owner: tgS524 Perms: drwsr—rr—u
Shell: susrsbin-sh
: bdhpd172 E tch H Local PHMOB i hp_edipEbdhpd 176
ID enists? | Yes : Ves H Yes Ve
UID # | 5@3@ ! 5838 H N-R ! N/R
Primary Grp! 392 - staff H N-A ! staff
Pud Intrul | N/A I N-R H Default 1 40
Pud Lst Cha! 1-May-2001 17:48 H NEVER ! B1-May-2081 17:34
Last Login | 2-May-2001 11:04 H NEVER ! MEVER
3 (W] 1
Fail Login ! 2-May-2081 11:82 H N/A ! N/A
3 (N) e
# Fail Att | B H N-A ! N/A
Graceloginsi N-A 1 NoB H N-A ! N-R
Acct Lock? ! Mo H N/R ! NeA
H H "
Group Unix Local Parent
No No Mo

Autosecyre is Installed and Configured.
Local SeQS up?- Ves
Parent Se0S5 up?: Yes

Analysis
No problems noted.
Eti8?43@bdhp41?2:/home/t53?43]

Figure 6. No problems noted output
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1.5 Account is Deactivated
An account becomes deactivated when a login attempt is made and it fails five
s. The program will automatically reactivate deactivated accounts. Figure 7 shows

the output of the program.

Telnet - bdhp#172

13?43@bdhg41?2:/hone/t53?43]
.7RATP_tgh5524

W" parent policy model database for bdhp4l7Z is hp_edip@bdhp4176.

|Gathering user information ...

|

i) ... from standard UNIX files

| ... from tcb files .

| Pt from local AutoSecure policy mode L
| ti. from parent AutoSecure policy mode |

‘w'er summary for tg95524.

I

q“ Name: DAVID MARTIN ~#DM~3, TR-GO_CINCINNATI &0, 513-983-081682
u‘vnghnlr: /home-tg5524 Owner: tg95524 Perms: drwir—sr—H

| ell: susrsbin/sh

tch Tocal PHDB hp_edipebdhpdi7e
Yes Yes

— 1 bahpdlrz 1
| o e e e e e e o :
1

D exists? | Yes

T

UID # | 5038 NA MR

T X

imary Grpi N-R | staff

Default 48

T

Intrvl i

NEVER 1 @1-May-20081 17:34

j\lIPud Let Chg! 1-May-20@1 17:48

IT T

"Last Login | 2-May-2001 11:04 NEVER ! MEVER

| 3-May-2001 13:86 N/A I N/R

o

I U MR

I I

N/A i noR ! MR

i VYes, too many logins. ! N/A

Unix Local
No No
Autosecure is Installed and Conf igured.

Local $e0S up?: Yes
Parent Se0S up?: Yes

Analysis
count was deactivated but has now been reactivated.
{Yes or Mo) [NI? B

Figure 7. Account is deactivated output



Account is Suspended
The only time an account can be suspended is if an administrator places it under
ension. The program gives the option to remove the suspension, however, this will

used often. Figure 8 shows the output of the program.

Telnet - bdhp4172

10-May-2601 17:60

f=--m-mm - - e e B 2 e e & & s ey .
H 19-May-2601 17:01 | N/A -

Buditors
bin Yes
edi_usrs Yes
~ staff Primary  No
~ users Yes No

. Autosecure is Installed and Configured,
Local Se0S up?: Yes
Parent 5e0S up?: Yes

------------------------------- Analysis

restrictions exist for this account. Please review the restrictions
in the chart above and determine if they may be the cause of the .
m.

ccount has is suspended. See chart above to determine if this
: cause of the call. If it is then remind the user of this situation
- removing the suspension with the following commands.

Please ensure the account should not be suspended before preceeding.
st hp_edip@bdhp4l76
chusr t8&08 suspend-

the suspension (Yes or No) [N1?

Figure 8. ‘Account is suspended output
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\ccount is Expired
' An account can become expired if the password has not been changed within the

ified time period or if an administrator manually expires the account. The program

prompt to remove the expiration date or not. Figure 9 shows the output.

Telnet - hdhp41?2 S SRR —I_FEI'T"

- parent policy model database for bdhp4172 is hp_edip@bdhp4176.
hering user information ...

wee from 5tandard UNIX files

«as from tcb f

was fIrOmM local ﬂutoSecure policy model

«ox from parent AutoSecure policy model

tg5524.

Name: DAVID MARTIN ~DM-3, TR-G0_CINCINMATI GO,513-983-8102
ome Dir: <homestabb24 Owners: tgbh24 Perms: drwir—rr—s
Shell: /usr/btn/sh
= bdhpd4172 i tch H Local PHDB g hp_edipEbdhpdive
|ID exists? 5 Yes i Yes H Yes E Yes
UID # ! 5039 ! 5838 H N-A ! N-A
Pr imary Grpi 392 - staff H N-A ! staff
"Pod Intrvl ! N/A i NeA H Default T
lIPud Lst Chg! 1-May_2@@1 17:48 H NEVER ! B1-May-2001 17:34
"Last Login ! 2-May-2081 11:04 H NEVER ! MEVER
_ IIFall Login ! 3-May-2001 13:06 H N/A ! N-A
Ils Fail Att ! B H NA ! NA
"ﬁraceloginsi N-A i NeA H N-A ! N-A
Ny
. A . v
Acct Lock? ! No H N-A ! N-A
ration ! N/A H @3-May-2001 16:12 | N/
! H '
‘Group Unixn Local Parent
No No No

JAutosecure is Installed and Conf igured.
Local Se0S up?: Yes
Parent Se0S up?- Ves

Analysis

nt restrictions exist for this accouynt. Please review the restrictions
in the chart above and determine if they may be the cause of the

account has an expiration date. See chart above to determine if this
e cause of the call. If it is_then remind the user of this situation
e removing the account expiration date with the following commands.

1 subtgatbtgls comnand will be done at the parent and will propagate to
1 SCr i

host hp_ edlD@bth41?6

chusr tgS524 expire-

;- e the expiration date (Yes or No) [N1? u

Figure 9. Account is expired output
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5.1.7 Grace Logins Assigned to Zero

Grace logins can reach zero if the password was reset and the user failed to

“manually change the password. The program will automatically reset the grace logins to

IS T clnet - bdhpd172

|user summary for tySE0E.
) Name: MARK PANZECA ~M.,G0-TR SWIC,.S513-983-6182
Home Dir: <homesty8808  Owner: ty 5008 Perms: drwir—sr—x
Shell: susrsbinsksh
T bdhpdles

‘Tﬁ-én ists? | Yes

tch Local PHDB hp_edipEbdhpdlro
Yes

b

Yes Yes

UID # | 4755 4755 N/A ! N-A

=

NA ! staff

x

:
Primary Erp' 392 - staff

7I'Pwd Intrvl | NeA 48 P

:
"Pud Lst Che! 3-Apr—-2081 10: @3-Apr-2081 10:36 | B3-Apr-20@1 10:23

. “Last Login ! NEVER NEVER | MEVER

IIFail Login | 8-Mar—2@8@1 163 N/A ! N-R

H
H
H
H
i_i

1 MR I N/

@ ! MN-A

Xk

! N/R

Un i Local Parent

MONITORING No Regu lar Regu lar
accadmin No Regu Lar Regu lar
bin Yes Regu Lar Regu lar
ecsd Yes Regu lar Regu lar
evtmat Yes Regu Lar Regu lar
grpadmin No Mo Regu lar
pCM Yes No No
notes Yes Regu Lar Regu lar
staff Pr imary N N

USErs Yes

o o
Regu Lar Regu lar
Autosecure is Installed and Configured.

Local SeQS up?: Yes

Parent Se0S up?: Yes

Analysis

grace login count has reached zerc_and _the account is disabled. -
ace login count has been reset to G. lease instruct the user to login
ly with this ID on bdhp4172 and issue the command ‘passwd’ to change
<zword. The script has already issued the following AutoSecure command
host localhost;chusr ty8B80 grace(S)

ﬁu wish to view the command log file (Yes or NHo) [NI? B

~ Figure 10. Grace logins assigned to zero output
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3.1.8 Account Only Exists in UNIX

If the account only exists in UNIX, it was incorrectly added on the system.

Autosecure needs pertinent information; therefore, this cannot be automatically corrected,

but it will provide the necessary information. Figure 11 shows the output of the program.

43Bbdhp4172: shome ts3743]
P test@s

The parent policy model database for bdhp4172 is hp_edip@bdhp41vé.
Gathering user information ...

... from standard UNMIX files

... from tcb files X

.2« from local RAutoSecure policy model
«2. from parent AutoSecure policy model

User summary for testBS.
Name: Test 65,,,

iHone Dir: shomestest@s Owner: test@s Perms: drwsir—sr-x
Shell: “usrsbinssh

i_bdhpd4i72 i tch H Local PFDB H hp_edipEbdhpd17E

11D exists? { Yes i Yes H No i Mo
uiD % } 1@z ! 182 H MR ! N/R

Primary Grpi 324 - users H NeR ! Unknown
Pwd Intrwl I N/A 1 NeR H Unknown : Unknown
IPud Lst Chg! 31-Dec-1969 19:00 H Unknown ! Unknown
|Last Login : 4-May—-2881 18:34 H Unknown ! Unknown
Fail Login i MEVER H N-R ! N“A
# Fail Att | B H N-R i N-A
H L. 1
Gracelogins! N-A Vnen H MR ! N/A
Acct Lock? | No H MR T

H H
| Group Unin Local Parent
users Primary Mo No

Autosecure is Installed and Conf igured.
Local S5e0S up?: Yes
Parent Se0S up?: VYes

Analysis

The account is missing from both policy models but does exist in unix.
Please advise caller to use PAM to add this user.

gt iS?‘i-S@bdh p4172: 7home- 537431

Figure 11. Account only exists in UNIX output
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5.1.9 UID Mismatch

The UID mismatch problem arises because user ids are assigned to the user in two

files: /etc/passwd and /tcb/files/auth/t/<login id>. (see Appendix A & C for file details).

!

One of the numbers is correct, but there is no way to know which one, so it cannot be

auto-corrected, but the information will be provided. Figure 12 shows the output of the

t537436bdhp4172: “home~ts37431]
5 . /ATP _tgb524
er: 1.8
The parent policy model database for bdhp4172 is hp_edip@bdhp4176.
|Gathering user information ...
.+« from standard UNIX files
.xa from tcb files
. from local AutoSecure policy model
. from parent AutoSecure policy model
i t?er summary for tgS524.

Name: DAVID MARTIN ~DM-3, TR- EU EINCIHNRTI G0,513-983-081682

ome Dir: ~home~tg5524 Owner: 583 Perms: drwrr—sr—s
Shell: susrsbinssh
i 1 _bdhpdi72 ! tch H Cocal PHDE ! hp_edipEbdhpdi7E
10 exists? | Yes i Ves H Yes | TVes
- H H H +
- UID # | 58306 i 5630 H N-A ! NA
Primary Grp! 292 - staff H N/A ! staff
”Pud Intrul ! N-A T NeR H Default ! 48
Pud Lt Cha! 1-May—2081 17:48 H NEVER ! B1-May-2001 17:34
"Last Login | 2-May-2001 11:04 H NEVER ! MEVER
llFail Login ! 3-May—20@81 13:06 H N-A ! N-A
uc Fail Att | @ H N-A ! N/R
'Israceloginsi N/A P NeR H N-A ! N-A
. ,uncct Lock? | No H N/A ' MR
: H '
Group Un iz Local Parent
No No No

Autosecure is Installed and Configured.
Local Se0S up?: Yes
Parent Se0S up?: Yes

Analusis

ccount configyration error exists where the UID is in question. Ple

t the following in the ticket and forward it on to the Unir support team.
count tg5524 indicates a UID of 58388 in setc/passwd but

so shows a UID of 5838 in the tcb on bdhpd4l72.

Figure 12. UID mismatch output
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5.1.10 Home Directory is Missing

The directory /home/<login id> does not exist. The program gives you the option

- to create the directory. Figure 13 shows the output of the program.

- lUser summary for t8000.

Name: STEPHEN PETERSON /SJ.F2516 WHTC.513-634-5724
Dir: /home/t8E0E - NOT FOUND Owner: Unknown Perms: Unknown
hell: ‘fusr/bin/sh

| bdhp4172 | tch H Local FMDB | hp_edip@bdhpdl76
H

|
ID exists? | Yes | Yes H Yes | Yes

........... iy T TS —
UIp # | 5891 | 5891 H

........... e ]
Primary Grp| 392 - staff H
........... T R g —— ]
Pwd Intrvl | N/A | NZA H
........... T p— ]
Pwd Lst Chg| 28-Apr-2001 28:47 H
........... B I T U — ]
Last Login | 28-Apr-2001 20:47 H
----------- TR |
Fail Login | NEVER H
----------- R T R |
# Fail Att | @ H
s e v Sumis S S e mmmemmea H
Gracelogins| N/A | N/AA H
........... e T T AT R |
fcct Lock? | No H
----------- R S |

| Group Unix Local

| audi tors Yes Nao

| bin Yes No
edi_usrs Yes No
staff Primary No
users Yes No

Autosecure is Installed and Configured.
Local $e0S up?: Yes
Parent Se0S up?: Yes

------------------------------- Analysis ---cmmmm i iaiiioeinan

e home directory. /home/t8000, is missing.
ould you like for the home directory to be created. ..
Using the command mkdir /home/t8000, chown t8080 /homes t806A |

Figure 13. Home directory is missing output
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3.1.11 Home Directory is Owned by Another ID

The /home/<login id> directory is owned by another ID other than <lo gin id>.

The program gives you the option to change the owner. Figure 14 shows the output.

f Telnet -

User summary for t8000.
___ Name: STEPHEM PETERSOM /5J,F2516 WHTC.513-634-5724
‘@ﬁme Dir: /home/t8008  Owner: root Perms: drwxr-xr-x
- Shell: ‘fusr/bintsh
| bdhpdl172 | tcbh H Local PMDB | hp_edip@bdhpdl76
—E========= =============I=========H======================I=====================
ID exists? | Yes | Yes H Yes | Yes
----------- B e mim —m e wrothisieis s e MR Smm fie o e o e i i W s S S RS n = m cimie o e o
UID # | 5091 | 5891 H N/& | NZA
........... +---_.---_-_--A_--_-----H_----_-_--_---___---_-+-_-_---_------_--__-_
Primary Grp| 392 - staff H N/A | staff
----------- e == we m o L Sinie 9 emHlmimid meein mie o sie  me mieis S 58 S meme e Sl o Ders s s
Pwd Intrvl | N/A | NZ& H Default | Default
........... +---_------_.-A_--_--_--H--_-------------------+_--_--_--__--_---_--_
Pwd Lst Chg| 28-Apr-2001 20:47 H NEYER | NEVER
----------- hisisimm miera wis & s s S 205 e Hleie mimin it e e 4 s SEE B S S o m. cimie e e e e e e
Last Login | 28-Apr-2001 20:47 H NEYER | NEVER
----------- e el S S
Fail Login | NEVER H N/A | N/&
----------- b b I
* Fail Att | @ H N/A | N/A
e, R e T R Hemmm e e R e L .
Gracelogins| N/A | N/A H N/A | N/&
........... +----___-_----*---------H----_-----__--_-__--_-+__--_-__-.-_--__-_---
Acct Lock? | No H N/A | N/A
........... |_-----_-------_--_-----H----------------------+--_-------------_----
Group Unix Local Parent
audi tors Yes No No
bin Yes No No
edi_usrs Yes No No
staff Primary No No
users Yes No No
Autosecure is Installed and Configured.
Local Se0S up?: Yes
Parent Se0S up?: Yes
------------------------------- Analysis
The home directory, /home/t8000. is owned by root
instead of t8008. The ownership can be changed by issuing the command
chown t8000 shome/ t8800. Would you like to change the ownership? [

=il

Figure 14. Home directory is owned by another ID output
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Account Exists in Autosecure, not UNIX

The account does not exist in UNIX. It will be prompted to automatically add.

Figure 15 shows the output of the program.

[ts3743@bdhp4172: vhome ts37431
AT tdvosi

er: 1.

The parent policy model database for bdhp4172 is hp_edip@bdhp4176.
Gathering user information ...
.+« from standapd UNIX files
«». from local AutoSecure policy model
... from parent AutoSecure policy model
User summary for td@231.
Name: NONE

(From_information at parent PMDB)
Home Dir: /Eﬁee/td@QBl Owner: 7583 Perms: drwir—sr-s

Shell: M
1 _bdhpdI7Z ' tcbh  H Local PHDB i_hp_edipEbdhpd17e
D exists? | No | No H Yes i Ves
UID # ! NONE ! NONE H N-A ! MR
IPrimary Grp! NONE — NONE H N-R ! staff
| " [N} "
;‘Ipud Intrvl ! N-A ! MR H Default ! 49
’Pud Lst Chg! NEVER H NEVER ! NEVER
|Last Login ! NEVER H NEVER ! MEVER
’Fail Login ! MEVER H N-A ! N/
[# Fail A H H N-A ! N4
|Gracelogins! N-A H H NA ! N/A
f i el . 1
lAcct Lock? ! N-A H N-A ! MR
:‘ 1 (N} 1
jGroup Unix Local Parent
|bin No Regu lar Regu | ar
levtmat No Regqu lar Regu laxr
jusers No Regu lar Regu lar

Autosecure is Installed and Configured.
Local Se0S up?: VYes
Parent Se0S up?: Yes

Analysis

|The account exists at both policy models byt not in unix. . ! 4
he following AutoSecure commands will be issued to correct this situation
by adding the account at the unix level.

| host ™ localhost

€ny uniy
newusr tda2

ecos("JAN DOBBENIE ~J,,G0-TR CINCINNATI GO,1-513-983-1932') userl
Join td@221 agroup(bin)

Join td8231 grouplevtmgt)

Join tdB231 grouplusers)

Continue adding the account (Yes or Mo) [NI1? [ |

83

31 homedir(®shome/tdd231") shellprogl'- binssh’) pgg?ggt'staFF'l

Figure 15. Account exists in Autosecure, not UNIX
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- 5.1.12 Account Exists in UNIX and Autosecure Parent, not Local

The account exists on the UNIX level and partially in Autosecure. It does not

exist in Autosecure on the local host. The program will prompt for the addition and

automatically add. Figure 16 shows the output of the program.

standard
... from tcb files .
... from local AutoSecure policy model
... from parent HutoSecure policy model

User summary for tdez231.
Mame: JAM DOBBEMIE ~J.,G0-TR CINCINMATI GO,1-513-983-1932

Home Dir: <home-tdB231 Owner: tdBz231 Perms: drwsr—sr—x
Shell: sbinssh

T BdhpdlrZ | vob__H _Loocal PHOB T hp_edipebdhpA 176
' ’ﬁD enists? | Yes | Ves H No | Ves
uID # ! 7583 i 7583 H N-A i N-A
(Primary Grpi 392 - staff H NA ! staff
IPud Intrul | NeA 1 Nen H Unknouwn HPT
Pwd Lst Chg! NEVER H Unknown ! MEVER
lLast Login ! NEVER H Unknown ! MEVER
Fail Login ! NEVER H N-A 1 NeA
% Fail Att | @ H N-A ! N-A
Gracelogins! N-A VN I T
Aot Lock? | Yes, passwd is '#'. H N/R e
IGroup Unir Local Parent
bin Yes No Regu lar
eutm?t Yes No Regu lar
staf Primary Mo No
lusers Yes Mo Regu lar

JAutosecure is Installed and Configured.
Local Se0S up?: Yes
Parent Se0S up?: Yes

Analysis

The account exists at the parent policy model and in the uniz files :
but not at the local policy model. The following AutoSecure commands will
be issued to correct this situation by adding the account to the local
policy model.

host localhost

newusr td8231 owner(nobody) . =

chusr td@231 audit(Failure LoElnFatlure]

chysr td@231 name(’JAN DOBBENIE ~J.,ETC-BRU-EDC,32-2-4564942,")

Jjoin td8221 group(bin)

Join td8231 grouplevtmgt)

Join td8231 grouplusers)

Continue adding the account (Yes or Nol) [H1? ves
In order to svnchronize the user's password on this_node with the one

ifound at the parent PMDB aou should login to bdhp41?6 and tupe
sync_pw tdB231 bdhp4l¥Z2 hp_edip

TL !w cmmmiimd cemem demediiiabded kit bae oot beece vcm-- L liicaad

Figure 16. Account exists in UNIX and Autosecure parent, not local



5.1.13 Account Exists at the Autosecure Parent Only

The account does not exist on the local host in Autosecure or UNIX. The program

will prompt for automatic correction. Figure 17 shows the output of the program.

| %Telnet-bdhpd172

.+« from standard UNIX files
... from local RAutoSecure policy model
.+« from parent RutoSecure policy model

User summary for tyS004,

Name: MNONE
[From information at parent PMDB)
Home Dir: shome-ty8888 Owner: 4755 Perms: drwsr—sr-x
Shell: NONE

T bdhpdl7Z T__tcb M Local PHOB T hp_edipebdhpd 176

'F exists? ! Mo ! "No H No | Ves

UID # | NOME ! NONE  H N-A ! N-A
IPrimary Grp! NONE - NONE H N-A ! staff
| i Ll 1
lPud Intrvl ! N/A i NeR H Unknown ! 4@
|Pud Lst Chg! NEVER H Unknown ! B3-Apr-2001 10:23
1 ’ " .
J|Las.1; Login | MEVER H Unknown ! MEVER
IFail Login ! NEVER H MR ! N
% Fail Att | @ H NA ! MR
|eracelogins! N-A TNAR HNA { MR
|Acct Lock? ! NA H N-A ! MR

H H +

Group Unir Local Parent
MONITORING No No Regu lar
accadmin No Ne Regu lar
bin No Ho Regu lar
ecsd No No Regular
evtmgt No No Requ lar
grpadmin No No Regu L ar
notes No Ho Regu lar
users No No Regular

Autosecure is Ingtalled and Configured.
Local Se0S up?: Yes
Parent 5e0S up?: Yes

Analu<sis

The account exists only at the parent policy model. The following RutoSecure
commands will be issued to correct this situation by adding this account to the
local policy model and at the unix level.
: host localhost .

newusr ty8080 owner('nobody’) unir(gecos(’MARK PANZECA ~M.,G0-/TR SWTC,513-9¢
g:?}SE'] homedir(-homesty88688) shellproglsusr-bin-ksh) paroupl(staff) userid("47E

chusyr ty80B8 audit(Failure, LoginFailure)
chysr ty88668 namel "MARK PANZEC -M.,TR-G0,513-983-68498, ") .
Join tu8808 group(MONITORING) unix

Join tu8888 grouplaccadmin) unixr

Join ty8888 group(bin) wuniy

Join ty80868 grouplecs4) uniy

Join tuy8888 grouplevtmgt) unix

Join ty8008 group(grpadmin) unix

Join ty88668 group(notes) wunix

Join tu800@ grouplusers) wunix

Jdoin tuv8@BB arouplstaff) wunix

Cont inue adding the account (Yes or Mol [NI? W

Figure 17. Account exists at the Autosecure parent only
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5.1.14 Primary Group does not Exist
The user’s ID is assigned to a primary group that does not exist in the /etc/group

file (See Appendix A for the /etc/group file). Figure 18 shows the output of the program.

S Telnet - bdhp41 ?2 2

[t53?43@bdhg41?2 : 7home ts37431]
.“ATP
Ver: 1.8
The parent policy model database for bdhp4172 is hp_edip@bdhp4176.
Gathering user information ...

.a. from standard UNIX files

... from tcb file

«x« from local RutoSecure policy model

.+« from parent AutoSecure policy model
User summary for tgS5524.

DRVID HRRTIE #DM-3, TR-GO_CINCINNATI GO,513-983-68162

Hone lr: shome-tg552 Owner: tgS524 Perms: drwsr—xr—x

Shell: /usr/bln/sh
E i bdhp4172 i tcb H Local PMDB i hp_edipEbdhpd17e
10 erists? E Yes E Yes H Yes ! Yes

UID # | 5038 i 5838 H NA ! N/A
‘@Tinary Grpi 337 - Not found H N-A ! staff
= H ] H +
‘Pud Intrvl | N-/A i N/R H Default i 48
| + A o +
:Pud Lst Chgi 1-May-2881 17:48 H NEVER i Bl-May-2881 17:34
ILast Login | 4-May—28@1 13:37 H NEVER ! MEVER
| ' . 3
IFail Login | 3-May-2881 13:86 H N/A ! NeR
‘I# Fail Att | B H N-A ! N/A
|Gracelogins! N-A i NeA H MR ! N-A
lAcct Lock? | No H N-A ! N-A

i H

||Group Unir Local Parent
No No No

Autosecure is Installed and Configured.
Local $e0S up?: Yes
Parent Se0S up?: VYes

Analysis

A group seems to be missing or there is a configuration error with this
account. Please insert the following lines and forward the ticket to the
Unix_support team

RAccount t95524 indicates a primary group # of 337
which does not exist in “etcsgroup on bdhp4i72.

£t58?43@bdhp41?2=/home/t93?43]

Figure 18. Primary group does not exist output
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5.1.15 Account Information is not Consistent
Problems appear with the account and it is partially configured. No automatic
actions can be taken to correct the problem, but the program will provide the information

that the account should be analyzed. Figure 19 shows the output of the program.

Telnet - bdhpd172 =]

e paren

|Gathering user information ...
... from standard UNIX files
. from tcb files .
. from local AutoSecure policy model

i .. from parent AutoSecure policy model
lUser summary for tSGEA.
| Name: STEPHEN PETERSOM ~SJ,F2816 WHIC,513-634-5724
|Home Dir: ~“home-t8BEG  Owner: t8BBE  Perms: druwir—Rr-x

Shell: susrsbinssh

I Bahpdlre____|___tcb Cocal PHOB T hp_edipEbdhpd 176
ID enists? | Yes i Tves H No { Mo
UID & ! 5091 1 5@91  HN/A ! N/A
|Primary Erpi 392 - staff H N-A | staff
;hud Intrul | NsA i MR H Unknown ! Unknown
Pwd Lst Cha! 28-Apr-2001 20:47 H Unknown ! Unknown
‘Fast Login ! 28-Apr-2081 20:47 H Unknown ! Unknown
Fail Login ! MEVER H N-A ! N/R
|:: Fail Att | @ H N-A ' N/A
Graceloginsi N-A 1 NeA H NA ! N/A
Acct Lock? ! Mo H N-A ! N/A
i H t

Group Unix Local Parent
layditors Yes No No
bin Yes No No
ledi_usrs Yes No No
istaff Primary HNo No
USErs Yes No No
JAutosecure is Installed and Configured.
| Local Se0S up?: Yes

Parent S5e0S up?: Yes

Analusis
This account’s configuration is quite confused and it cannot be corrected with
this script. Please forward this ticket on to the Unix support team for
‘resolution with the Followln? terty : .
Account £9088 is partially configured in uniz on bdhp4lvz
and at the parent policy model, hp_edip@bdhp4lré.

’§t53?43@bdhp41?2:fhone/t53?43]

Figure 19. Account is quite confused output
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1.16 GUI Interface

It is possible to connect to an NT server via CITRIX Client and then connect to a

Figure 21. GUI Interface

a3



Please enter the followving information:

Options:

Arguments:

... from local ﬁutaSec:ure policy model
. from parent iutoSecure policy model

'17 User sumnary for ts3743 =
Name: ASHLEY MONHOLLON AAR,.GO/TR SUTC,513 983 41559

?'VHume Dir: /home/ts3743 2 Owmer: ts3743 Perms: drwxr-ar-—x
Shell: /ban/sh

| bdhpdl72 | tcb | hp edipebdhpdl76
I ="

:'Pr:i_mary Brp| 392 staff

E - H
'—Pml Lst Chg] NEVER : H 01—]*1&}"—2']!}1 11:25

e e g e
t Last Login | NEVER S H ln—nay—znm 16:55

Figure 23. Program output (GUI Interface)
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6. Conclusions

System Administrators spend numerous hours detecting and correcting UNIX
user account problems. The installation of the software package, Autosecure, has been
installed on all the UNIX Midrange systems in attempt to increase security and
manageability. With the installation of Autosecure, account problems have increased
dramatically. The details and specifics were described in the Statement of Problem and
Definition of Need Section.

This document discussed the aspects of design and implementation necessary in
the development of an Account Troubleshooting Program. The project’s purpose is to
eliminate unnecessary time spent manually correcting and searching for UNIX user
account problems. The program has been designed to immediately detect the problems
associated with user accounts and if possible, automatically correct the problems.

The program was tested successfully and proved beneficial to correcting and
eliminating problems. The structure, design, flow, and management of the UNIX
Account Troubleshooting Program was explained in detail. This document includes the
Problem and Solution, in terms of program design, as well as user and operator
characteristics. The deliverables, budget, timeline, software, and hardware were discussed
in the Design and Development Section. The Proof of Design section detailed the
specifics of the program, identified all possible problems, detailed an algorithm for

resolution, and demonstrated execution of the program.

35



7. Recommendations

In the future, before implementing a new feature into production, it needs to be
fully tested in attempt to identify possible problems created by the change. This was not
the case with the installation of Autosecure. Too much effort and time has been wasted
attempting to correct problems resulting from the change. I would have created the
program sooner in attempt to save time faster.

Another recommendation is to create Validation Scripts to identify configuration
problems as a whole. I am currently in the process of writing a script to look at all the
home directories on the system, permissions, and ownerships. These problems will be
corrected one by one so they do not appear in daily troubleshooting. This is an attempt to
be more proactive with resolution.

Another possibility and recommendation is to incorporat¢ a JAVA GUI interface
and possibly allow execution from the Intranet. This will take time and energy, but is a

long-term goal for the project.
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