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Abstract

Ead’s Fencing company was established in the early 1990’s that provided the
service of installing fences for both residential and commercial locations. However, as
the business expanded and grew, the need to actually produce the fences revealed itself
and a new facility was needed. In addition to this new facility, a new network was
needed to manage the different resources and machinery needed in the production of the
fences. An Active Directory proved to be the most beneficial means as to reach this goal
without being too cost-prohibitive while still maintaining the compatibility needed to
inter-operate with other businesses in the Windows environment. Additionally, this
network also needed to have a wireless solution to provide the employees with the,
freedom needed to manipulate their data from anywhere within the building. The ‘
network will utilize Windows Server 2063 Business Edition while also implementing an’
802.11g WPA-enabled wireless network. As important as the usébility of the network is
in relation to the needs of the business, security is also an important concern. To remedy
this concern, we are also implementing a hardware firewall for the network in addiﬁon to
a software based firewall on each client system. Utilizing all of these resources will be

necessary in providing an effective, reliable, and secure network for Ead’s Fencing.
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1.0 Project Description and Intended Use

1.1 Problem Statement

We are implementing an active directory network for a company called Eads
Fencing. Originally, Ead’s business was being run-in a “garage” type atmosphere. Eads
Fence only had a few employees and their main task from day-to-day was to install
fences that Eads Fencing was contracted to do for théir clients. However, Ead’s Fencing
wanted to grow and expand by trying to give their customers more options as well as
gaining additional cliental. However, the company wanted not only install fencing, but
also distribute and develop the fencing products in-house. To accomplish this, Eads
Fencing bought an old lumber yard (located in Loveland, Ohio) that encomp;:ssed a total
of four buildings which will house the fencing products. As the company continues to
grow and expand by installing and selling more fences, the need for more employees has
become a concern. They will need to be able share their databases of their available
products as well as which products can be used in conjunction with other typés of fences.
Further, they will require the ability to e-mail their customers any information they
require as to provide a fast and efficient means of communication. In addition to the
various types of computers, printers, and netwdrk equipment, Ead’s Fencing also has
special machinery that will require network access to collect any necéssary data Also,
security will be of paramount concern to the facility for both the logical data of the
computers as well as the physical machines on the property. The problem is that the
business will not be able to safely function at full potential without the use of a security

system and a fully functional network. It is for these reasons that Ead’s Fencing will
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require us to implement an Active Directory if Ead’s Fencing is to continue td expand
and grow in the years to come.

1.2 Description of “the Solution

Our solution to Eads Fencing is to create a network that is not only easy to
manage, but easy to sﬁpport as well. We are taking the company’s independent machines
and creating a new way of business so that its files and data will be easier to share.
Making these changes will help create more accurate business decisions. To properly
implement a directory based network, a Network Operating System (NOS) must be used.
For this project, we will utilize Microsoft’s Windows Server 2003 Small Business
Edition as our NOS. It will enable the employer to properly manage users, printers,
group policies, and other network resources. Further, it will provide the expand;lbility the
company needs as well as a user friendly environment the user will require when

managing the network.

Some key components of this solution include:

e Hardware — This network will require multiple types of devices such as, but not
limited to, Firewalls, Switches, Patch Panels, Servers, Cable, Client Machines

e Software — Software that will be needed to run the client systems and servers
include Windows XP Professional, Server 2003 Small Business Edition, Backup
Executive, McAfee Anti-Vitus, Microsoft Anti-Spyware

e Access to the outside world via the internet, enabling the employees to gain more
knowledge about products, view competitors products, and email customers and
potential clients

e System backups to ensure file recovery due to power failure, accidental deletions,
or the mishandling of information.

e Virus and spyware prevention to keep systems running at full potential and to
keep all information secure.
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e Group policies and privileges to maintain control over employees and ensure
safety of secure files.
1.3 User Profile
An Active Directory based solution will provide much more functionality to the
users of the network. They ‘will be able to store any and all files they fequire in a central
location on the server so that they can access them from any location. This ability will
help to provide a more seamless work environment and help. improve employee
efficiency and productivity. Additionally, it will help to alleviate employee frustrations,
in that many of the computer functions will already be set from the server via group
policies. Group policies will help by not requiring the user to have advanced knowledge
of the workings of the computer in order to use it.. After all, many of the users of these
systems will be average people with minimal computer skills. These people will onl;'
want to try and finish their work and not spend their time fixing their computers.
To accomplish these tasks, we will implement group-based permissions
throughout the network that will include three main groupings:
1.3.1 Administrators
First, we will have our administrators group that will include both of us as
well as a few key individuals that provide tech support for Ead’s. Members of this

administrators group will have full access to most of the system functions that

need to be performed on the network. These tasks will include daily maintenance

tasks such as taping backups, checking the system logs, and trying to troubleshoot

any of the smaller problems that arise with users of the network. Further, it will
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be the administrator’s duty to ensure servicesssuch as anti-virus and anti-spyware

\

are running routinely to ensure a safe and secure network.

1.3.2 Office Workers

" Our second group will be the office workers spread throughout the main
building. While there will be a few users in the second building, building one
represents the bulk of the users and equipment. These users will not have quite
the amount of control that the administrator group maintains, but they will not be
restricted to a level in which they will be frustrated while using the systems. For
example, the office workers will have the rights to configure the look and style of
their desktops, but not be able to change the target location of their “My'
Documents.” 'Settings such as the “My Documents” properties will be controlled
via group policies that will-be distributed by our server.
1.3.3 Yard Workers

Our last main group of users will be the workers in Ead’s fencing yards who

mostly need the computer for one or two purposés. These users will have the most
stringent controls upon them to keep them from using the computers recreationally.
For example, the yard workers will not be able to install software to prevent them
from installing applications such as games or other types of personal programs.

2. Network Diagram

For our network, we decided to take advantage of an HP Proliant server that hosts

our domain called Eadsfence as well as being the central storage point for the

majority of our users. In addition, the server also comes equipped with an internal
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tape drive that we will utilize for our backups. While our server is packed with
power, our users’ workstations are designed mostly for them to get the job done while

still providing a pleasant user experience.

Wireless Client Wireless Client
{tg)
Wireless Client  Wireless Acces3\Point Primary Domain Controller
\ Proliant ML350

e

U

Firewall A
Cisco Systems PIX-520 Wor

kstation

Figure 1 — Network Diagram

They are equipped with Celeron processors (although, they are running at 2.0+ GHz

speeds) as well as 512MB of memory as to allow a pleasant work experience for the user,

but not under-utilize the power of the system. Additional hardware that will be required

for the proper use of our network is a firewall. Our firewall is a Cisco Series PIX-520
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series with four dedicated network cards. One of these network cards will be dedicated to
our external connection to the outside network. Another will be dedicated the internal
network so as to separate the two networks and thus create our firewall. As for the
remaining two network cards, they will be dedicated to act as separate DMZ zones.
However, these zones will only be for future use at this time in case Ead’s requires its use
at a later date. This firewall will be then connected to our Cisco Catalyst 3500XL switch
to allow the number of devices that will be required to connect to the network. As
previously mentioned, we will use Windows 2003 Server Small Business Edition to
manage our network. Since we only have one server at this time, most of our network’s
resources will be done via this machine with programs such as McAfee Anti-Virus
management and the sharing of user resources.
3. Project Planning

3.1 Project Schedule

Originally, our plan was to complete a majority of our project during the Winter
break at the end of Senior Design I. It was our plan to get the servers as well as the end
users’ workstations installed and set up during this time period as well as the server and
phone system. Unfortunately, Ead’s Fence was unable to procure the hardware and other
equipment needed in time for us to complete the project under our original timeline.
Therefore, we revised our schedule to extend the length of Senior Design II as can be
seen in Appendix A6. We began our project as scheduled during the first week of
January and are currently on track according to our adjusted timeline. During the course
of Senior Design III, we will test the stability and security of our network in addition to

providing a wireless infrastructure for the facility.
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3.2 Project Resources

For our resources, the details of the hardware can be viewed below in our Network
Diagram section.

Tirwlen
I3 Hescurce Mame Typa B Sid RHake  Aecruc 81 Basc Calendar
1 S0t Poiwers. Work $10.00% Prorased 4 Haurs.
2 Llhint Shumskes Work $10.00%y By e 24 Houre
3 Setmer Muteral S2.50000 Proraled
4 Weanistationg Matsral $500 00 Proratet
H] Rakar Mataral $60000 Praraled
& Cabie Materal $30000 Proraled
7 Paralgss AFs Matarial R0 Pramsled
‘4 Vendowss sorver J003 5B Matorat 58000 Promaled
g Swiinh Matoral $50000 Proraled
143 Rack Matoral 10000 Prorated
11 Back.up evec Maszral $40020 Promaled
12 Moslee Anti-vine ANlaterial 542000 Promted

Figure 2 — Project Resources.

4. Proof of Concepts
Figure 4, below illustrates a test ping between two systems on our network. This

confirms connectivity from one computer to another in the network.

e CAWINDOWS\system32\emd.exe

FIN?ping acerh
Pinging aceréb.cadsfence.local [192.168.1.161 vith 32 hytes of data:

iReply from 192.168.1.16: ces TTL-128

iReply from 192.168.1.16: 25 = ; TTL-128

Reply from 192.168.1.16: 32 ti ( TL=12
eply from 192.168.1.16: byt . =128

ing statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4. Lost = B (B2 loss),
Approxinate round trip times in milli seconds:
Minimum -~ Bmz, Maxinumn = Wms, Average

N

Figure 3 — Test Ping

Figure 5 is a snapshot of My Network Places within Windows XP Professional. This

displays the domain that we are using for our network (Eadsfence).
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% Microsoft Windows Network
File Edt View Favorkes Tools Help

@Baﬂk - “’j 7}* /:\: Search Folders v

Network Tasks - ] 9 $3 Workgroup
J Add a network place "
W, View network connections

i

Set up-a wirelass network
for a horae or small office

G Search Active Diractory
W how ioons For networked

Other Places

i Entire Network

j My Computer

iy My Documents
Yy Printers and Faxes

Si=llc.)

> L

Figure 4 —- My Network Places

As you will see in Figure 6, we currently have 17 workstations connected to our domain
as well as one server in which the domain is being hosted. Further, this also proves

connectivity between the systems within the network
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Far & hoime or small office

€ Search Active Dirsctory

o - Show icons For networked
UPri davices

Dther Places
i‘} Microsoft Windows

Netveork
ja Entire Netwark

ity Computer
iy My Documertts
iy Printers ard Faxes

e

CIEX

v i

% Eads-serverl

Go

Figure 5 - Compufers in Directory

5. Testing

Although we have previously shown that we have connectivity between our

computers in the above section, you will also find below an example of our default group

policy which is currently being appl

ied to all users in Appendix A4. Also, we plan to

complement our security in group policy by further locking down particular ports on our

firewall. We will be able to figure out which ports are open by utilizing a port scanner

and scanning our network from both the inside and outside of our network. An example

of our internal port scan can be seen on the following page in Figure 7. To perform this

task, we will be making use of a free port-scanner app

lication called GFI Languard that
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we obtained on the Internet (http://www.gfi.com/). Using this port scanner, we are

confident that we will be able to secure our network in an effective way.

B GFILANguard NS5, 7.0
Eds  Jools Configwe Hep

- New 5can.., s b oy . Using: Currently Logged-OnUser » - - [ riuﬁ"l
';"E"P'“" - o Gogn Target: |Herdomain_ st o} Profie: {Delah T e e
1 Nae e I '
= @ Security Scanner (Defaut) : Scanned Computers . Soan Resuks
- % f"" Fikors T 9] 4 1921681.22 IACENO] (WmdowsXP Sesvice ~ e 2 [Deswptm FIP = File Transter Protocol / Setvice: Unkmnl
,ﬁ’ Full Report Vunerabilties (8) @ 135 {Description: epmap => DCE endpaint tesohation / Service: Unknown]
3’ Vunerabilties [tigh sect A\ Polential Vulnerabiities (2} @ 138 [Desciption: Nedbios 33n => NETBIOS Session Servioe / Service: Unkriown]
Zi‘: "‘*"’"‘b“"%"“’“‘ i 3 Shates (4) @ 445 [Description: Miciosolt-Ds / Servics: Lt
P Vonerablities > J
fof i 1.3 Apphcations (70) © 3389 [Description: Terminal Services / Setvice: Unknownl
A e Lot
: ) : D Secuity audt pokcy [0
Z¥ Inportant Devices - Wit | ;JQ Regity polcy 08}
5% open ::vts i ¥ Open TCP Parts (5} ,
§OP°" ::; ! id System patching status L
3 mﬂ ks 3 B NETBIDS names (4) pi
s ) Compute i
)’ Groups and Users le;l)]
’;’ Computer Properties P § Users 5]
¥ Installed Applications i Logged On Users (5)
\3 {;&:n-lxdated Security S ) Sessions (1]
# 2 Tooks e ; "l% fsz;sgfs;tmcznuwmx;‘s ice F
, R N s 4 168, ervice
3%“"’@""’"de5 : & Vuinexatibies (10)
5 *m . 0\ Potential Vulnerabities (2) i
jg ot (Active) ‘ 523 Shaves (4) , v,
g CG1 Scanning [ L o
%’*FL‘TCP&LDPMSC& i ST e G T
k % Missing Patches + Scanner Activity Window
¥ only web : . g -
i Only SN 'Stasting security scan of host ACER16{192.168.1.22)...
“gy Ping them Al | Tinves 11:18:46 AM
i Share Finder :
iy Trojan Ports SMB probing...
¥ Slow Networks :
43y Removable Medka Protec
¥ USB Devices
4 Scheduled Scans { Collecting Windows os lnlorm:lkm (5MB)...
I Computer Profiles v - Pend serveringo_ . v
4 C > 1 Netwarkdiscovery Scen memoae) Sean thveadz(icle) “sean thread:!(ldle)

Figure 6 — GFI Languard Port Scan Example

6. Deliverables

Through the course of this project, we plan to be able to have our network have
the following capabilities:

6.1 Single Sign-on Environment

Each user who requires access to the network or any computer will be required to
have a login name and password. This single name and password will be used across all
computer systems throughout the network. Additionally, the single sign on will allow the
use of redirection through Group Policies enabling all of the users to be able to save to

either their desktops or My Documents and access it from any computer. Further, we
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have enabled roaming profiles across the network so that each user’s settings, such as
favorites and application settings, follow them as they log into various computers.K An
example of how we enabled roaming profiles can be seen in Appendix AS5. In addition to
being able to route users’ profiles and files, a single sign on environment provides us with
the means to control exactly which resources our users have access to. Further details on
this subject can be seen above in our User Profiles section.

6.2 Wireless Connectivity

There will be many times throughout the life of the business that the use of a
computer will not always coincide with being near a network jack to plug into the
network. To alleviate this problem, we will be-implementing a wireless network with at
least two access points and utilizing a WPA based security architecture. At the moment,
our main goal is to provide a fast and efficient wireless system throughout the maiﬁ show
room of the business to help facilitate the viewing of files requiring network access for
customers.

6.3 Backup Solution

Since all users files will be saved onto the server, a backup solution will be
implemented to ensure that all of their ﬁlés are routinely backed up. Our HP server
already has a tape drive included with it that can accept 200GB tapes and since most of
our users’ files will be relatively small in size, we feel this more than adequately fills the
business’ backup needs.

6.4 Anti-Virus / Anti-Spyware Solution

Initially, all of our systems came pre-loaded with Norton’s Anti-Virus 2006 trial

versions, which we used as a temporary virus solution until we were able to attain
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McAfee’s network anti-virus solution. Systems will receive daily updates from McAfee’s
servers as well as perform routine virus scans of all computers on the network. As .
spyware has turned from a nuisance to actually being capable of harming the system of
which it has infected, we have also decided to deploy ‘an anti-spyware solution in
conjunction with our McAfee software. For this, we have decided fo use Microsoft’s
Anti-Spyware because it is a free solution as well as being able to receive daily updates
and perform daily scans.

6.5 Secure User Desktop

A computer system is only as secure as what the user has access to. Since people
sometimes like to look around on their computers or use certain features that are not in
the best interest of the business, we will be deployiﬁg gfoup policies throughout:our
network. Using Group Policy Objects (GPO), we will be able to control not only how ’the.
users’ desktops look and functions, but also pre-determine some of their settings and
configurations. In addition, GPO’s offer the ability to restrict access to certain areas of

the system such as the local hard drive, control panel, or other security features.

T4
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7.0 Appendix

Appendix Al — Daily Administrative Tasks '

 Daily Activities §
GS-01 |RunAs Shortcuts

 5S5-02 _‘!rGeneraI Semce Status Verification
GS-03 | System Event Log Verification
GS-04 | Security Event Log Verification
'GS-05 | Service and Admin Account Management o
GS-06 Activity Log Maintenance

'BR-01 | System State Backup Generation
'BR-02 | Backup Verification

Appendix A2 — Weekly Administrative Tasks

} Weekly Activities |
GS-07  |Uptime Report. Management
GS-08 | Script Management

GS-09 Script Certification Management
GS-10 Antivirus Definition Update

GS-11 | Server Reboot |
HW-01 Network Hardware Checkup

BR-03  |Offsite Storage Tape Management
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Appendix A3 — Monthly Administrative Tasks |

| Monthly Actwntles "
GS-12 | Security Policy Review/Update
GS-13 | Security Patch Verification
GS-14 | Service Pack/Hot Fix Update
GS-15 | New Software Evaluation
GS-16 | Inventory Management
HW-02 Server BIOS Management
HwW-03 | Firmware and Server Management Software Update Mgmt
BR-04 Disaster Recovery Strategy Testing
BR-05 | Restore Procedure Testing
BR-06 | Backup Strategy Review
BR-07 | Server Rebuild-
RA-01 Server RDC Management
RA-02 | PC RDC Management
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Appendix A4 — Default Domain Policy Example

Default Domain Policy
Divis collesed oo 2r14/2006 5:38:11 P

| Account Poscieaasaward Policy

Policy

Endarce pessword history

Marinum pagswond sge

Miripawim password age

Mirkmum pessword Sength

PasEword must meet comphexity requirsmants:
Sicre pasewords using revensible encryplion

" Ol deys

‘Bicharacters
“Driswled
" Disabiled

4'@»@-« remembered

Ndayn

Polley

Accounh lockaun chirsfion
Account lockaut threshaid
Rasel accaunt fackoul counter e

0 miraes

B lnvalid ngon atbempls

Endoroe ussr fogon reswiclions
Mamdimum Kfetime for service ticket
Wandiown ifetiones Bor user ficket
Wandam Bfagme for user lickel renewst

Madimwinn tolarsnce for compistr clock synchronization

500 minules
i hoars
7days.

5 mimses

— —

Policy

Disabled

Policy

Eneos certiicales aulomalicaty

1 Bnd remove rvoked cortficates

Ensed
i Ranaw expired carificates, updsie pending coriicatos,

i Update corticats thal use conifeate empiates

Disabied

Praperties

N e A e

L JEFS)

-Allow upers 10 ancrypt $es using Encrypting Fle Sysiem

Enabled

Curiiicates

1ssued To .. lessedBy

Adeinstrator " Adeninisteator

1212642008 4:42:44 PM ‘'Fiie Recovery
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Appendix A5 — Enabling Roaming Profiles

Tony Foster Properties [ 2] m l

Member Of i Dial-in } Environment ] Sessions l Remote control ]
E-Mall AU eI SEY i LAaL UG | sauwaws © Y O

General | Addiess | Account Profile ! Telephones | Organization |

- User profile

Seada-zereer! s sersProtileDirectoryStioster

Profile path:
Logonscript  [SBS_LOGIN_SCRIPT.bat

- Home folder
* | ocal path: f

" Connect: i :_; To ]

l oK 1 Cancel Bopl Hely i
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\

Appendix A7 — Example of Show Running-Configuration command (Firewall)

Note: All items appearing in red indicate purpose of line above and are subject to
change

pix-eads# show running-config
: Saved

PIX Version 6.3(5)

interface ethernet0 auto

interface ethernet1 auto

interface ethernet2 auto

interface ethernet3 auto

nameif ethernet0 outside security0
-Names our Ethernet0 interface “outside” as well as giving it a security rating of 0 .
which is relevant in properly configuring access between interfaces. Generally -
speaking, a device with a higher number is allowed access to devices with lower
numbers. If a device with a lower number needs to pass information on to another
device with a higher number, than a port must be opened up on the firewall to-
allow access to the respective device.

nameif ethernet inside security100

nameif ethernet2 dmz security10

nameif ethernet3 dmz2 security15

enable password sdflkjRRRW YhREsdflkje encrypted
- This line shows our password in an encrypted format

passwd ITEWAUDYLWcxjVPP encrypted

hostname pix-eads
- This line sets the hostname of the firewall as “pix-eads” for configuration
purposes

domain-name eadsfence.com
- This line tells the firewall which domain that it is acting upon

clock timezone EST -5
- This command sets the timezone for the firewall’s internal clock

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25
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- Port 25 is a protocol that is typically used by many hackers to act maliciously
upon a user’s computer. Port 25 also is used for the sending of email, so it is used
rather often in a network. The “fixup” portion of the line activates a function on
the firewall called “Mailguard” that acts sort of as a secondary measure of
security against hackers who wish to use port 25. Mailguard restricts the use of
certain commands that are typically used in SMTP for malicious intent and also
for general use. Since some functions can be used for both reasons, Mailguard
differentiates between the two to allow the genuine commands through.
fixup protocol sqlnet 1521
names
name 70.61.137.35 eads-serverl ,
- Maps our main server to this external IP address for external access
access-list acl_out permit tcp 199.218.122.0 255.255.255.0 host eads-serverl eq
3389
- This line allows access through the firewall on port 3389 to the host at the name
“eads-serverl” as set earlier in the configuration and when the packet type is TCP
and from the IP address of 199.218.122.0
access-list acl_out permit tcp 198.30.98.0 255.255.255.0 host eads-serverl eq 3389
access-list acl_out permit tcp 198.30.99.0 255.255.255.0 host eads-serverl eq 3389 *
access-list acl_out permit tcp any host eads-serverl eq smtp '
access-list acl_out permit tcp any host eads-server1 eq https
pager lines 24
logging on
- This enables logging on our server.
logging trap debugging -
- This line enables a level of logging called “debugging,” which is the highest
level of debugging so that everything is recorded in case and troubleshooting
needs to be done. v
logging host inside 192.168.1.250
- This tells the server to save all of its log files to the host residing at
192.168.1.250 on the internal network. This IP address is statically mapped to
our server later in this configuration file.
mtu outside 1500
- This sets the mtu (Maximum Transmission Units) size to be used on the outside
interface
mtu inside 1500
mtu dmz 1500
mtu dmz2 1500
ip address outside 70.61.137.34 255.255.255.240
- This maps our network interface that is accessing the outside world (named
“outside” earlier in this configuration file) to an external IP address of
70.61.137.34 ‘
ip address inside 192.168.1.1 255.255.255.0
- This maps our network interface that is accessing the internal network with IP
address of 192.168.1.1
ip address dmz 192.168.200.1 255.255.255.0
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ip address dmz2 192.168.3.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address dmz

no failover ip address dmz2

pdm history enable

arp timeout 14400
- This flushes the ARP (Address Resolution Protocol) table every 14,400 seconds

global (outside) 1 70.61.137.37-70.61.137.45
- This provides a range of static IP address provided Road Runner to all of our
internal machines to use when accessing the internet. All devices on the network
will use one of the addresses listed through NAT (Network Address Translation).

global (outside) 1 70.61.137.46 ' o
- When the number of computers that are accessing the internet outnumber the
available static IPs assigned by Road Runner, than those computers will all use
this IP address as it is our designated overload port. This process is achieved by a
function similar to NAT, but works at the individual port level called PAT (Port
Address Translation). '

nat (inside) 1 192.168.1.0 255.255.255.0 0 0
- This maps our internal IP addresses to the 192.168.1.0 network for the use of
NAT so our computers can share our range of IP addresses.

nat (inside) 1 192.168.2.0 255.255.255.0 0 0
- This allows address in the DMZ to use the 192.168.2.0 network to utilize NAT.

nat (inside) 1 0.0.0.0 0.0.0.00 0

static (inside,outside) eads-serverl 192.168.1.250 netmask 255.255.255.255 0 0
- This line maps the external IP address on our outside network connection to our
statically set server IP address of 192.168.1.250. This is mainly done to more
easily configure remote access and other network services.

access-group acl_out in interface outside
- This allows the access-group called “acl_out” to have access on the inbound

traffic on the outside interface.

route outside 0.0.0.0 0.0.0.0 70.61.137.33 1

timeout xlate 3:00:00
- This sets the flush time of the translation table to every three hours

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpe 0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local
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- These three “aaa” lines are all defaulted into the ﬁre\.}vall by Cisco. However,
we will not be making of any of these options at this time.
.168.1.250 source inside .

" Serv-e'rl‘llligszmaps the NTP (Network Time Protocol) server to the time set on the device
at the IP address of 192.168.1.250 (our server). Therefore, we can be sure that
our server and firewall are synched together.

able :

P Sert,?;heirsl enables the web interface for remote access to the firewall. This can be
useful when trying to configure the firewall from a remote location 50 that an
administrator can centrally manage several firewalls from one location.

http 192.168.1.1 255.255.255.255 inside
- This forwards all web access firewall management packets to the IP address of
the firewall. :

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable »

telnet 192.168.1.250 255.255.255.255 inside .
- This line allows access via Telnet into the server for firewall management only
from a device at the IP address of 192.168.1.250 on the internal network.

telnet timeout 5 , A
- This line simply tells the firewall to disconnect any telnet sessions after five
minutes of inactivity.

ssh timeout 5
- This line tells the firewall to disconnect any ssh sessions after five minutes of
inactivity.

console timeout 0 :

- This line indicates to the firewall to never timeout a session when using the
conosole.

dhepd address 192.168.1.10-192.168.1 .100 inside

- This line allows the firewall to use a range of 90 IP addresses between

192.168.10 - 192.168.1.100 to dynamically assign IP address to any device
sending a DHCP Discover packet to it on the internal network.
dhepd dns 24.29.1.218 24.29.1.219

- These two IP address are the DNS servers that a device must use to translate IP

address to names and vice-versa, However, the “dhcpd” portion of the command tells the

DHCP server to include this information with the IP assignment of a device.
dhcpd lease 3600

- This line sets the lease time for an IP address to 3600 minutes.
dhepd ping_timeout 750

- This command sets the
dhcpd domain eadsfence.com

- This line passes alon
terminal width 80

- This line sets the number of pixels of the width of a terminal session

time it takes for a ping to register as a timeout

g the domain of the network along with the DHCP signal.
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Cryptochecksum: *removed for security purposes*
:end .
Appendix A8 — Example of the Show ARP command (Firewall)

pix-eads# show arp .
outside 70.61.137.33 0014.a46d.edcd
inside 192.168.1.250 0013.21fc.a344
inside 192.168.1.29 0014.8550.a536
inside 192.168.1.20 0014.8551.f964
inside 192.168.1.12 0001.6¢ce3.20c7
inside 192.168.1.11 0001.6c¢d4.91ce
inside 192.168.1.30 0014.2aaa.81f1
inside 192.168.1.24 0014.8552.58¢cc

Appendix A9 — Example of the Show Access-List command (Firewall)

pix-eads# show access-list
access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)

alert-interval 300 :
access-list acl_out; 5 elements
access-list acl_out line 1 permit tcp 199.218.122.0 255.255.255.0 host eads-serverl eq
3389 (hitcnt=0) : '
access-list acl_out line 2 permit tcp 198.30.98.0 255.255.255.0 host eads-serverl eq 3389
(hitcnt=0) -
access-list acl_out line 3 permit tcp 198.30.99.0 255.255.255.0 host eads-serverl eq 3389
(hitent=0)
access-list acl_out line 4 permit tcp any host eads-serverl eq smtp (hitcnt=4)
access-list acl_out line 5 permit tcp any host eads-serverl eq https (hitcnt=0)

Appendix A10 — Example of the Show'Running-Config command (Switch)

eads-switch#show running-config
Building configuration...

Current configuration:

!

version 12.0

no service pad

service timestamps debug uptime
service timestamps log uptime
service password-encryption

!

hostname eads-switch

!

enable secret 5 *removed for security purposes*
]
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ip subnet-zero

cluster enable eads 0

!

interface FastEthernet0/1
switchport access vlan 100
spanning-tree portfast

!

interface FastEthernet0/2
switchport access vlan 100
spanning-tree portfast

The information for ports 3 — 45 have been removed as they are redundant to this section
with only the port number changing to reflect the appropriate port.

interface FastEthernet0/46
switchport access vlan 100
spanning-tree portfast

!

interface FastEthernet0/47
switchport access vlan 100
spanning-tree portfast

!

interface FastEthernet0/48
switchport access vlan 100
spanning-tree portfast

!

interface GigabitEthernet0/1
!

interface GigabitEthernet(/2

!

interface VLAN1

ip address 192.168.1.254 255.255.255.0

no ip directed-broadcast

ip nat outside

!

ip default-gateway 192.168.1.1

ip nat inside source list 199 interface VLANI overload
access-list 199 dynamic Cluster-NAT permit ip any any
snmp-server enginelD local 000000090200000653 14C000
snmp-server community private RW

snmp-server community public RO

Snmp-server community private@es0 RW

Snhmp-server community public@es0 RO

!

line con 0

transport input none
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stopbits 1

line vty 0 4

password 7 0608002F494B081D16
login

line vty 5 15

password 7 000A1C08015E0A021C
login

!
End

Appendix A11 - Example of the Show VLAN command (Switch)

eads-switch#show VLAN

VLAN Name _ Status Ports
1 default active Gi0/1, Gi0/2
100 VLANO0100 active Fa0/1, Fa0/2, F a0/3, Fa0/4,

Fa0/5, Fa0/6, Fa0/7, Fa0/8,
Fa0/9, Fa0/10, Fa0/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15, Fa0/16,
Fa0/17, Fa0/18, Fa0/19, Fa0/20,
Fa0/21, Fa0/22, Fa0/23, Fa0/24,
Fa0/25, Fa0/26, Fa0/27, Fa0/28,
Fa0/29, Fa0/30, Fa0/31, Fa0/32,
Fa0/33, Fa0/34, Fa0/35, Fa0/36,
Fa0/37, Fa0/38, Fa0/39, Fa0/40,
Fa0/41, Fa0/42, Fa0/43, Fa0/44,
Fa0/45, Fa0/46, Fa0/47, Fa0/48

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans! Trans?2
1 enet 100001 1500 - - - - - 0 0
100 enet 100100 1500 - - - - - 0 o
1002 fddi 101002 1500 - - - - - 0 0
1003 tr 101003 1500 - - - - - 0 o
1004 fdnet 101004 1500 - - - ieee - 0 o
1005 trnet 101005 1500 - - - ibm - 0 0

Page 27 of 94




Implementing an Active Directory Network

Appendix A12 - Example of the Show xlate command (Firewall)

pix-eads# show xlate

9 in use, 9 most used

Global eads-serverl Local 192.168.1.250
Global 70.61.137.44 Local 192.168.1.16
Global 70.61.137.40 Local 192.168.1.15
Global 70.61.137.41 Local 192.168.1.11
Global 70.61.137.43 Local 192.168.1.12
Global 70.61.137.39 Local 192.168.1.29
Global 70.61.137.42 Local 192.168.1.30
Global 70.61.137.38 Local 192.168.1.24
Global 70.61.137.37 Local 192.168.1.20

Page 28 of 94




Implementing an Active Directory Network

Appendix A13 — Disaster Recovery Plan

The formation of a disaster recovery plan is an essential and fundamental step to
establishing a well rounded and functional network. Anything from a fire to a tornado
can completely destroy a business’ physical location as well as all of the equipment
stored on the property. The data is only good so long as it is accessible even in the event
of a disaster. Therefore, the insurance of the business’ data is vital to the survival of the
business itself, While the financing does not exist for the company to establish either a
hot or even cold site, other backup measures must take place in one form or another.

Tape Backup

We will be utilizing a tape backup that was built into our server to provide all of
our backup needs for the business. All backups will be saved onto 80-GB DLT Backup
tapes and will be managed through Symantec’s Backup Exec 10 to more easily facilitate
our backup scheduling to insure the most recent backups of our users’ data is valid.

Schedule

We are currently employing a backup schedule that includes both periodical
incremental backups in addition to a weekly backup. A full backup of the server is
performed weekly every Friday with an incremental done every Monday — Thursday to
insure the capture of the most recent data that the users produce. Further, a 3" party will
physically take the full backup tape off-site in case any type of disaster wipes out the
business’ physical location. Therefore, at least some form of recovery will still be
possible no matter what happens to the business.
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Appendix B Microsoft Windows XP Installation Documentation

Date: May 6, 2006

Basic Information

OEratmg System : - | Windows XP Professional

Computer Name ] Acer1 NetBios Nameé - | Acert

Product Version S | Serviced Pack 2 Installation Date | December 30, 2005
Organization ~ | Ead's Fence |

Physical Section

Memory ~_[102amB ]
“Physical Dlsk (1)Capaaty-~ 1 38.22GB
Physical Disk (2) Capacty | 38.63 GB
‘Logical Disks Capacity - .. ©
~Network interface Card (1) | Realtek RTL8139/810x Family Fast Ethernet NIC
Windows Conf‘ guratnon
ProductKey = BW2VG-XXDYe6- -VW3P7-YHQQ6-C7TRYM [ Time Zone ... .| (GMT-05:00) Eastemn time (US & Canada)
Administrative Account = . - | Administrator Password ,
Country orRegion | United States of America Area Code - | 513
Regional Seftings -+ " English (United States) Language Group .| Western Europe and United States
Display Colors - - . - | Use Windows Defaut | Display Screen Area [ Use Windows Defaut | Display Refresh Frequency | Use Windows Default
DomamlWorkgro pName .| EADSFENCE
Protocol(s) . 2| TCPNP
ComPuterTCP/lPAddress (1) 192.168.1.24 Subnet - | 192.168.1.0 [
DNSServer#1  —  [192.168.1.250
DHCP Configuration | JYes ~ [INo Gateway Address - [ 192.168.1.1
Automatic Updates JEnabled: <day>/<time> - _{_iDownload Only __[INotify Oniy KDisabled




Windows Components (Bold — Default Components; [ - Installed)

DJAccessories and Utilities [Jinternet Information Service (IiS) [ IMessage Queuing
[Accessories Commeon Files ctive Directory Integration
Calculator Documentation Common
Character Map File Transfer Protocol (FTP) Service Core Functionality
Clipboard Viewer FrontPage 2000 Server Extensions Local Storage
Desktop Wallpaper Internet Information Services Snap-in MSMQ HTTP Support
Document Templates SMTP Service Triggers
Mouse Pointers [ ISMTP Service MSN Explorer
[ IWorld Wide Web Service Networking Services
Printers virtual directory Internet Gateway Device Discovery and Control Client
Remote Desktop Web Connection Peer-to-Peer
Scripts virtual directory RIP Listener
\World Wide Web Service Simple TCP/IP Services

[_IManagement and Monitoring Tools

UPnP User Interface

Simple Network Management Protocol

[ ]Other Network File and Print Services

WMI SNMP Provider ["1Print Services for UNIX
Fax Services Outlook Express
Indexing Service Update Root Certificates
internet Explorer 'Windows Media Player

Windows Messenger

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003

Windows Defender

Network Associates VirusScan Enterprise Version
8.0.0

NTI CD&DVD Maker 7

Adobe Acrobat Version 7

Cyberlink PowerDVD

MapPoint North America 2004

Autodesk DWF Viewer

Java(TM) 2 Platform Standard Edition 5.0 Update 6
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Service

Alerter Message Queuing Triggers Security Accounts Manager WMI Performance Adapter

Application Layer Gateway Service Messenger Security Center Workstation

Application Management MS Software Shadow Copy Provider Server World Wide Web Pubhsth
utomatic Updates Net Logon Shell Hardware Detection - OTHER: :

Background Intelligent Transfer NetMeeting Remote Desktop Sharing Simple Mail Transport Protocol (SMTP) | [

PJNetwork Connections

|_{Simple TCP/IP Services

XINetwork DDE

iXISmart Card

XINetwork DDE DSDM

[ JSNMP Service

IXINetwork Location Awareness (NLA)

{_ISNMP Trap Service

XINetwork Provisioning Service

BJSSDP Discovery Service

IXINT LM Security Support Provider

JSystem Event Notification

[ |Peer Name Resolution Protocol

X|System Restore Service

__Peer Networking

IXiTask Scheduler

iPeer Networking Group Authentication

DATCP/IP NetBIOS Helper

[ [Peer Networking Identity Manager

L ITCP/IP Print Server

3 Performance Logs and Alerts

DdTelephony

dTelnet

(XITerminal Services

XIThemes

[X]Uninterruptible Power Supply

XJUniversal Plug and Play Device Host

XJRemote Access Auto Connection

XlVolume Shadow Copy

Human Interface Device Access

WebClient

1IS Admin

Manager
ERemote Access Connection Manager

Remote Desktop Help Session
Manager

Windows Audio

| BJIMAPI CD-Burning COM Service

EIRemote Procedure Call (RPC)

Windows Firewall/Internet
Connection Sharing (ICS)

Xlindexing Service

EIRemote Procedure Call (RPC)
Locator

[JWindows Image Acquisition (WIA)

IPSEC Services Remote Registry EFVindows Installer
IPv6 Helper Removable Storage Windows Management
Instrumentation (WM?)
Logical Disk Manager RIP Listener WM! Driver Extensions
Logical Disk Manager Administrative Routing and Remote Access Windows Time
Service
[ IMessage Queuing PJSecondary Logon BIWireless Zero Configuration

O OO 00 O 0 OO

Darma I ~AE£0A




Installed Patches and Updates
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KB§67282 KBg898461 M886903
KB873339 KB899587 KB911565
KB885250 KB899589 KB911565
KB885835 KB899591 KB911565
KB885836 KB9004385 KB911564
KB886185 KB900725

KB887472 KB901017

KB887742 KB901190

KB888113 KB901214

KB888302 KB902400

KB890046 KB904706

KB890047 KB905414

KB890859 KB905749

KB891781 KB905915

KB893066 KB908519

KBg893756 KB908531

KB893803V2 KB910437

KB894391 KB911562

KB896358 KB911567

KB896422 'KB911927

KB896423 KB912812

KB896424 KB912919

KB896428 KB913446




Date: May 6, 2006
Basic Informatlon

Operating System Windows XP Professional
Computer Name' Acer2 .

Product Version' .~ - Serviced Pack 2
Organization Ead's Fence

Physical Section

Memory. 512 MB

Physical Disk (1) Capacity 38.34 GB

Physical Disk (2) Capacity 38.52GB

Logical Disks Capacity .

Network Interface Card (1) ‘ SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuratlon

plementing an Active Directory Network

Acer2
December 30, 2005

NetBios Name
Installation Date

Product Key - BW2VG-XXDY6—VW3P7-YHQQ6 C7RYM  Time Zone .. (GMT-05:00) Eastern time (US & Canada)

Administrative Aocount ~ Administrator Password . eesesesoees

Country or Region United States of America Area Code = = 513

Regional Settings -~ English (United States) Language Group -~ Western Europe and United States ]

Display Colors . - i Use Windows Default Display Screen Area - Use Windows Default Display Refresh Frequency "~ : Use Windows Default
Domam/Workgroup Name . EADSFENCE

Protocol(s) ' TCPAP o

ComputerT CP/IPAddress (1) 192.168.1.11 Subnet . - <default> . - .

_DNS Server#1 - 192.168.1.250 ‘ £

DHCP Configuration - KYes [INo Gateway Address 192.168.1.1

Automatic Updates ~|_LEJEnabled: Daily / 3:00 A.M. [_IDownioad Oniy [_INotify Oniy L IDisabled ]
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Windows Components (Bold ~ Default Components; ¥ - Installed)

[KAccessories and Utilities
KlAccessories
Kcalcutator
XlCharacter Map
KClipboard Viewer
[BdDesktop Walipaper
XDocument Templates
BIMouse Pointers
BdPaint
BGames
XFreecell
EHearts
Hinternet Games
BIMinesweeper
KSolitaire
Espider Solitaire
[Fax Services
Klindexing Service
Kinternet Explorer

Instailed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003
Windows Defender
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[linternet Information Service (lIS)
[JCommon Files
{(IDocumentation
LFile Transfer Protocol (FTP) Service
[IFrontPage 2000 Server Extensions
[linternet Information Services Snap-in
[JSMTP Service
[ISMTP Service
[IWorld Wide Web Service
ClPrinters virtual directory
[IRemote Desktop Web Connection
[lScripts virtual directory
[Iworld Wide Web Service
{Management and Monitoring Tools
[Isimple Network Management Protocol
[ JWMI SNMP Provider

Network Associates VirusScan Enterprise Version

8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD -

[IMessage Queuing
[Active Directory Integration
[JCommon
[ICore Functionality
[Local Storage
[IMSMQ HTTP Support
[ 1Triggers
EIMSN Explorer
KINetworking Services
Rinternet Gateway Device Discovery and Control Client
[Peer-to-Peer
[ORIP Listener
[ISimpie TCP/IP Services
{JUPNP User Interface
[JOther Network File and Print Services
[JPrint Services for UNIX
BlOutlook Express
BlUpdate Root Certificates
XWindows Media Player
XWindows Messenger




Windows Services (Bold — Default Services; ¥ - Installed)

Alerter
Application Layer Gateway Service
Application Management
Automatic Updates
Background Intelligent Transfer
Service
[X]Clipbook
X]JCOM+ Event System
PJCOM+ System Application
PJComputer Browser
XJICryptographic Services
>JDCOM Server Process Launcher
LJDHCP Client
XIDistributed Link Tracking Client
XdDistributed Transaction Coordinator
2IDNS Client
IXIError Reporting Service
JEvent Log
X]Fast User Switching Compatibility

[IFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
IS Admin

EIMAPI CD-Burning COM Service
Eindexing Service

IPSEC Services
IPv6 Helper

Logical Disk Manager

Logical Disk Manager Administrative
Service
[Message Queuing

[IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)

Network Provisioning Service

NT LM Security Support Provider

Peer Name Resolution Protocol
[JPeer Networking
[ JPeer Networking Group Authentication
[IPeer Networking Identity Manager

Performance Logs and Alerts

Plug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

QoS RSVP

Remote Access Auto Connection
Manager

Remote Access Connection Manager

Remote Desktop Help Session
Manager

" [XRemote Procedura.Call (RPC)

XIRemote Procedure Call (RPC)
Locator

Remote Registry

Removable Storage

{IRIP Listener
&Routing and Remote Access

BJSecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

L1Simple TCP/IP Services
Smart Card
SNMP Service

L ISNMP Trap Service

[XSSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
TCP/IP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universal Plug and Play Device Host

olume Shadow Copy

WebClient
ndows Audio

XWindows Firewall/internet
Connection Sharing (ICS)
KWindows image Acquisition (WIA)

Windows Installer
Windows Management
Instrumentation (WMt)
WMI Driver Extensions
Windows Time

Wireless Zero Configuration

orkstation
orid Wide Web Publishing
OTHER: ,

O
I
Imi
|
Ll
ju|
]
0
|
m]
||
|
|
|
|
|
|
m|
O
|
O
0
|
n|
|
]
O

g&m Performance Adapter
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Installed Patches and Updates
KB867282

KB873339

KB885250

KB885835

KB885836

KB886185

KB887472

KB887742

KB888113

KB888302

KB890046

KB890047

KB890859

KB891781

KB893066

KB893756

KB893803V2

KB894391

KB896358

KB896422

KB896423 -
KB896424 oo
KB896428

KB898461
KB899587
KB899589
KB899591
KB900485
KB900725
KB901017
KB901190
KB901214
KB902400
KB904706
KB905414
KB905749
KB905915
KB908519
KB908531
KB910437
KB911562
KB911567
KB911927
KB912812
KB912919
KB913446

M886903

KB911565
KB911565
KB911565
KB911564
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Date: May 6, 2006
Basic Information

Operating System - = Windows XP Professional
-gombutevr Name .. .. . - IS\cerS NetBios Name . Acer3
roduct Version .~ - erviced Pack 2 Instaliation Date -
Organization -~ - Ead’s Fence ate . December 30, 2005

Physical Section

Memory = - - . 512MB

Physical Disk (1 Capacnty 3822 GB

Physical Disk (2) Capacity = 38.63 GB

Loglcal Dlsks Capacity =~ :

Network Interface Card (1) Realtek RTL8139/810x Family Fast Ethernet NIC

Windows Conf' guratlon

Product Key . . BW2VG-XXDY6-VW3P7-YHQQ6-CTRYM  Timeé Zone ~ (GMT-05:00) Eastern time (US & Canada)

Administrative’ Account .-~ Administrator - Password - T e

Country or Region -~ ...". United States of America - Area Code. - 513

Regional Settings™ . - ~ English (United States) Language Group -~ Western Europe and United State.

Display ( Colors e Use Windows Default Display ScreenArea . ' . Use Wi d g S er s Wi

DomainWo rkgroup Name . EADSFENCE ndows Default Display Refrésh Frequency Use Windows Default
Protocol(s) TCP/iP

Computer TCP/IP Address (1) 192.168.1.20 Subnet - 192.168.1.0

DNS Server #1 ol 192.168.1.250

DHCP },Configuration 0 KYes [INo - Gateway Address.~  192.168.1.1

Automatic Updates [ [X|Enabled: Daily/ 300 AM. |IDownload Only [ INotify Orly TTDabled




Windows Components (Bold — Default Components; X - Installed)

[JdAccessories and Utilities [internet Information Service (lIS)
HAccessories {[ICommon Files
Jcalculator [(IDocumentation
RCharacter Map [JFile Transfer Protocol (FTP) Service
Hclipboard Viewer [ IFrontPage 2000 Server Extensions
[Desktop Wallpaper [linternet Information Services Snap-In
XDocument Templates [ISMTP Service
EiMouse Pointers [ISMTP Service
EPaint [[Worid Wide Web Service
KGames [OPrinters virtual directory
BdFreeceil [IRemote Desktop Web Connection
BHearts [lScripts virtual directory
Hinternet Games [Iworid Wide Web Service
BMinesweeper [IManagement and Monitoring Toois
EdSolitaire [[ISimple Network Management Protocol
spider Solitaire [ IWMI SNMP Provider
[[IFax Services
Mindexing Service
Kinternet Explorer

Installed Applications
Microsoft - Office Small Business Edition 2003
Microsoft - Internet Explorer
Microsoft - Office Access 2003 -
Microsoft - Office Excel 2003
Microsoft - Office Word 2003
Microsoft - Office Publisher 2003
Microsoft - Office PowerPoint 2003
Windows Defender
Network Associates VirusScan Enterprise Version
8.0.0
NTI CD&DVD Maker 7
Adobe Acrobat Version 7
Cyberlink PowerDVD
Adobe Photoshop CS2
MapPoint North America 2004

[IMessage Queuing
[OActive Directory Integration
[JCommon
[JCore Functionality
[Local Storage
[IMSMQ HTTP Support
[OTriggers
KXIMSN Explorer
ENetworking Services
Hinternet Gateway Device Discovery and Control Client
{]Peer-to-Peer
[JRIP Listener
[]simple TCP/IP Services
[JUPNP User Interface
[[]Jother Network File and Print Services
[Print Services for UNIX
Koutlook Express
BuUpdate Root Certificates
Hwindows Media Player
HWwindows Messenger
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Windows Services (Bold — Default Services; ) - Installed)

Alerter
Application Layer Gateway Service
Application Management
Automatic Updates
Background Intelligent Transfer
Service
Clipbook
XJCOM+ Event System
PJCOM+ System Application
[X]Computer Browser
X]Cryptographic Services
PJDCOM Server Process Launcher
LSDHCP Client
dDistributed Link Tracking Client
PdDistributed Transaction Coordinator
IXIDNS Client
XJError Reporting Service
IX]Event Log
JFast User Switching Compatibility

[CIFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
IS Admin

KIMAP! CD-Burning COM Service
Bdindexing Service

IPSEC Services
IPv6 Helper

E Logical Disk Manager

Logical Disk Manager Administrative
Service

[[IMessage Queuing

[[IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeseting Remote Desktop Sharing

Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)

Network Provisioning Service

NT LM Security Support Provider

Peer Name Resolution Protocol
[JPeer Networking
[[JPeer Networking Group Authentication
[IPeer Networking Identity Manager

Performance Logs and Alerts

Plug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

QoS RSVP

Remote Access Auto Connection
Manager :

Remote Access Connection Manager

Remote Desktop Help Session
Manager
[XRemote Procedure Call (RPC)

EIRemote Procedure Call (RPC)
Locator

Remote Registry

Removable Storage

[IRIP Listener
RXRouting and Remote Access

EdSecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

[ISimple TCP/IP Services
Smart Card
SNMP Service
[CISNMP Trap Service
DJISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
CP/IP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universal Plug and Play Device Host
olume Shadow Copy” .
EWabCIient .
Windows Audio
Rwindows Firewall/internet
Connection Sharing (ICS)
Ewindows Image Acquisition (WIA)

Windows Instalier
Windows Management
Instrumentation (WM1)
'WMI Driver Extensions
\Windows Time

Ewireless Zero Configuration

O o o o

'WMI Performance Adapter
Workstation
IWorld Wide Web Publishing
OTHER: L : °



Installed Patches and Updates
KB867282
KB873339
KB885250
KB885835
KB385836
KB886185
KBg87472
KB3g87742
KB888113
KB888302
KB890046
KB890047
KB890859
KB891781
KB893066
KB893756
KB893803V2
KB89439]
KB896358
KB896422
KB896423
KB896424
KB896428

Date: May 6, 2006

KB3898461
KB899587
KB899589
KB899591
KB900485
KB900725
KB901017
KB901190
KB901214
KB902400
KB904706
KB905414
KB905749
KB905915
KB908519
KB908531
KB910437
KB911562
KB911567
KB911927

KB912812

KB912919
KB913446

M886903

KB911565
KB911565
KB911565
KB911564



Basic Information

Operatlng System Windows XP Professional

Computer Name . . - : CMM NetBios Name .~ CMM

Product Version - - - Serviced Pack 2 Installation Date . - December 30, 2005
Organization - .- . Ead’s Fence

Physical Sectlon

Memory el 256 MB

Physmal Dlsk (1) CapaClty : 40.01 GB

“Network Interface Card (1)~ NETGEAR FA310TX Fast Ethernet Adapter (NGRPCI)

Windows Configuration

Product Key S o BW2VG-XXDY6-VW3P7-YHQQ6-C7TRYM Time Zone . (GMT-05:00) Eastern time (US & Canada)
Admmlstratlve Aocount o0 Administrator Password - :
‘Country or Region - s United States of America Area Code 513
Regional Settings . A English (United States) o Language Group =~ Western Europe and United States
Display Colors .- <L Use Windows Default Display Screen Area Use Windows Default Display Refresh Frequency .. .- Use Windows Default
Domaliorkgroup Name =+ EADSFENCE
Protocol(s) - TCP/IP
Computer TCP/IP Address (1) ©192.168.1.33 Subnet: ~ 192.168.1.0
DNS Server # L 192.168.1.250
" DHCP Conﬁguratlon .+ Rves [INo Gateway Address . 192.168.1.1
Automatic Updates . ., .- [ BJEnabled: Daily/3:00 A.M. [IDownload Only L INotify Only [IDisabled

Page 42 of 94



Windows Components (Bold — Default Components; X - Installed)

BAccessories and Utilities
RAccessories
Kcalcutator
X Character Map
EdcClipboard Viewer
EdDesktop Wallpaper
EXDocument Templates
&Mouse Pointers
EPaint
PlGames
Freecell
XlHearts
Kinternet Games
PdMinesweeper
BSolitaire
XSpider Solitaire
[OFax Services
Kindexing Service
Ninternet Explorer

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003
Windows Defender

Implementing an Active Directory Network

[internet Information Service (IIS)
[lCommon Files
[[IDocumentation
LiFite Transfer Protocol (FTP) Service
[IFrontPage 2000 Server Extensions
[linternet Information Services Snap-in
[JSMTP Service
{ISMTP Service
[Iworld Wide Web Service
[_1Printers virtual directory
[_JRemote Desktop Web Connection
[IScripts virtual directory
[World Wide Web Service
{JManagement and Monitoring Tools
[Isimple Network Management Protocol
[ JwWMI SNMP Provider

Network Associates VirusScan Enterprise Version

8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

[IMessage Queuing
[JActive Directory Integration
[lCommon
[JCore Functionality
[tocal Storage
[JMSMQ HTTP Support
[ITriggers
XIMSN Explorer
DNetworking Services
Hinternet Gateway Device Discovery and Contro! Client
[OPeer-to-Peer
[CIRIP Listener
[1simple TCP/IP Services
CJUPNP User Interface
[Clother Network File and Print Services
[JPrint Services for UNIX
Houtlook Express
HuUpdate Root Certificates
DWindows Media Player
KWwindows Messenger




Implementing an Active Directory Network

Windows Services (Bold — Default Services; [ - Installed)

Alerter
Application Layer Gateway Service
Application Management
Automatic Updates
Background Intelligent Transfer
Service
2dClipbook
X]COM+ Event System
DICOM+ System Application
IXIComputer Browser
P Cryptographic Services
X]DCOM Server Process Launcher
D<JDHCP Client
[ Distributed Link Tracking Client
P Distributed Transaction Coordinator
JDNS Client
XIError Reporting Service
Event Log
JFast User Switching Compatibility

[CIFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
IS Admin

EJIMAPI CD-Burning COM Service
Kindexing Service

EJIIPSEC Services
[1iPv6 Helper

Logical Disk Manager

Logical Disk Manager Administrative
Service
[ IMessage Queuing

[IMessage Queuing Triggers

Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections
Network DDE
Network DDE DSDM
Network Location Awareness (NLA)
Network Provisioning Service
NT LM Security Support Provider
Peer Name Resolution Protocol
[1Peer Networking
[Peer Networking Group Authentication
[Peer Networking identity Manager
Performance Logs and Alerts
Plug and Play
Portable Media Serial Number
Print Spooler
Protected Storage
QoS RSVP )
Remote Access Auto Connection
Manager
Ekemote Access Connection Manager
Remote Desktop Help Session
Manager
[KIRemote Procedure Call (RPC)

[XIRemote Procedure Call (RPC)
Locator

Remote Registry

Removable Storage

[JRIP Listener
XRouting and Remote Access

Ksecondary Logon

Security Accounts Manager
ecurity Center
Server
Shell Hardware Detection
Simple Mail Transport Protocol (SMTP)

[lSimple TCP/IP Services
Smart Card
SNMP Service
[CJSNMP Trap Service
PISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
'TCP/IP NetBIOS Helper
TCP/IP Print Server
Telephony
Telnet
'Terminal Services
Themes
Uninterruptible Power Supply ’
Universal Plug and Play Device Host
Volume Shadow Copy

WebClient
ndows Audio

Rwindows Firewall/internet
Connection Sharing (ICS)

Kwindows Image Acquisition (WIA)

Windows Installer

Windows Management
Instrumentation (WMI)

\WMI Driver Extensions
%\Mndows Time

Ewireless Zero Configuration

WMI Performance Adapter

Workstation

World Wide Web Publishing

OTHER::

O 00 00 00 00 Dooooononiooooons O



Installed Patches and Updates
KB867282
KB873339
KB885250
KB885835
KB885836
KB886185
KB887472
KB887742
KB888113
KB888302
KB890046
KB890047
KB890859
KB891781
KB893066
KB893756
KB893803V2
KB894391
KB896358
KB896422
KB896423
KB896424
KB896428

Date: May 6, 2006

KB898461
KB899587
KB899589
KB899591
KB900485
KB900725
KB901017
KB901190
KB901214
KB902400
KB904706
KB905414
KB905749
KB905915
KB908519
KB908531
KB910437

KB911562.

KB911567
KB911927
KB912812
KB912919
KB913446

M886903

KB911565
KB911565
KB911565
KB911564




Basic Information

Operating System Windows XP Professional
Computer Name: Acer5
Product Version . Serviced Pack 2
Organization’ Ead's Fence
Physical Sectlon
Memory: . i 512 MB
. Physical Disk (1) Capacuty “7 3834 GB
Physical Disk (2) Capacity " 38.52GB

Loglcal Disks Capacuty

Network Interface Card (1)  SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuratlon

NetBios Name -
Instailation Date

Acer5
December 30, 2005

~Product Key BW2VG-XXDYé6- -VW3P7-YHQQ6-CTRYM Time Zgne (GMT-05:00) Eastern time (US & Canada)
,Admmlstratlve Account ' Administrator Password ihiaisiisianieiiaiisiioio
Country or Region. . - - United States of America AreaCode - 513
. Regional Settings’ . .. English (United States) N , Language Group - Westemn Europe and United States
Display.Colors : - Use Windows Default Display Screen Area“ Use Windows Default * Display Refresh Frequency Use Windows Default
. DomamNVorkgroup Name - EADSFENCE
Protocol(s) . : . TCPAIP
VComputer TCPIIP Address (1) 192.168.1.21 Subnet - - 192.168.1.0
DNS. Server # " 192.168.1.250 _—
DHCP Conﬁguratlon KYes . [INo Gateway Address:  192.168.1.1 .
, Automatlc Updates - - { JEnabled: Daily / 3:00A.M. |_IDownload Only [_INotify Only

| _IDisabled ]

Paoe A& AnF OA



Windows Components (Bold — Default Components; X - Installed)

KAccessories and Utilities [linteret Information Service (1IS)

HAccessories {dCommon Fiies
Hcalculator i [JDocumentation
K Character Map LIFile Transfer Protocol (FTP) Service

HXClipboard Viewer

CIFrontPage 2000 Server Extensions
[XIDesktop Wallpaper

[linternet Information Services Snap-In

XiDocument Templates [ ISMTP Service
EIMouse Pointers [ISMTP Service
KPaint [World Wide Web Service

HXGames [lPrinters virtual directory
BFreecell [IRemote Desktop Web Connection
HHearts [Scripts virtual directory
Kinternet Games [world Wide Web Service
EMinesweeper {Management and Monitoring Tools
Ksolitaire [Jsimple Network Management Protocol

XISpider Solitaire
L[IFax Services
Klindexing Service
Hinternet Explorer

[JWMI SNMP Provider

Installed Applications
Microsoft - Office Small Business Edition 2003
Microsoft - Internet Explorer
Microsoft - Office Access 2003
Microsoft - Office Excel 2003
Microsoft - Office Word 2003
Microsoft - Office Publisher 2003
Microsoft - Office PowerPoint 2003
Windows Defender
Network Associates VirusScan Enterprise Version
8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

[IMessage Queuing
[JActive Directory Integration
[[IJCommon
[Core Functionality
[JLocal Storage
[IMSMQ HTTP Support
[Triggers
XIMSN Explorer
XINetworking Services
Hlinternet Gateway Device Discovery and Control Clie
[lPeer-to-Peer
LIRIP Listener
[ISimple TCP/IP Services
[1UPNP User Interface
[JOther Network File and Print Services
[IPrint Services for UNIX
Xoutlook Express
DlUpdate Root Certificates
BIWindows Media Player
XWindows Messenger



Windows Services (Bold - Default Services: X - Installed)

lerter

pplication Layer Gateway Service

pplication Management

utomatic Updates

Background Intelfigent Transfer

Service
Clipbook
COM+ Event System
COM+ System Application
Computer Browser
X|Cryptographic Services
LIDCOM Server Procass Launcher
LIDHCP Client
XIDistributed Link Tracking Client
IDistributed Transaction Coordinator
XDNS Client
XError Reporting Service
JEvent Log
XIFast User Switching Compatibility

‘,z‘

o

LIFTP Publishing
Help and Support
HTTP SSL

ﬁHuman Interface Device Access
IS Admin

Kimap| CD-Burning COM Service
Rindexing Service

IPSEC Services
IPv6 Helper

Logical Disk Manager

Logical Disk Manager Administrative
Service

[IMessage Queuing

L IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)
Network Provisioning Service

NT LM Security Support Provider
Peer Name Resolution Protocol
[IPeer Networking

[Peer Networking Group Authentication
[1Peer Networking identity Manager
Performance Logs and Alerts

Plug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

QoS RSVP -
Remote Access Auto Connection

1. Manager
.gRemote Access Connection Manager

Remote Desktop Help Session
Manager
BJIRemote Procedure Call (RPC)

KRemote Procedure Calil (RPC)
Locator

ERemote, Registry

Removable Storage

L£IRIP Listener
KIRouting and Remote Access

Ksecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocot (SMTP)

[Isimple TCP/IP Services
Smart Card
SNMP Service

[ISNMP Trap Service

[XISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
[ TCP/IP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universal Plug and Play Device Host

olume Shadow.Copy

ebClient
ndows Audio

EdWindows Firewallfinternet
Connection Sharing (ICS)
ERWindows Image Acquisition (Wla)

indows Installer
ndows Management
Instrumentation (WMi)

| Driver Extensions
ndows Time

KWwireless Zero Configuration

| Performance Adapter
orkstation
IWorld Wide Web Publishing

OTHER:

o o o o O o T i o |



Implementing an Active Directory Network

Installed Patches and Updates

KB867282 KB898461 M886903
KB873339 KB899587 KB911565
KB885250 KB899589 KB911565
KB885835 KB899591 KB911565
KB885836 KB900485 KB911564
KB886185 KB900725

KB887472 KB901017

KB887742 KB901190

KB888113 KB901214

KB888302 KB902400

KB890046 KB904706

KB890047 KB905414

KB890859 ‘ KB905749

KB8§91781 KB905915

KB893066 KB908519

KB893756 KB908531

KBg893803V2 KB910437

KB894391 KB911562

KB896358 KB911567

KB896422 KB911927

KB896423 KB912812

KB896424 KB912919

KB896428 KB913446

Date: May 6, 2006



Basic Information

Implementing an Active Directory Network

Operating System Windows XP Professional
Computer Name Aceré

Product Version Serviced Pack 2
Organization Ead's Fence

Physical Section

Memory 512 MB

Physical Disk (1) Capacity 38.22 GB

Physical Disk (2) Capacity 38.63 GB

Logical Disks Capacity
Network Interface Card (1)

SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuration

Product Key

Administrative Account
Country or Region

Regional Settings

Display Colors
Domain/Workgroup Name
Protocol(s)

Computer TCP/IP Address (1)

DNS Server #1
DHCP Configuration
Automatic Updates

BW2VG-XXDY6-VW3P7-YHQQ6-C7 RYM
Administrator

United States of America

English (United States)

Use Windows Default Display Screen Area
EADSFENCE A :
TCPAP

192.168.1.16 Subnet 192.168.1.0

192.168.1.250

NetBios Name Acerb
Installation Date  December 30, 2005

Time Zone (GMT-05:00) Eastern time (US & Canada)
Password
Area Code 513

Language Group Western Europe and United States .
Use Windows Default Display Refresh Frequency Use Windows Default:

Klves [INo Gateway Address 192.168.1.1

{ IJEnabled: Daily/3:00 A.M. L. IDownload Only [_INotify Only [IDisabled




Windows Components (Bold — Default Components: X - Installed)

BAccessories and Utilities
KAccessories
Hcalculator
[X|Character Map
[X]Clipboard Viewer
[XDesktop Wallpaper
[XIDocument Templates
EIMouse Pointers
BdPaint
EdGames
(Freecell
EHearts
Hinternet Games
KiMinesweeper
KSolitaire
XIspider Solitaire
[JFax Services
Hindexing Service
Kinternet Explorer

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003
Windows Defender

Implementing an Active Directory Network

[Cinternet Information Service (1S)
{JCommon Files
[ODocumentation
[IFile Transfer Protocol (FTP) Service
[IFrontPage 2000 Server Extensions
[linternet Information Services Snap-in
[ISMTP Service
[ISMTP Service
[IWorld Wide Web Service
ClPrinters virtual directory
[ JRemote Desktop Web Connection
[Jscripts virtual directory
[world Wide Web Service
[IManagement and Monitoring Tools
[ISimple Network Management Protocol
[IWMI SNMP Provider

Network Associates VirusScan Enterprise Version

8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

[[IMessage Queuing
ClActive Directory Integration
{iCommon
[ICore Functionality
[JLocal Storage
[MSMQ HTTP Support
[ITriggers
EIMSN Explorer
HNetworking Services
Hinternet Gateway Device Discovery and Control Client
[JPeer-to-Peer
[IRIP Listener
[ISimple TCP/IP Services
[CJUPnP User Interface
[JOther Network File and Print Services
[JPrint Services for UNIX
[KOutiook Express
EUpdate Root Certificates
HWindows Media Player
Klwindows Messenger




Implementing an Active Directory Network

Windows Services (Bold - Default Services; [ - Installed)

Alerter
Application Layer Gateway Service
Application Management
Automatic Updates
Background Intelligent Transfer
Service
XIClipbook
LJCOM+ Event System
2JCOM+ System Application
kIComputer Browser
IICryptographic Services
LJIDCOM Server Process Launcher
LJIDHCP Client
[XiDistributed Link Tracking Client
JDistributed Transaction Coordinator
XIDNS Client
JError Reporting Service
LJEvent Log
LJFast User Switching Compatibility

LIFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
IS Admin

HKimapi CD-Burning COM Service
Bindexing Service

[JIPSEC Services
[11Pv6 Helper

Logical Disk Manager

Logical Disk Manager Administrative
Service
[OMessage Queuing

[ IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)

Network Provisioning Service

NT LM Security Support Provider

Peer Name Resolution Protocol

LdPeer Networking

[lPeer Networking Group Authentication

LIPeer Networking Identity Manager

Performance Logs and Alerts

Plug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

QoS RSVP .

Remote Access Auto Connection

Manager .

gRemote Access Connection Manager
Remote Desktop Help Session

Manager

&Remote Procedure Call (RPC)

XIRemote Procedure Call (RPC)
Locator

Remote Registry
Removable Storage

[JRIP Listener
XRouting and Remote Access

Ksecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

LJSimple TCP/IP Services
Smart Card
SNMP Service
LISNMP Trap Service
BXISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
'TCP/IP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply )
Universal Plug and Play Device Host
Volume Shadow Copy - -

ebClient
Windows Audio i

RWindows Firewall/internet
Connection Sharing (ICS)
Bwindows Image Acquisition (WIA)

Windows Instalier
Windows Management
Instrumentation (WMI)
WMI Driver Extensions
Windows Time

Rwireless Zero Configuration

WMI Performance Adapter

Workstation

World Wide Web Publishing
OTHER:

m|
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Implementing an Active Directory Network

Installed Patches and Updates

KB867282 KB898461 M886903
KB873339 KB899587 KB911565
KB885250 KB899589 KB911565
KB885835 KB899591 KB911565
KB885836 KB900485 KB911564
KB886185 KB900725 .
KB887472 KB9%01017

KB887742 KB901190

KB888113 KB9%01214

KB888302 KB902400

KB890046 KB904706

KB890047 KB905414

KB890859 KB905749

KB891781 KB905915

KB893066 KB908519

KB893756 KB908531

KB893803V2 . KB910437

KB894391 . KB911562

KB896358 KB911567

KB896422 KB911927

KB896423 KB912812

KB896424 KB912919

KB896428 KB913446

Date: May 6, 2006



Basic Information
Operating System

Computer Name

Product Version

Organization Ead's Fence

Physical Section
Memory

Physical Disk (1) Capacity
Physical Disk (2) Capacity
Logical Disks Capacity
Network Interface Card (1)

Implementing an Active Directory Network

Windows XP Professional
Acer8
Serviced Pack 2

512 MB
38.22GB
38.63GB

SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuration

Product Key

Administrative Account
Country or Region

Regional Settings

Display Colors
Domain/Workgroup Name
Protocol(s)

Computer TCP/IP Address (1)

DNS Server #1
DHCP Configuration

BW2VG-XXDY6-VW3P7-YHQQ6-C7RYM
Administrator

United States of America

English (United States) .

Use Windows Default Display Screen Area
EADSFENCE -

TCPAP

192.168.1.14 Subnet 192.168.1.0

192.168.1.250

NetBios Name Acer8
Installation Date  December 30, 2005

Time Zone (GMT-05:00) Eastern time (US & Canada)
Password
Area Code 513

Language Group  Western Europe and United States
Use Windhows De_fault Display Refresh Frequency Use Windows Default

KYes [ONo Gateway Address 192.168.1.1

Automatic Updates [ XIEnabled: Daily/3:00 AM.

[IDownload Only [ INotify Only [ IDisabled




Windows Components (Bold — Default Components; [ - Installed)
[internet Information Service (1s)

KlAccessories and Utilities
KlAccessories
Kcalculator
[XCharacter Map
[XClipboard Viewer
[JIDesktop Wallpaper
[XIDocument Templates
DIMouse Pointers
BJPaint
BGames
BdFreeceli
&Hearts
Klinternet Games
XMinesweeper
XSolitaire
XiSpider Solitaire
[JFax Services
Rindexing Service
Klinternet Explorer

Installed Applications
Microsoft - Office Small Business Edition 2003
Microsoft - Internet Explorer
Microsoft - Office Access 2003
Microsoft - Office Excel 2003
Microsoft - Office Word 2003
Microsoft - Office Publisher 2003
Microsoft - Office PowerPoint 2003
Windows Defender
Network Associates VirusScan Enterprise Version
8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

Implementing an Active Directory Network

L iCommon Files
[JDocumentation
LIFile Transfer Protocol (FTP) Service
[IFrontPage 2000 Server Extensions
[Jinternet Information Services Snap-in
[ISMTP Service
[ISMTP Service
[CIWorld Wide Web Service
[lPrinters virtual directory
[IRemote Desktop Web Connection
[Scripts virtual directory
[Iworld Wide Web Service

[[IManagement and Monitoring Tools

[lSimple Network Management Protocol
[CIWMI SNMP Provider

[Message Queuing
[JActive Directory Integi
[ JCommon
LICore Functionality
[local Storage
LIMSMQ HTTP Support
[ITriggers
{XMSN Explorer
XINetworking Services
internet Gateway Deviscovery and Control Client
[IPeer-to-Peer
[LIRIP Listener
[1Simple TCPNIP Service
[JUPRP User Interface
[CIOther Network File and Fervices
[Print Services for UNI)
[KOutlook Express
ElUpdate Root Certificate
IWindows Media Player
Xwindows Messenger



Implementing an Active Directory Network

Windows Services (Bold — Default Services; [ - Installed)

Alerter
Application Layer Gateway Service
Application Management
Automatic Updates
Background Intelligent Transfer
Service
XIClipbook
DJCOM+ Event System
DJCOM+ System Application
PdComputer Browser
[XICryptographic Services
[DCOM Server Process Launcher
PIDHCP Client
XIDistributed Link Tracking Client
DDistributed Transaction Coordinator
DJDNS Client
bJError Reporting Service
JEvent Log
[XJFast User Switching Compatibility
[ IFax
[IFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
1S Admin

EKJIMAPI CD-Burning COM Service
Kindexing Service

KJIPSEC Services
[]IPv6 Helper

Logical Disk Manager

Logical Disk Manager Administrative
Service
[IMessage Queuing

[IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

XINetwork Connections
»INetwork DDE
XINetwork DDE DSDM
XINetwork Location Awareness (NLA)
jNetwork Provisioning Service
XINT LM Security Support Provider
[TJPeer Name Resolution Protocol
LIPeer Networking
[IPeer Networking Group Authentication
[IPeer Networking Identity Manager
Performance Logs and Alerts
Plug and Play
Portable Media Serial Number
Print Spooler
Protected Storage
QoS RSVP
Remote Access Auto Connection
Manager

Remote Access Connection Manager

Remote Desktop Help Session
Manager
[Remote Procedure Call (RPC)

KXIRemote Procedure Call (RPC)
Locator

Remote Registry
Removable Storage

[JRIP Listener
[JRouting and Remote Access

[Xsecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

[lSimple TCP/IP Services
Smart Card
SNMP Service
LISNMP Trap Service
[XISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
LITCP/P Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply

Universal Piug and Play Device Host

Volume Shadow Copy

WebClient
Windows Audio

Ewindows Firewall/nternet
Connection Sharing (ICS)
EWindows image Acquisition (WIA)

Windows Installer

Windows Management
Instrumentation (WMI)
WMI Driver Extensions
Windows Time

[wireless Zero Configuration

EJIWMI Performance Adapter
Workstation
World Wide Web Publishing
OTHER:

O
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Installed Patches and Updates

KB867282 KB898461 M886903
KB873339 KB899587 KB911565
KB885250 KB899589 KB911565
KB885835 KB899591 KB911565
KB885836 KB900485 KB911564
KB886185 KB9%00725

KB887472 KB9%01017

KB887742 KB901190

KB888113 KB901214

KB888302 KB902400

KB890046 KB904706

KB890047 KB905414

KB890859 KB905749

KB891781 KB905915

KB893066 KB908519

KB893756 KB908531

KB893803Vv2 KB910437 -

KB894391 KB911562

KB896358 KB911567

KB896422 KB911927

KB896423 KB912812

KB896424 KB912919

KB896428 KB913446

Date: May 6, 2006



Basic Information
Operating System

Computer Name

Product Version

Organization Ead's Fence

Physical Section
Memory

Physical Disk (1) Capacity
Physical Disk (2) Capacity

Logical Disks Capacity
Network interface Card (1)

Windows Configuration

Product Key

Administrative Account
Country or Region

Regional Settings

Display Colors
Domain/Workgroup Name
Protocol(s)

Computer TCP/IP Address (1)

DNS Server #1
DHCP Configuration
Automatic Updates

Implementing an Active Directory Network

Windows XP Professional

NetBios Name Acer9
ls\:fv?ced Pack 2 Installation Date  December 30, 2005
512 MB
38.22 GB
38.63 GB

SiS 900-Based PCI Fast Ethernet Adapter

BW2VG-XXDY6-VW3P7-YHQQ6-CTRYM  Time Zone (GMT-05:00) Eastem time (US & Canada)

Administrator f\f::véﬁe 513 ¢ stat
United States of America tern Europe and United States .
- - Language Group  Western Europ ws Default
Englw (élorwsedDiggzens) Display Screen Area aUgse VgVindows Default Display Refresh Frequency Use Windo
se Win
EADSFENCE .
TCP/P

192.168.1.16  Subnet 192.168.1.0

192.168.1.250
XYes [INo Gateway Address 192.168.1.1

: Disabled
[ XEnabled: Daily/3:00 A.M. [TDownioad Only [INotify Only Ll




Windows Components (Bold — Default Components; g - Installed)

[Accessories and Utilities
KRAccessories
Bcalculator
KCharacter Map
XClipboard Viewer
[Desktop Wallpaper
IDocument Templates
XMouse Pointers
BdPaint
BlGames
KFreecell
DHearts ‘
Einternet Games
EMinesweeper
KdSoiitaire
XIspider Solitaire
[JFax Services
Xindexing Service
Kinternet Explorer

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003
Windows Defender

Implementing an Active Directory Network

[Clinternet information Service (ns)
[CICommon Files
[JDocumentation
[IFile Transfer Protocol (FTP) Service
[IFrontPage 2000 Server Extensions
[linternet Information Services Snap-in
[ISMTP Service
[ISMTP Service
[CWorld Wide Web Service
[JPrinters virtual directory
[IRemote Desktop Web Connection
[Scripts virtual directory
[Iworld Wide Web Service
[OManagement and Monitoring Tools
[lSimple Network Management Protocol
[OWMI SNMP Provider

Network Associates VirusScan Enterprise Version

8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

[IMessage Queuing
[JActive Directory Integration
{JCommon
[JCore Functionality
[Tiocal Storage
LIMSMQ HTTP Support
[lTriggers
XIMSN Explorer
[KINetworking Services
Hinternet Gateway Device Discovery and Control Client
[IPeer-to-Peer
[JRIP Listener
[Isimple TCP/P Services
[UPNP User interface
[TOther Network File and Print Services
[IPrint Services for UNIX
XlOutiook Express
KUpdate Root Certificates
EWindows Media Player
[XIWindows Messenger
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Windows Services (Bold — Default Services; g - Installed)

Alerter
Application Layer Gateway Service
Application Management
Automatic Updates
Background Intelligent Transfer
Service
Eclipbook
XJCOM+ Event System
JCOM+ System Application
]Computer Browser
XCryptographic Services
JDCOM Server Process Launcher
LIDHCP Client
[XIDistributed Link Tracking Client
PdDistributed Transaction Coordinator
PJDNS Client
RJError Reporting Service

LIFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
IS Admin

EJIMAPI CD-Burning COM Service
Eindexing Service

KIPSEC Services
[1IPv6 Helper

Logical Disk Manager

Logical Disk Manager Administrative
Service
[OMessage Queuing

[[IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections
Network DDE
Network DDE DSDM
Network Location Awareness (NLA)
Network Provisioning Service
NT LM Security Support Provider
[JPeer Name Resolution Protocol
[ ]Peer Networking
[1Peer Networking Group Authentication
[[IPeer Networking identity Manager
Performance Logs and Alerts
Piug and Play
Portable Media Serial Number
Print Spooler
Protected Storage
QoS RSVP
Remote Access Auto Connection

~ . Manager

Remote Access Connection Manager
Remote Desktop Help Session
Manager
[XRemote Procedure Call (RPC)

EJRemote Procedure Call (RPC)
Locator

Remote Registry

Removable Storage

[IRIP Listener
EJRouting and Remote Access

KiSecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

[[ISimple TCP/IP Services
% Smart Card

SNMP Service
[ JSNMP Trap Service
BISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
TCP/IP Print Server .
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universal Plug and Play Device Host
Volume Shadow Copy

WebClient
Windows Audio

EXwindows Firewall/internet
Connection Sharing (ICS)
Ewindows image Acquisition (WIA)

Windows Installer
Windows Management
Instrumentation (WMI)
WMI Driver Extensions
Windows Time

Kwireless Zero Configuration

WMI Performance Ada
Workstation
\Worid Wide Web Publis
OTHER:

a

0 O T Y O [ [ )
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Installed Patches and Updates
KB867282
KB873339
KB885250
KB885835
KB885836
KB886185
KB887472
KB887742
KB888113
KB888302
KB890046
KB890047
KB890859
KB891781
KB893066
KB893756
KB893803V2
KB894391
KB896358
KB896422
KB896423
KB896424
KB896428

Date: May 6, 2006
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KB898461
KB899587
KB899589
KB899591
KB900485
KB900725
KB901017
KB901190
KB901214
KB902400
KB904706
KB905414
KB905749
KB905915
KB908519
KB908531
KB910437
KB911562
KB911567
KB911927
KB912812
KB912919
KB913446

M886903

KB911565
KB911565
KB911565
KB911564
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Basic Information
Operating System

Computer Name

Product Version

Organization Ead's Fence

Physical Section
Memory

Physical Disk (1) Capacity
Physical Disk (2) Capacity
Logical Disks Capacity
Network Interface Card (1)

Implementing an Active Directory Network

Windows XP Professional
Acer10
Serviced Pack 2

512MB
38.22GB
38.63GB

SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuration

Product Key

Administrative Account
Country or Region

Regional Settings

Display Colors
DomainMWorkgroup Name
Protocol(s)

Computer TCP/IP Address (1)

DNS Server #1
DHCP Configuration

BW2VG-XXDY6-VW3P7-YHQQ6-CTRYM
Administrator

United States of America

English (United States)

Use Windows Default Display Screen Area
EADSFENCE .

TCP/P

192.168.1.22 Subnet 192.168.1.0
192.168.1.250

NetBios Name Acert10
Installation Date  December 30, 2005

Time Zone (GMT-05:00) Eastern time (US & Canada)
Password
Area Code 513

Language Group  Western Europe and United States
Use Windows Default Display Refresh Frequency Use Windows Def:

Klves [ONo Gateway Address 192.168.1.1

Automatic Updates | EXEnabled: Daily/3:00 A.M.

L_IDownioad Only [_INotify Only [CIDisabled




Windows Components (Bold — Default Components; [ - Installed)

BJAccessories and Utilities
HAccessories
BCalculator
KXiCharacter Map
[Clipboard Viewer
[dDesktop Wallpaper
{XDocument Tempiates
[XIMouse Pointers
&Paint
BGames
HFreecell
HNHearts
[Kinternet Games
DIMinesweeper
Hsolitaire
Xspider Solitaire
[JFax Services
Hindexing Service
Xinternet Explorer

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003
Windows Defender

Implementing an Active Directory Network

[Jinternet Information Service (IIS)
{ICommon Files
{"IDocumentation
[JFile Transfer Protocol (FTP) Service
[FrontPage 2000 Server Extensions
[internet Information Services Snap-in
[ISMTP Service
[ISMTP Service
[IWorld Wide Web Service
[IPrinters virtual directory
[[IRemote Desktop Web Connection
[JIScripts virtual directory
[[IWorld Wide Web Service
[IManagement and Monitoring Tools
[JSimple Network Management Protocol
[ I]WMI SNMP Provider

Network Associates VirusScan Enterprise Version

8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

[IMessage Queuing
[JActive Directory Integration
[LICommon
[ICore Functionality
[JLocal Storage
DMSMQ\HWP Support
[triggers
EIMSN Explorer
KINetworking Services
Kinternet Gateway Device Discovery and Control Client
[IPeer-to-Peer
[IRIP Listener
[1Simple TCP/IP Services
[JUPRHP User Interface
[JOther Network File and Print Services
{JPrint Services for UNIX
[XOutiook Express
EdUpdate Root Certificates
Windows Media Player
KWindows Messenger

Pace 6 of 04
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Windows Services (Bold — Default Services; [ - Installed)

Alerter [ IMessage Queuing Triggers
Application Layer Gateway Service Messenger
Application Management MS Software Shadow Copy Provider
Automatic Updates Net Logon
Background Intelligent Transfer NetMeeting Remote Desktop Sharing
Service
P Clipbook Network Connections
X]COM+ Event System Network DDE
D;COM+ System Application Network DDE DSDM
E<Computer Browser Network Location Awareness (NLA)
DdCryptographic Services Network Provisioning Service
PADCOM Server Process Launcher NT LM Security Support Provider

DDHCP Client [ IPeer Name Resolution Protocol
PqDistributed Link Tracking Client [IPeer Networking
PdDistributed Transaction Coordinator [ClPeer Networking Group Authentication

SIDNS Client [_IPeer Networking Identity Manager
DJError Reporting Service PdPerformance Logs and Alerts

DJPlug and Play

BJFast User Switching Compatibility [XIPortable Media Serial Number
[JFax . JPrint Spooler
[CJFTP Publishing XiProtected Storage
Help and Support X]QoS RSVP
HTTP SSL pJRemote Access Auto Connection
Manager :
Human Interface Device Access ) ERemote Access Connection Manager
iIS Admin Remote Desktop Help Session
Manager

[JIMAPI CD-Burning COM Service &lRemote Procedure Call (RPC)

[indexing Service EdRemote Procedure Call (RPC)
Locator

IPSEC Services Remote Registry

IPv6 Helper Removable Storage

Logical Disk Manager [IRIP Listener

Logical Disk Manager Administrative X Routing and Remote Access
Service ’
[Message Queuing KSecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

[ISimple TCP/IP Services

Smart Card

SNMP Service

[_ISNMP Trap Service

[XISSDP Discovery Service
System Event Notification
System Restore Service

Task Scheduler .

TCP/IP NetBIOS Helper
[ITCcPiP Print Server

Telephony

Telnet

Terminal Services

Themes

Uninterruptible Power Supply .
Universal Plug and Play.Device Host
Volume Shadow Copy -

WebClient
Windows Audio

Rwindows Firewall/internet
Connection Sharing (ICS)
EWindows Image Acquisition (WIA)

Windows Installer
Windows Management
Instrumentation (WMI)
WMI Driver Extensions
Windows Time

[KWwireless Zero Configuration

WMI Performance Adapter
Workstation

World Wide Web Publishing
THER:

(o]
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Installed Patches and Updates

KB67282 KB898461 M3886903
KB873339 KB899587 KB911565
KB885250 KB899589 KB911565
KB885835 KB899591 KB911565
KB885836 KB900485 KB911564
KB886185 KB900725

KB887472 KB901017

KB887742 KB901190

KB888113 KB901214

KB888302 KB9%02400

KB890046 KB904706

KB890047 KB905414

KB890859 KB905749

KB3891781 KB905915

KB893066 KB908519

KB893756 KB908531

KB893803V2 o KB910437 .

KB894391 & KB911562 #H

KB896358 ) KB911567

KB896422 KB911927

KB896423 KB912812

KB896424 KB912919

KB896428 KB913446

Date: May 6, 2006



Basic Information

Implementing an Active Directory Network

Operating System Windows XP Professional
Computer Name Acer13

Product Version Serviced Pack 2
Organization Ead's Fence

Physical Section

Memory 512 MB

Physical Disk (1) Capacity 38.22GB

Physical Disk (2) Capacity 38.63 GB

Logical Disks Capacity
Network Interface Card (1)

SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuration

Product Key

Administrative Account
Country or Region

Regional Settings

Display Colors
DomainNVorkgroup Name
Protocol(s)

Computer TCP/iP Address (1)
DNS Server #1

DHCP Configuration

Automatic Updates

BW2VG-XXDY6-VW3P7-YHQQ6-C7RYM
Administrator

United States of America

English (United States)

Use Windows Defauit Display Screen Area
EADSFENCE

TCP/IP

192.168.1.12 Subnet 192.168.1.0

192.168.1.250

NetBios Name Acer13

Installation Date December 30, 2005

Time Zone (GMT-05:00) Eastern time (US & Canada)
Password
Area Code 513

Language Group We

Use Windows Defau

RYes  [INo Gateway Address 192.168.1.1

It

stern Europe and United States

Display Refresh Frequency

Use Windows Default

[_XJEnabled: Daily/3:00 A M. [_IDownload Only

LINotify Only

[ IDisabled
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Windows Components (Bold — Default Components; [ - Installed)

EAccessories and Utilities [Cinternet Information Service (1s) [IMessage Queuing
Accessories [Icommon Files [JActive Directory Integration
Calculator [IDocumentation [ICommon
haracter Map LFile Transfer Protocol (FTP) Service [Core Functionality
Clipboard Viewer LIFrontPage 2000 Server Extensions [lLocal Storage
ktop Wallpaper Llinternet Information Services Snap-in [IMSMQ HTTP Support
Document Templates CISMTP Service [Triggers
Mouse Pointers [1SMTP Service [XMSN Explorer
Paint [Cworld Wide Web Service RINetworking Services
Games [Printers virtuat directory Klinternet Gateway Device Discovery and Control Client
KFreecel [JRemote Desktop Web Connection [IPeer-to-Peer
Hearts [lScripts virtual directory [IRIP Listener
@lnternet Games [ Iworld Wide Web Service [ISimple TCP/IP Services
Minesweeper [IManagement and Monitoring Tools [1UPAP User Interface
KSolitaire [simple Network Management Protocol [[IOther Network File and Print Services
Spider Solitaire [IWMI SNMP Provider [OPrint Services for UNIX
[IFax Services HoOutiook Express
Kindexing Service KUpdate Root Certificates
Kinternet Explorer [Windows Media Player
XWindows Messenger

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer
Microsoft - Office Access 2003
Microsoft - Office Excel 2003
Microsoft - Office Word 2003
Microsoft - Office Publisher 2003

'Microsoﬁ - Office PowerPoint 2003
Windows Defender

Network Associates VirusScan Enterprise Version

8.0.0

NTI CD&DVD Maker 7

Adobg Acrobat Version 7
Cyberlink PowerDvD



Implementing an Active Directory Network

Windows Services (Bold — Default Services; X - Installed)

Alerter
Application Layer Gateway Service
Application Management
Automatic Updates
Background Intelligent Transfer
Service
[X]Clipbook
ICOM+ Event System
X]COM+ System Application
KiComputer Browser
I]Cryptographic Services
X]DCOM Server Process Launcher
P4DHCP Client
PdDistributed Link Tracking Client
L{Distributed Transaction Coordinator
JDNS Client
IX]Error Reporting Service

[JFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
11S Admin

[KIMAPI CD-Burning COM Service
Kindexing Service

EIPSEC Services
[]IPv6 Helper

Logical Disk Manager

Logical Disk Manager Administrative
Service
[IMessage Queuing

[IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)

Network Provisioning Service

NT LM Security Support Provider
[ JPeer Name Resolution Protocol
[]Peer Networking
[IPeer Networking Group Authentication
[Peer Networking Identity Manager

Performance Logs and Alerts

Plug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

QoS RSVP ’ ’

Remote Access Auto Conhection
Manager

Remote Access Connection Manager

Remote Desktop Help Session
Manager
[ZRemote Procedure Call (RPC)

[JRemote Procedure Call (RPC)
Locator

Remote Registry

Removable Storage

RIP Listener
BIJRouting and Remote Access

[Xsecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

[ISimple TCP/IP Services
Smart Card
SNMP Service
[CJSNMP Trap Service
BJISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
[CITCP/IP Print Server
Telephony
Telnet
Terminal Services
Themes )
Uninterruptible Power Supply
Universal Plug and Play Device Host
Volume Shadow Copy .
\WebClient
Windows Audio

Xwindows Firewall/internet
Connection Sharing (ICS)
[JwWindows Image Acquisition (WIA)

Windows Installer
Windows Management
Instrumentation (WMI)
WMI Driver Extensions
Windows Time

[wireleds Zero Configuration

WMI Performance Adapter

Workstation

World Wide Web Publishing
OTHER:

o O o T |‘l|IIIIlIIlIIIIIIlIIIIlIII!|III|I| 0
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Installed Patches and Updates

KB867282 KB898461 M886903
KB873339 KB899587 KB911565
KB885250 KB899589 KB911565
KB885835 KB899591 ‘ KB911565
KB885836 KB900485 KB911564
KB886185 KB900725

KB887472 KB901017

KB887742 KB901190

KB888113 KB901214

KB888302 KB902400

KB8%90046 KB904706

KB890047 KB905414

KB890859 KB905749

KB891781 KB905915

KB893066 KB908519

KB893756 KB908531

KB893803V2 KB910437

KB894391 KB911562

KB896358 KB911567

KB896422 KB911927

KB896423 KB912812

KB896424 KB912919

KB896428 KB913446

Date: May 6, 2006



Basic Information
Operating System

Computer Name

Product Version

Organization Ead's Fence

Physical Section
Memory

Physical Disk (1) Capacity
Physical Disk (2) Capacity
Logical Disks Capacity
Network Interface Card (1)

Implementing an Active Directory Network

Windows XP Professional
Acer15

Serviced Pack 2

512MB
38.22GB
38.63GB

SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuration

Product Key

Administrative Account
Country or Region

Regional Settings

Display Colors
Domain/Morkgroup Name
Protocol(s)

Computer TCP/IP Address (1)

DNS Server #1
DHCP Configuration

BW2VG-XXDY6-VW3P7-YHQQ6-C7TRYM
Administrator

United States of America

English (United States)

Use Windows Default Display Screen Area
EADSFENCE -
TCPAP

192.168.1.23 Subnet 192.168.1.0

192.168.1.250

NetBios Name Acerl5s
Instaliation Date  December 30, 2005

Time Zone (GMT-05:00) Eastern time (US & Canada)
Password
Area Code 513

Language Group  Western Europe and United States
Use Windows Default Display Refresh Frequency

KYes [ONo Gateway Address 192.168.1.1

Use Windows Default

Automatic Updates | XIEnabled: Daily/3:00 A.M.

[_|Download Only [_INotify Only _IDisabled




Windows Components (Bold — Default Components; [ - Installed)

KlAccessories and Utilities
EAccessories
Bcalculator
[XCharacter Map
[KClipboard Viewer
[XDesktop Wallpaper
[XIDocument Templates
[IMouse Pointers
XPaint
Games
KFreecell
XiHearts
Kinternet Games
[XIMinesweeper
KSolitaire
KlSpider Solitaire
[JFax Services
Klindexing Service
Klinternet Explorer

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003
Windows Defender

Implementing an Active Directory Network

[internet Information Service (11S)
[ICommon Files
[ IDocumentation
[IFile Transfer Protocol (FTP) Service
[IFrontPage 2000 Server Extensions
[linternet Information Services Snap-in
[ ISMTP Service
[ISMTP Service
[[Worid Wide Web Service
[Printers virtual directory
[[JRemote Desktop Web Connection
[JScripts virtual directory
[Iworld Wide Web Service
[IManagement and Monitoring Tools
[ISimple Network Management Protocol
[ IWMI SNMP Provider

Network Associates VirusScan Enterprise Version

8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

[[IMessage Queuing
[CJActive Directory Integration
{JCommon
[[ICore Functionality
[Jiocal Storage
IMSMQ HTTP Support
[triggers
EIMSN Explorer
EINetworking Services
Klinternet Gateway Device Discovery and Control Client
[Peer-to-Peer
LIRIP Listener
[simple TCP/IP Services
[JUPNP User Interface
[JOther Network File and Print Services
[Print Services for UNIX
Houtiook Express
BUpdate Root Certificates
DdWindows Media Player
XWindows Messenger




Windows Services (Bold — Default Services; ¥ - Installed)

Alerter
Application Layer Gateway Service
Application Management
Automatic Updates
Background Intelligent Transfer
Service
JClipbook
X]COM+ Event System
2JCOM+ System Application
XIComputer Browser
JCryptographic Services
IDCOM Server Process Launcher
XIDHCP Client
I Distributed Link Tracking Client
IDistributed Transaction Coordinator
LJDNS Client
XIError Reporting Service
g
dFast User Switching Compatibility
|_IFax
LIFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
IiS Admin

EIMAP! CD-Burning COM Service
[indexing Service

EIIPSEC Services
[JIPv6 Helper

E Logical Disk Manager

Logical Disk Manager Administrative
Service

[IMessage Queuing

Implementing an Active Directory Network

[OMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections
Network DDE
Network DDE DSDM
Network Location Awareness (NLA)
Network Provisioning Service
NT LM Security Support Provider
[ 1Peer Name Resolution Protocol
[ClPeer Networking
[lPeer Networking Group Authentication
[IPeer Networking Identity Manager
KiPerformance Logs and Alerts
JPlug and Play
X|Portable Media Serial Number
RJPrint Spooler
X]Protected Storage
QoS RSVP
[JRemote Access Auto Connection
Manager
gRemote Access Connection Manager
Remote Desktop Help Session
Manager
XRemote Procedure Call (RPC)

BIRemote Procedure Call (RPC)
Locator

Remote Registry

Removable Storage

ORIP Listener
[Routing and Remote Access

[Isecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

[ISimple TCP/IP Services
Smart Card
SNMP Service

[ ISNMP Trap Service

[XISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
TCPAIP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universai Plug and Play Device Host

'olume Shadow Copy

WebClient
[Windows Audio

[KWindows Firewall/Internet
Connection Sharing (ICS)
RWindows Image Acquisition (WIA)

Windows Installer
Windows Management
Instrumentation (WMI)
WMI Driver Extensions
Windows Time

Ewireless Zero Configuration

WMI Performance Adapter

Workstation

World Wide Web Publishing
OTHER:
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Installed Patches and Updates

KB867282 KB898461 M886903
KB873339 KB899587 KB911565
KB885250 KB899589 KB911565
KB885835 KB899591 KB911565
KB885836 KB900485 KB911564
KB886185 KB900725

KB887472 KB901017

KB887742 KB901190

KB888113 KB901214

KB888302 KB902400

KB890046 KB9%04706

KB890047 KB905414

KB890859 KB905749

KB891781 KB905915

KB893066 KB908519

KB893756 KB908531

KB893803V2 KB910437

KB894391 KB911562

KB896358 KB911567

KB896422 KB911927

KB896423 KB912812

KB896424 KB912919

KB896428 KB9%913446

Date: May 6, 2006



Basic Information
Operating System
Computer Name
Product Version
Organization

Physical Section
Memory

Physical Disk (1) Capacity
Physical Disk 2) Capacity
Logical Disks Capacity
Network Interface Card (1)

Ead's Fence

Implementing an Active Directory Network

Windows XP Professional

Acer16 NetBios Name Acer16

Serviced Pack 2 Installation Date December 30, 2005
512MB

38.22GB

38.63 GB

SiS 900-Based PC Fast Ethernet Adapter

Windows Configuration

Product Key
Administrative Account
Country or Region

Regional Settings

Display Colors
DomainNVorkgroup Name
Protocoi(s)

Computer TCP/IP Address (1)

DNS Server #1
DHCP Configuration
Automatic Updates

BW2VG-XXDY6-VW3P7-YHQQ6-C7RYM Time Zone (GMT-OS:OO) Eastern time Us & Canada)
Administrator : Password e
United States of America Area Code 513

English (United States)

Language Group‘ Western Europe and United States
Use Windows Default

Display Screen Area Use Windows Default Display Refresh Frequency

EADSFENCE .
TCP/P

192.168.1.31

192.168.1 250
Yes

Subnet 192.168.1.0

192.168.1.1
!m‘l

Use Windows Default




Windows Components (Bold — Default Components; g -

BJAccessories and Utilities
Accessories
Hcalculator
Character Map
EJClipboard Viewer
[XIDesktop Wallpaper
XIDocument Tempiates
HKMouse Pointers
JPaint

XiGames
Freecell
PdHearts
Xinternet Games
XIMinesweeper
HSolitaire
KISpider Solitaire

CIFax Services

Indexing Service

Xinternet Explorer

Installed Applications
Microsoft - Office Small Business Edition 2003
Microsoft - Internet Explorer :
Microsoft - Office Access 2003
Microsoft - Office Excel 2003
Microsoft - Office Word 2003
Microsoft - Office Publisher 2003
Microsoft - Office PowerPoint 2003
Windows Defender
Network Associates VirusScan Enterprise Version
8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

Implementing an Active Directory Network

Common Files
Documentation
LIFile Transfer Protocol (FTP) Service
DFrontPage 2000 Server Extensions
Internet Information Services Snap-In
[ISMTP Service
[ISMTP Service
[Cworld wide Web Service
LPrinters virtual directory
[JRemote Desktop Web Connection
[dScripts virtyal directory
[IWorld Wide Web Service
Management and Monitoring Tools
[Isimple Network Management Protocol
[IWMI SNMP Provider

Installed)

[intemet Information Service (i1S)

[ IMessage Queuing

ClActive Directory Integration

Common

[dCore Functionality

[Local Storage
[IMSMQ HTTP sy
[Triggers

EXMSN Explorer

pport

BdINetworking Services

Kinternet Gatewa
[Peer-to-Peer
[JRIP Listener
[Isimpie TCP/IP S

y Device Discovery and Control Client

ervices

{IUPNP User Interface

[JOther Network File

and Print Services

[IPrint Services for UNIX

HOutlook Express

XUpdate Root Certificates
Xwindows Media Player

HKwindows Messenger



Windows Services (Bold — Defauit Services; ©

Alerter

Application Layer Gateway Service

Application Management

Automatic Updates

Background Intelligent Transfer
Service

X]COM+ Event System

XICOM+ System Application
Computer Browser
XCryptographic Services

LDCOM Server Process Launcher
eIDHCP Client

[IDistributed Link Tracking Client
IDistributed Transaction Coordinator
XIDNS Client

XIError Reporting Service

JEvent Log

LJFast User Switching Compatibility
[_IFax

LIFTP Publishing

Help and Support

HTTP SSL

Human Interface Device Access
IS Admin

EJIMAPI CD-Burning COM Service
Bindexing Service

EJIPSEC Services
[11Pv6 Helper

Logical Disk Manager

Logical Disk Manager Administrative
Service
[IMessage Queuing

Implementing an Active Directory Network

[OMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

E[Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)

Network Provisioning Service

NT LM Security Support Provider

L.1Peer Name Resolution Protocol

[JPeer Networking

[IPeer Networking Group Authentication

[JPeer Networking Identity Manager

Performance Logs and Alerts

Plug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

QoS RSVP

Remote Access Auto Connection

Manager

§Remote Access Connection Manager
Remote Desktop Help Session

Manager

[KIRemote Procedure Call (RPC)

BJIRemote Procedure Cali (RPC)
Locator

Remote Registry

Removable Storage

[JRIP Listener
&Routing and Remote Access

[XIsecondary Logon

- Installed)

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocot (SMTP)

[ISimple TCP/IP Services
Smart Card
SNMP Service
LISNMP Trap Service
XISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
LITCPAP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universal Plug and Play Device Host
Volume Shadow Copy

ebClient
ndows Audio
EIWindows Firewall/internet

Connection Sharing (iCS)
Ewindows image Acquisition (WIA)

Windows Installer

Windows Management
Instrumentation (WMI)

WMI Driver Extensions
%\Mndows Time

. Qwireless Zero Configuration

WMI Performance Adapter

Workstation

World Wide Web Publishing
OTHER:

O

O 00 DooDoooog RN e
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Installed Patches and Updates

KB867282 KB898461 M3886903
KB873339 KB899587 KB911565
KB885250 KB899589 KB911565
KB885835 KB899591 KB911565
KB885836 KB900485 KB911564
KB886185 KB900725

KB887472 KB901017

KB887742 KB901190

KB888113 KB901214

KB888302 KB902400

KB890046 KB904706

KB890047 KB905414

KB890859 KB905749

KB891781 KB905915

KB893066 KB908519

KB893756 KB908531

KB893803V2 KB910437

KB894391 KB911562

KB896358 A KB911567

KB896422 KB911927

KB3896423 KB912812

KB896424 KB912919

KB3896428 KB913446

Date: May 6, 2006



Windows Components (Bold — Default Components; R - Installed)

XlAccessories and Utilities
XAccessories
calculator
XCharacter Map
XClipboard Viewer
[XiDesktop Wallpaper
EXlDocument Templates
EMouse Pointers
&dPaint
DlGames
BJFreeceli
EHearts
Hinternet Games
XiMinesweeper
DSoiitaire
Kispider Solitaire
[JFax Services
Xindexing Service
Kinternet Explorer

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003
Windows Defender

Implementing an Active Directory Network

Ointernet Information Service (IIS)
[JCommon Files
[JDocumentation
[JFile Transfer Protocol (FTP) Service
ClFrontPage 2000 Server Extensions
[Jinternet Information Services Snap-In
{ ISMTP Service
{ISMTP Service
[IWorid Wide Web Service
[Printers virtual directory
[[IRemote Desktop Web Connection
[IScripts virtual directory
[Iworld Wide Web Service
[Management and Monitoring Tools
[ISimple Network Management Protocol
[IWMI SNMP Provider

Network Associates VirusScan Enterprise Version

8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

[IMessage Queuing
[JActive Directory Integration
[ICommon
{]Core Functionality
[JLocal Storage
[IMSMQ HTTP Support
[ITriggers
[XIMSN Explorer
[XINetworking Services
Kinternet Gateway Device Discovery and Control Client
[ 1Peer-to-Peer
CIRIP Listener
[ 1Simple TCP/IP Services
[JUPNP User Interface
[JOther Network File and Print Services
[Print Services for UNIX
[KlOutlook Express
BlUpdate Root Certificates
XWindows Media Player
Kwindows Messenger
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Windows Services (Bold — Default Services; K - Installed)

Alerter

Application Layer Gateway Service

Application Management

Automatic Updates

Background Intelligent Transfer
Service

DJCOM+ Event System

LJCOM+ System Application

X Computer Browser

[Cryptographic Services

JDCOM Server Process Launcher
X]JDHCP Client

]Distributed Link Tracking Client
XIDistributed Transaction Coordinator
XIDNS Client

PJError Reporting Service

[CJFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
11IS Admin

[KIMAP! CD-Burning COM Service
Kindexing Service

RIPSEC Services
[jiPv6 Helper

HLogical Disk Manager

Logical Disk Manager Administrative
Service

[IMessage Queuing

[IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)

Network Provisioning Service

NT LM Security Support Provider

Peer Name Resolution Protocol
[IPeer Networking
[]Peer Networking Group Authentication
[[IPeer Networking Identity Manager

Performance Logs and Alerts

Plug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

QoS RSVP

Remote Access Auto Connection
Manager ’

Remote Access Connection Manager

Remote Desktop Help Session
Manager
EJIRemote Procedure Call (RPC)

XIRemote Procedure Call (RPC)
Locator

Remote Registry

Removable Storage

CIRIP Listener
&Routing and Remote Access

K secondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

[[ISimple TCP/IP Services
Smart Card
SNMP Service

{ JSNMP Trap Service

EJISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
TCP/IP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universal Plug and Piay Device Host
Volume Shadow Copy

WebClient
Windows Audio

Kwindows Firewall/internet
Connection Sharing (ICS)
BRwindows Image Acquisition (WIA)

Windows installer
Windows Management
Instrumentation (WMI)
'WMI Driver Extensions
Windows Time

BJwireless Zero Configuration

EJWMI Performance Adapter
Workstation
World Wide Web Publishing
OTHER:

1 O o T
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Installed Patches and Updates

KB867282 KB898461 M3886903
KB873339 KB899587 KB911565
KB885250 KB899589 KB911565
KB885835 KB899591 KB911565
KB885836 KB900485 KB911564
KB886185 KB900725

KB887472 KB901017

KB887742 KB901190

KB888113 KB901214

KB§88302 KB902400

KB890046 KB904706

KB890047 KB905414

KB890859 KB905749

KB891781 KB905915

KB893066 KB908519

KB893756 KB908531

KB893803V2 KB910437

KB894391 KB911562

KB896358 - KB911567

KB896422 ‘ KB911927

KB896423 KB912812

KB896424 KB912919

KB896428 KB913446

Date: May 6, 2006
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Basic information

Operating System Windows XP Professional
Computer Name Acer19

Product Version Serviced Pack 2
Organization Ead's Fence

Physical Section

Memory 512 MB

Physical Disk (1) Capacity 38.22GB

Physical Disk (2) Capacity 38.63 GB

Logical Disks Capacity

Network Interface Card (1) SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuration

Aceri9
December 30, 2005

NetBios Name
Installation Date

Product Key BW2VG-XXDY6-VW3P7-YHQQ6-C7RYM Time Zone (GMT-05:00) Eastern time (US & Canada)

Administrative Account Administrator Password

Country or Region United States of America Area Code 513

Regional Settings English (United States) Language Group  Western Europe and United States

Display Colors Use Windows Default Display Screen Area Use Windows Defauit Display Refresh Frequency Use Windows Default
Domain/Workgroup Name EADSFENCE

Protocol(s) TCP/P

Computer TCP/IP Address (1) 192.168.1.30 Subnet 192.168.1.0

DNS Server #1 192.168.1.250

DHCP Configuration KlYes ** [INo GatewayAddress  192.168.1.1 . )

Automatic Updates [ REnabled: Daily/3:00 A.M. T IDownload Only -~ T INotify Only [ IDisabled R
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Windows Components (Bold — Default Components; I - Installed)

EJAccessories and Utilities [internet Information Service (I1S) [IMessage Queuing
KAccessories {ClICommon Files [ClActive Directory Integration
calculator [1Documentation [JCommon
PCharacter Map [IFile Transfer Protocol (FTP) Service [CIcore Functionality
£JClipboard Viewer [_IFrontPage 2000 Server Extensions [ClLocal Storage
BdDesktop Wallpaper [linternet Information Services Snap-in [IMSMQ HTTP Support
Xbocument Templates [ISMTP Service [triggers
DJMouse Pointers [CISMTP Service XIMSN Explorer
XPaint [CIWorld Wide Web Service [Networking Services
PdGames []Printers virtual directory Binternet Gateway Device Discovery and Control Client

EdFreecell [[JRemote Desktop Web Connection [OpPeer-to-Peer
DdHearts [IScripts virtual directory [IRIP Listener
Hinternet Games [IWorld Wide Web Service [ ISimple TCP/IP Services
K Minesweeper [IManagement and Monitoring Tools {lUPRP User Interface
Edsolitaire [1Simple Network Management Protocol [Jother Network File and Print Services
spider Solitaire [ IWMI SNMP Provider [JPrint Services for UNIX

{1Fax Services XOutlook Express

Hindexing Service £JUpdate Root Certificates

Kinternet Explorer Xwindows Media Player

KWindows Messenger

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003 “ ..

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003
Windows Defender

Network Associates VirusScan Enterprise Version

8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD
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Windows Services (Bold — Default Services; K - Installed)

Alerter
Application Layer Gateway Service
pplication Management
Automatic Updates
Background Intelligent Transfer
Service
XClipbook
PJCOM+ Event System
DJCOM+ System Application
X|[Computer Browser
BJCryptographic Services
{DCOM Server Process Launcher
[X]DHCP Client
XiDistributed Link Tracking Client
MDistributed Transaction Coordinator
[XIDNS Client
PJError Reporting Service
|Event Log
XIFast User Switching Compatibility

CJFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
IS Admin

[JIMAPI CD-Burning COM Service
indexing Service

EJIPSEC Services
[]IPv6 Helper

L.ogical Disk Manager
E Logical Disk Manager Administrative
Service
[IMessage Queuing

[[IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)

Network Provisioning Service

NT LM Security Support Provider
[[1Peer Name Resolution Protocol
[lPeer Networking
[1Peer Networking Group Authentication
[IPeer Networking Identity Manager

Performance Logs and Alerts

Piug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

QoS RSVP

Remote Access Auto Connection
Manager

Remote Access Connection Manager

Remote Desktop Help Session
Manager
[JRemote Procedure Call (RPC)

[JRemote Procedure Call (RPC)
Locator

Remote Registry

Removable Storage

[JRIP Listener
XRouting and Remote Access

[KBSecondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

[1Simple TCP/IP Services
Smart Card
SNMP Service
[CISNMP Trap Service
XISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
TCP/IP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universal Plug and Play Device Host
Volume Shadow Copy .

QWebClient
Windows Audio

windows Firewall/Internet
Connection Sharing (ICS)
[Fwindows Image Acquisition (WIA)

Windows Installer
Windows Management
Instrumentation (WMI)
'WMI Driver Extensions
Windows Time

[Jwireless Zero Configuration

WMI Performance Adapter

Workstation

World Wide Web Publishing

OTHER:

ODo0 oo 00 oo oooooonooonoocee. 3
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Installed Patches and Updates
KB867282
KB873339
KB885250
KB885835
KB885836
KB886185
KB887472
KB887742
KB888113
KB888302
KB890046
KB890047
KB890859
KB891781
KB893066
KB893756
KB893803V2
KB894391
KB896358
KB896422
KB896423
KB896424
KB896428

Date: May 6, 2006
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KB898461
KB899587
KB899589
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KB900725
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KB901214
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KB905414
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KB905915
KB908519
KB908531
KB910437
KB911562
KB911567
KB911927
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KB912919
KB913446
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Basic Information

Operating System Windows XP Professional

Computer Name Acer20 NetBios Name Acer20

Product Version Serviced Pack 2 Installation Date =~ December 30, 2005
Organization Ead's Fence

Physical Section

Memory 512 MB

Physical Disk (1} Capacity 38.22 GB

Physical Disk (2) Capacity 38.63 GB

Logical Disks Capacity

Network Interface Card (1) SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuration

Product Key BW2VG-XXDY6-VW3P7-YHQQ6-CTRYM  Time Zone (GMT-05:00) Eastern time (US & Canada)

Administrative Account Administrator Password .

Country or Region United States of America Area Code 513

Regional Settings English (United States) Language Group = Western Europe and United States

Display Colors Use Windows Default Display Screen Area Use Windows Default Display Refresh Frequency Use Windows Default
Domain/Workgroup Name EADSFENCE

Protocol(s) TCPAP

Computer TCP/IP Address (1) 192.168.1.10 Subnet 192.168.1.0

DNS Server #1 192.168.1.250

DHCP Configuration Klyes [[JNo Gateway Address 192.168.1.1

Automatic Updates | XIEnabled: Daily/3:00 A.M. [ _IDownload Only [ INotify Only |_|Disabled 1
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Windows Components (Bold - Default Components; [ - Installed)
[internet Information Service (1IS)

KlAccessories and Utilities
ElAccessories
Kcalcutator
[XCharacter Map
[XIClipboard Viewer
EIDesktop Wallpaper
KlDocument Templates
DIMouse Pointers
XPaint
BKlGames
BFreecell
BHearts
Hinternet Games
XIMinesweeper
Plsolitaire
Edspider Solitaire
[IFax Services
Xlindexing Service
Edinternet Explorer

Installed Applications

Microsoft - Office Small Business Edition 2003

Microsoft - Internet Explorer

Microsoft - Office Access 2003

Microsoft - Office Excel 2003

Microsoft - Office Word 2003

Microsoft - Office Publisher 2003

Microsoft - Office PowerPoint 2003
Windows Defender

Network Associates VirusScan Enterprise Version

8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

Implementing an Active Directory Network

[ICommon Files
[ IDocumentation
[JFile Transfer Protocol (FTP) Service
[lFrontPage 2000 Server Extensions
Clinternet Information Services Snap-In
[ISMTP Service
[JSMTP Service
[IWorld Wide Web Service
[Printers virtual directory
[[JRemote Desktop Web Connection
[IScripts virtual directory
[Iworld Wide Web Service

[Management and Monitoring Tools

[ISimple Network Management Protocol
[IwMI SNMP Provider

[IMessage Queuing
[JActive Directory Integration
[JICommon
[_]Core Functionaiity
[CLocal Storage
[IMSMQ HTTP Support
[ITriggers
IMSN Explorer
KINetworking Services
Edinternet Gateway Device Discovery and Control Client
[ 1Peer-to-Peer
[IRIP Listener
[ISimpie TCP/IP Services
{JUPnP User Interface
[JOther Network File and Print Services
[JPrint Services for UNIX
[XOutlook Express
PlUpdate Root Certificates
PWindows Media Player
HWwindows Messenger
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Windows Services (Bold — Default Services; K - Installed)

Alerter [IMessage Queuing Triggers
Application Layer Gateway Service Messenger
Application Management MS Software Shadow Copy Provider
Automatic Updates Net Logon
Background Intelligent Transfer NetMeeting Remote Desktop Sharing
Service
XJClipbook Network Connections
XJCOM+ Event System Network DDE
MICOM+ System Application Network DDE DSDM

!14 Computer Browser

Cryptographic Services

DIDCOM Server Process Launcher
XJDHCP Client

XIDistributed Link Tracking Client
XIDistributed Transaction Coordinator
[XIDNS Client

DJError Reporting Service

Network Location Awareness (NLA)
Network Provisioning Service
NT LM Security Support Provider
Peer Name Resolution Protocol
[[JPeer Networking
[1Peer Networking Group Authentication
{OPeer Networking identity Manager
Performance Logs and Alerts

JEvent Log Plug and Play
LJFast User Switching Compatibility Portable Media Serial Number
[_IFax Print Spooler
[IFTP Publishing Protected Storage
Help and Support QoS RSVP
HTTP SSL Remote Access Auto Connection
Manager

-

Human Interface Device Access
S Admin

Remote Access Connection Manager
Remote Desktop Help Session
Manager

KIMAPI CD-Burning COM Service BRemote Procedure Call (RPC)

Klindexing Service XRemote Procedure Call (RPC)
Locator
IPSEC Services Remote Registry
IPv6 Helper Removable Storage
Logical Disk Manager LIRIP Listener

Logical Disk Manager Administrative
Service
[[JMessage Queuing

BJRouting and Remote Access

[Secondary Logon

Security Accounts Manager
Security Center
Server
Shell Hardware Detection
[1Simple Mail Transport Protocol (SMTP)

[Isimple TCP/IP Services
Smart Card
SNMP Service

[ISNMP Trap Service

&ISSDP Discovery Service

System Event Notification

System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
TCP/IP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universal Plug and Play Device Host
Volume Shadow Copy

WebClient’
Windows Audio

Rwindows Firewalllinternet
Connection Sharing (ICS)
EIWindows Image Acquisition (WIA)

Windows Installer
Windows Management
Instrumentation (WMI)
WM Driver Extensions
Windows Time

Ewireless Zero Configuration

WMI Performance Adapter
Workstation

World Wide Web Publishing
OTHER:

O

o oo O O



Installed Patches and Updates
KB867282

KB873339

KB885250

KB885835

KB885836

KB886185

KB887472

KB887742

KB888113

KB888302

KB890046

KB890047

KB890859

KB891781

KB893066

KB893756

KB893803V2 -
KB894391 ‘
KB896358

KB896422

KB896423

KB896424

KB896428
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KB898461
KB899587
KB899589
KB899591
KB900485
KB900725
KB901017
KB901190
KB901214
KB902400
KB904706
KB905414
KB905749
KB905915
KB908519
KB908531
KB910437
KB911562
KB911567
KB911927
KB912812
KB912919
KB913446
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KB911565
KB911565
KB911565
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Basic Information

Operating System Windows XP Professional

Computer Name Acer21 NetBios Name Acer21

Product Version Serviced Pack 2 Installation Date  December 30, 2005
Organization Ead's Fence

Physical Section

Memory 512 MB

Physical Disk (1) Capacity 38.22GB

Physical Disk (2) Capacity 38.63 GB

Logical Disks Capacity

Network Interface Card (1) SiS 900-Based PCI Fast Ethernet Adapter

Windows Configuration

Product Key BW2VG-XXDY6-VW3P7-YHQQ6-C7RYM Time Zone (GMT-05:00) Eastern time (US & Canada)

Administrative Account Administrator Password

Country or Region United States of America Area Code 513

Regional Settings English (United States) Language Group  Western Europe and United States

Display Colors Use Windows Default Display Screen Area Use Windows Default Display Refresh Frequency Use Windows Default
Domain/Workgroup Name EADSFENCE .

Protocol(s) TCPAP - :

Computer TCP/IP Address (1) 192,1@_1 34 Subnet 192.168.1.0

DNS Server #1 192.168.1.250 i

DHCP Configuration KYes [ONo Gateway Address 192.168.1.1

Automatic Updates [ KIEnabled: Daily/3:00 AM. [ TDownload Only T INotify Only [ |Disabled ]
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Windows Components (Bold — Default Components; X - Installed)
[linternet Information Service (IIS)

KAccessories and Utilities

KAccessories
Kcalculator
HCharacter Map
KClipboard Viewer
EdDesktop Wallpaper
XDocument Templates
BdMouse Pointers
BJPaint

BlHearts
Hinternet Games
EMinesweeper
Bdsoilitaire
BSpider Solitaire
{IFax Services
Xindexing Service
Hinternet Explorer

Installed Applications
Microsoft - Office Small Business Edition 2003
Microsoft - Internet Explorer
Microsoft - Office Access 2003
Microsoft - Office Excel 2003
Microsoft - Office Word 2003
Microsoft - Office Publisher 2003
Microsoft - Office PowerPoint 2003
Windows Defender
Network Associates VirusScan Enterprise Version
8.0.0
NTI CD&DVD Maker 7

Adobe Acrobat Version 7
Cyberlink PowerDVD

Implementing an Active Directory Network

[lCommon Files
[ IDocumentation
LIFile Transfer Protocol (FTP) Service
[IFrontPage 2000 Server Extensions
[linternet Information Services Snap-In
[ 1SMTP Service
[JSMTP Service
[(worid Wide Web Service
[Printers virtual directory
[JRemote Desktop Web Connection
LIScripts virtual directory
[ Iworld Wide Web Service

[[IManagement and Monitoring Tools

[1Simple Network Management Protocol
[IWMI SNMP Provider

[IMessage Queuing
[JActive Directory Inton
[ICommon
[ICore Functionalit
[Local Storage
{IMSMQ HTTP Supp
[Triggers
XIMSN Explorer
XNetworking Services
Pinternet Gateway [e Discovery and Controt Client
[ 1Peer-to-Peer
[IRIP Listener
[Isimple TCP/IP Sen
[JUPNP User Interfac
[JOther Network File anit Services
[1Print Services for U
XOoutlook Express
fJUpdate Root Certific:
Kwindows Media Play
EWindows Messenget
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Windows Services (Bold — Default Services; ¥ - Installed)

Alerter
Application Layer Gateway Service
Application Management
Automatic Updates
Background Intelligent Transfer
Service
JClipbook
JCOM+ Event System
LJCOM+ System Application
XIComputer Browser
XCryptographic Services
PJDCOM Server Process Launcher
JDHCP Client
JDistributed Link Tracking Client
JDistributed Transaction Coordinator
PJIDNS Client
XError Reporting Service

[IFTP Publishing
Help and Support
HTTP SSL

Human Interface Device Access
IS Admin

[XIMAPI CD-Burning COM Service
Hindexing Service

EJIPSEC Services
L1tPv6 Helper

Logical Disk Manager

Logical Disk Manager Administrative
Service
[IMessage Queuing

[[IMessage Queuing Triggers
Messenger
MS Software Shadow Copy Provider
Net Logon
NetMeeting Remote Desktop Sharing

Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)

Network Provisioning Service

NT LM Security Support Provider

Peer Name Resolution Protocol
[]Peer Networking
[ lPeer Networking Group Authentication
[_IPeer Networking Identity Manager

Performance Logs and Alerts

Plug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

QoS RSVP

Remote Access Auto Connection

. Manager .
Remote Access Connection Manager -

Remote Desktop Help Session
Manager
[KRemote Procedure Call (RPC)

EIRemote Procedure Call (RPC)
Locator

Remote Registry

Removable Storage

[RIP Listener
JRouting and Remote Access

K Secondary Logon

Security Accounts Manager
Security Center

Server

Shell Hardware Detection

Simple Mail Transport Protocol (SMTP)

[CISimple TCP/IP Services
Smart Card
SNMP Service
[ ISNMP Trap Service
EISSDP Discovery Service
System Event Notification
System Restore Service
Task Scheduler
TCP/IP NetBIOS Helper
' TCP/IP Print Server
Telephony
Telnet
Terminal Services
Themes
Uninterruptible Power Supply
Universal Plug and Play Device Host
Volume Shadow Copy :
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Installed Patches and Updates
KB867282
KB873339
KB885250
KB885835
KB885836
KB886185
KB887472
KB887742
KB888113
KB888302
KB890046
KB890047
KB890859
KB891781
KB893066
KB893756
KB893803V2
KB894391
KB896358
KB896422
KB896423
KB896424
KB896428
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KB898461
KB899587
KB899589
KB899591
KB900485
KB900725
KB901017
KB901190
KB901214
KB902400
KB9%04706
KB905414
KB905749
KB905915
KB908519
KB908531
KB910437
KB911562
KB911567
KB911927
KB912812
KB912919
KB913446

M886903

KB911565
KB911565
KB911565
KB911564
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