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Abstract

Every election many American’s do not vote for the government
officials due to their location, time, constraints, and lack of interest
and/or disabilities. We have created and designed an application
that will allow American citizens to vote via their smartphone.
IVote changes the way people vote, access political information,
and communicate with other constituents. Not only does our
application allow voting to be more convenient, but also more
secure. Our application is using Blockchain technology to ensure
all users their votes are being processed securely, and uses a
pdfl27 scan to verify their identity. Every American has the right
to vote, and our application will allow more Americans to exercise
that right.
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Problem Statement

1.1 Introduction

Every four years all American Adult Citizens (18 & up) are eligible to cast a
vote on their personal preference on who they believe should be the
President of the United States. The candidate that receives the most votes
becomes the President of the United States for the next four years, which is
equivalent to one full-term. Presidents are allowed to serve two full-terms at
most, but they have to be re-elected for the second term.

1.2 Project Description

We will be designing an application that will allow all American Citizens to
cast their Presidential Vote via their smartphone with the security of
Blockchain technology built into the application. Our application will not only
make it more convenient for citizens to vote, but also more secure. We are
aware that some American citizens are unable to vote because of location,
time constraints, and disabilities. With the creation of this application we
hope to eliminate these problems and give each user a more convenient
tool to enable them to cast their vote for the Presidential Election.

1.3 Problem

The problem we are having with the Presidential Election is that more
people are voting for American Idol and other TV shows because they
allow their viewers to vote via their mobile device. This creates a more
convenient way for their viewers to vote, because they do not have to
physically go to a certain location, but instead can vote straight from their
mobile device. This method is also a lot less time consuming for the user
and enables them to continue their daily routine without any major
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adjustments. With the creation of our application it will solve the problem
the United States has with voting when it comes to the Presidential
Election, because American citizens will be able to cast their votes from
their mobile devices. This will allow voting to be more convenient and less
time consuming, while also being more secure.

1.4 User Profile

1.4.1 Application Title

iVote

1.4.2 Potential Users

Students (18 years or older)
Adults
System Administrators

1.4.3 Software and Interface Experience

Students and adults understand the basics about using mobile applications
with either Android or iOS devices. The System Administrator will have the
skills to consolidate the different user’s operating system on the other end
and transmit their votes that are being directed to the appropriate location.

1.4.4 Experience with Similar Applications

Students, adults, and the System Administrator will understand the layout
and functionality of the application, because our application is very user-
friendly. It allows users of all ages to be able to understand the process of
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validating their identity and selecting a candidate, which will then be
submitted by the users and directed to the correct location by the System
Administrator.

1.4.5 Task Experience

Users will be able to vote on who they want to be the President of the
United States. They will also be able to view other candidates and learn
information about them. Find up-to-date news instantly and also view the
election polls.

System administrators will be able to process all of the votes submitted and
send them out to their correct location, while they also will be able to
authenticate the votes.

1.4.6 Frequency of Use

This application will be used for American Citizens to cast votes for the
upcoming Presidential Election and also any future elections. They will also
be able to gather up-to-date information about all the candidates and find
out more of the general information about them.

1.4.7 Key Interface Design Requirements that the Profile
Suggests

Easy and user-friendly to all users with smartphones. Our application will
also be able to be downloaded on computers and tablets, for those who do
not have smartphones. This will allow a variety of people to use our
application, instead of strictly smartphone owners.
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1.5 Use Case Diagram

The use case diagram is designed to show the viewers the different roles
each person has, whether they be a user or an administrator. Users create
their own profile which they use to log into the application. Once they have
logged in to their profile, they will swipe their ID, and then are able to cast
their votes. However on the administrative side, the user receives all the
votes that are being submitted, which they manage and direct to the correct
location.
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1.5.1 Figure 1: Mobile Voting Application
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1.6 Technical Elements

1.6.1 Mobile Application

IVote will be accessed and downloaded through a mobile application store.
There will be several informational links and one secure link. Data will be
scanned in by the phone camera. The camera will use the 2D barcode
scanner to upload license information.

1.6.2 Database

Uploaded data from the cell phone will be checked against voter
information stored in the database. If data from the cell phone is correct,
the user will be able to vote. The database will also check the address to
assure that the correct ballot is being downloaded.

1.6.3 Blockchain

To ensure that the user vote is secure, Blockchain will be used to create a
ledger of the vote and make the vote secure. This will create an electronic
“‘paper” trail of the vote and make hacking into the voter process very
difficult. Blockchain in this instance is used from a template, rather than
creating a custom chain. In a circumstance where iVote were to become
used on a wide level, such as throughout a whole state or nation. A
custom built Blockchain would be necessary to take on a larger load of
transactions. Provided below, is the template in which Blockchain is used
in with iVote:

https://github.com/Azure/azure-quickstart-templates/tree/master/ethereum-consortium-
blockchain-network
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1.7 Objectives/Deliverables

Objectives and deliverables are the main points of our project that our
group uses to help plan and implement each task. It's a list that we created
that will help each group member stay on track and understand the need
for each object. In Table 1. Objectives/Deliverables you can see the
different objects for each section on our application and all of the
deliverables that are needed to complete each object.

1.7.1Table 1: Objectives/Deliverables
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1.8 Budget

After working months on creating our application and other components,
we have created and demonstrated in the Table 2: Budget below the
amount of money it would cost a person to create an application. There is a
lot more to an application than just creating it, you also provide storage,
allow testing, gather testing devices, and find software that is compatible.
As you can see in the table below, everything starts to add up fast.

1.8.1 Table 2: Budget
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1.9 Testing

We have created a testing plan that allows our group to set time frames in
the order that we are able to complete each task. We have created these
testing plans for two semesters, and we broke them up into weekly

intervals. This helps our group stay on track and allows us to give weekly

progress updates. Below in tables 3 & 4, you can find our weekly
assignments.

1.9.1 Table 3: Fall Semester Testing Plan
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1.9.2 Table 4: Spring Semester Testing Plan

1.9.3 Testing Results

Scope

10
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The scope of testing is to identify any bugs/problems that prohibit our
application from working successfully on various devices that are running
different operating systems. The devices our application supports are

Android, Apple, and Windows operating systems, via tablet or smartphone.

Objective

The objective of testing is to ensure our application software is running
correctly on different devices, allowing user input, and giving the user the
correct feedback. Testing will help us identify the problem, and will help us
to determine the solution. Our developers will run test on different devices
using different operating systems to help us ensure our application is
running smoothly on all devices. We will also have random users of all
ages testing the application on the devices as well. This allows our
developers to see how user-friendly the application is to people of all age
groups.

Reporting and Loqg Testing

Any bugs that are discovered throughout the process of testing will be

documented and the developers will analyze the bugs and will determine

11
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the fix. This process will help keep track of all bugs that are happening to
ensure we do not encounter them again in the future, and if we do then we

know how to fix it.

Pass/Fail

Our tests will be determined on a pass/fail basis. Human error will not be

included in these trials, only system errors.

Testing Devices

The devices our developers and users will be testing on will be on the
following devices listed below. We want to test the most up-to-date phones
since we have found out that most users will be using the newest products
that are being released by the marketplace. We want to deliver our
customers the best product we are able to, and by testing with these types
of measure we will be able to deliver a great product.

Devices

e Samsung Galaxy 7

12
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e |Phone 7 Plus
e Samsung Tablet
e Surface Pro 4

e |Pad Pro

Operating System

e MAC OS
e Android

e Windows

1.9.4 Table 5: Stability Testing

Stability testing is focused on the application running correctly on different
devices and operating systems. Below we have testing done by developers

and users when trying to use the application on different devices.

Developer | 11/12/16 | IPAD Pro | MAC OS Runs on Pass None
the MAC
oS
smoothly
without any
bugs or
freezing.
Developer | 12/01/16 | Samsung | Android Runs on Pass None
Tablet tablet
without

13
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freezing or
any bugs.
Developer | 01/06/17 | IPhone 7 | MAC OS Runs Pass None
Plus without any
bugs or
freezing.
Developer | 1/12/17 Surface | Windows Runs Pass None
Pro 4 without any
bugs or
freezing.
Young 12/08/16 | Samsung | Android Runs Pass None
User Galaxy 7 without any
bugs or
freezing.
Middle- 1/05/17 | IPAD Pro | MAC OS Runs Pass None
age User without any
bugs or
freezing.
Older 11/25/16 | IPhone 7 | MAC OS Runs Pass None
User Plus without any
bugs or
freezing.

1.9.5 Table 6: User Interface Testing

User interface testing focuses on the usability and appeal of the application
to the user. Each user will grade their performance of the application on
how hard/easy it was to use it and will also grade the appeal of the

application.

Young | 1/1/17 | IPad Pro| MAC Applicatio Easy Great Pass
Adult OS n runs

smooth,

and all

button and

14
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screens
are easily
managed.

Young
Adult

1/5/17

Samsun

g
Galaxy
7

Android

Applicatio
nruns
smooth,
and all
button and
screens
are easily
managed.

Easy

Great

Pass

Middle
-age
Adult

1/12/1
7

Surface
Pro 4

Window
S

Applicatio
nruns
smooth,
and all
button and
screens
are easily
managed.

Usable

Nice

Pass

Middle
-age
Adult

1/14/1
7

IPhone
7 Plus

MAC
oS

Applicatio
nruns
smooth,
and all
button and
screens
are easily
managed.

Easy

Good

Pass

Middle
-age
Adult

1/20/1
7

Samsun
g Tablet

Android

Applicatio
nruns
smooth,
and all
button and
screens
are easily
managed.

Easy

Great

Pass

Older
Adult

1/27/1
7

Samsun
g
Galaxy
7

Android

Applicatio
n runs
smooth,
and all
button and
screens
are easily

managed.

Hard,
User
claims
they
couldn’t
read the

text.

Decent

Pass

15
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Older
Adult

2/01/1
7

IPhone
7 Plus

MAC
O

Applicatio
n runs
smooth,
and all
button and
screens
are easily
managed.

Easy

Great

Pass

1.9.6 Table 7: Functionality Testing

Functionality testing focuses on the features that are built into the

application, and to make sure they are all working properly. We also want

to make sure that all of the feature are understood by the users, so they

know what they are used for.

Young | 1/29/17 | IPhone 7 | MAC | All features | Very usable, Great
Adult Plus 0S and and likes the | features and
function application. | understands
are how to use
working them.
correctly
and user
understand
s what they
are used
for.
Young | 2/01/17 | Samsung | Android | All features | Understands Loves the
Adult Galaxy 7 and how to use | features and
function the thinks it was
are application | a great idea.
working and all the
correctly features.
and user
understand

16
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s what they
are used
for.
Young | 1/28/17 | IPAD Pro | MAC | All features | Very easy to Thinks the
Adult OR) and use and application
function understands | can change
are the process. the way
working people vote.
correctly
and user
understand
s what they
are used
for.
Middle- | 1/03/17 | Samsung | Android | All features | Easy to use Great idea!
age Tablet and and loves
Adult function the
are application.
working
correctly
and user
understand
s what they
are used
for.
Middle- | 1/05/17 | Surface | Window | All features Easy to One the
age Pro 4 S and download | features were
Adult function and explained he
are struggled understood
working slightly why we
correctly finding added them
and user where to to the
understand start. application.
s what they
are used
for.
Older | 1/15/17 | Samsung | Android | All features | Managed to Loves the
Adult Galaxy 7 and find their application
function way through and how it
are the makes voting
working application | more flexible.
correctly and
and user

17
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understand | understood
s what they | the process.
are used
for.
Older | 1/21/17 | IPhone 7 MAC | All features | Understood | Likes the idea
Adult Plus oS and the of being able
function application | to vote from a
are and mobile
working | managed his phone.
correctly | way through
and user | the process
understand easily.
s what they
are used
for.

1.10 Gantt Chart

A Gantt chart is a visual that helps our group understand the timeframe that
our project needs to be completed by. It also helps each group member
understand all of the steps that need to be completed for each task. We
have provided two visual charts below that will help users understand the
step by step process we took during these two semesters.

1.10.1 Figure 2: Gantt Chart Fall Semester

Start = | Finish

Mon 8/22/1€ Sun 8/28/16

Aug 14, '16 Aug 28,
- F T S W

. 16 Sep 11, ‘16

Sep 25, '16

S T M F T S W S

T M F T 5 W 5

Oct9, 16 Oct 23, '16

Task Name ~  Duration
Group Project 6 days
Group Leader 6 days
Project Name 6 days
Gannt Chart 16 days
Progress Report 16 days
Project Logo 6 days
Research Blockchain 16 days
Research App 6 days
Creation
AssignGroup 6 days
Member Roles
Create App 56 days
Prototype
Determine Costof  6days
Project
Elevator Speech 11 days
Project 6 days
Improvements
Abstract 11 days
User Profile 11 days

Mon 8/22/1€ Sun 8/28/16
Mon 8/22/1€ Sun 8/28/16
Mon 8/29/1€ Mon 9/19/1¢
Mon 8/29/1€ Man 9/19/1¢
Mon 8/29/1€ Mon 9/5/16
Mon 8/29/1€ Mon 9/19/1€
Mon 9/5/16 Sun 9/11/16

Mon 9/5/16 Sun 9/11/16

Mon Maon
9/12/16 11/28/16
Man Sun 9/18/16
9/12/16

Mon 9/12/1€ Mon 9/26/1¢
Man Sun 9/18/16
9/12/16

Mon 9/19/1€ Mon 10/3/1€
Mon 9/19/1€ Mon 10/3/1¢

18
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User Profile 11 days Mon 9/19/1€ Mon 10/3/1¢ : I 1

Research Errorson 6 days Mon Mon I 1

App Prototype 10/3/16 10/10/16 :

Problem Statement 6 days Mon 10/3/1¢ Mon 10/10/1 1 1

ProgressReport2 6 days Mon 10/10/1 Mon 10/17/1 1 1

Use Case Diagram 6 days Mon 10/10/1 Mon 10/17/1 1 1

Final Draft Report 6 days Mon 10/17/1 Mon 10/24/1 : I 1

Prepare Final 11 days Mon Mon I 1

Presentation 10/24/16 11/7/16 :

Final Presentation 11 days Mon 11/14/1 Mon 11/28/1 I [
Complete Final 11 days Mon Mon : I 1
Prototype of App 11/7/16 11/21/16 :

1.10.2 Figure 3: Gantt Chart Spring Semester

Task Janl, 17 Jan1s, 17 Jan 29,17 Feb 12,17 Feb 26, 17 Mar12, 17 Mar 26, 17 Apr9, 17
Mode ~ Task Name - Duration - Start ~ | Finish v Predecessors ~||F T S W s T M F T s W/s T M F T s W s T M F T s W s T b
Gantt Chart & 11 days Mon 1/9/17 Man I 1 :
Deliverables 1/23/17
Implement 51 days Mon 1/9/17 Mon 1 1
BlockChain 3/20/17
Test/Plan Report 11 days Mon 1/23/17 Mon 2/6/17 I 1
Prepare for Class 46 days Mon Mon I 1
Presentations 1/16/17 3/20/17
Abstract 11 days Man 1/30/17 Mon 2/13/17 I 1
Draft Tech Poster 16 days Mon 2/13/17 Mon 3/6/17 I 1
Draft Report 16 days Mon 2/13/17 Mon 3/6/17 I 1
Testing Application 66 days Mon 1/9/17 Mon 4/10/17 I 1
Add New Features 21 days Mon Mon I 1
to Application 2/20/17 3/20/17
Final Poster 11 days Mon 3/6/17 Mon 3/20/17 I 1
Prepare for Expo 56 days Mon 1/23/17 Mon 4/10/13 I 1 :
Final Report 16 days Mon 3/27/17 Mon 4/17/17 I ]
Final Library Copy 16 days Mon Mon - | I H
Final Report 3/27/17 4/17/17 _ :

1.11 Application Prototypes

Below are screen shots and prototypes of the application we have created
called iVote. We have provided photos of our application icon, home
screen, and the information that will be displayed after scanning your ID.
Also below are some examples on the process of Blockchain and how it
works within our application.

1.11.1 Figure 4. iVote Application Icon

19
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1.11.3 Figure 6: 2D Barcode Scanner
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1.11.4 Figure 7. SQL Database User Look-up

2% ka 9:20 AM

Data: @

ANSI
636023080102DL00410276Z00317003
6DLDBA12162019
DCSMITCHELL
DACADRIAN
DADD
DBD0O5212016
DBB12161972
DBC1
DAYBRO
DAUO70 IN
DAG9655 FALLSRIDGE CT

WON ¥ SNOUDWSHY

DAICINCINNATI
DAJOH
DAK452312885
DAQRK244084
DCF3155UQ5477670000
DCGUSA

DDEN

DDFN

DDGN

DAZBLK
DCIUS,OHIO

DCJUNONE
DCUNONE
DCE6

DDAM
DDB12042013
DAW250

1.11.5 Figure 8: Barcode Scanner User Information
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address: 8389 JONATHAN LN APTC
MAINEVILLE OH
45039

name: JACKSON, CORY

DOB: 05-11-1989

expires: 05-11-2018

(] AGE: 27 OK
Scanned Sep 26, 08:12 PM

m o E al. &

1.11.6 Figure 9: Blockchain Technology

Why You Can’t
Cheat at Bitcoin

1. Say everybody
is working on

block 91.
2. But one miner wants
to alter a transaction
in block 74. :-

3. He'd have to make his
changes and redo all the
computations for blocks
74-90 and do block 91.
That's 18 blocks of

expensive computing.
I
— (] [¢)]

4. What's worse, he'd have to do it all before everybody else
in the Bitcoin network finished just the one block (number 91)
that they’re working on.

1.11.7 Figure 10: How Blockchain Technology Works

22
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How a blockchain works

A wants to send The transaction is The block is broadcast to
money to B represented online every party in the network
as a 'block ? ?
) m @\ _ o
AN Lo/ AR
— .l
? /
/ Those in the network The block then can be added  The money moves
approve the to the chain, whi ide from Ato B
transaction is valid ble
\ v v
\ Tl i
= ha
v i v
v

1.12 Conclusion

During the duration of this project our group learned a lot about each other
and also gained more knowledge in brainstorming, creating, testing, and
implementing. We learned several different areas of IT, including software,
networking, and security. Our project was created upon using and learning
all three of these areas. The software base was used when we were
creating the application for the users to be able to vote via their
smartphone. We also created a database with all of the user’s information,
to be able to verify if they are a registered voter or not. The networking end
was used when we were developing a way our database could connect to
our application and pull the user's data when their ID was scanned through
the phone’s camera. The security aspect was used when we were securing
all of the votes that were being electronically submitted throughout several
different locations using Blockchain technology.
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We are preparing to present our prototype to an IT based audience in a few
weeks, showing them the progressions we have taken throughout the
semester in order to complete this project on time. We have brainstormed
great ideas and found a way to implement them all together to create an
application that will change the way people are able to vote.
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