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Abstract

Our project simulates a merger of three companies all using different routing
protocols. It shows an effective and non-disruptive way of mediating the differing
networks and their protocols with each other. The scenario involves a main company
headquarters site, as well as two external sites that are being acquired by the parent
company. The idea is to be able to get all three sites to communicate to each other
without major disruptions to the network. This project gave us useful insight and a
model for adding new companies to an existing network. The finalized solution uses
Dynamic Multipoint VPN and routing protocol redistribution for the overlying network
connections. We utilized inter-VLAN routing in order to allow the various departments to

connect to each other while remaining secure, regardless of physical location.



Introduction:

Our project simulates a merger of three fictional companies with different
technologies used. The newly acquired companies are being added to the main
company network. The idea is to be able to get all three sites to communicate to each
other without major disruptions to the network, and with as minimal expenses as
possible. This project gives useful insight and a model for adding new companies to an
existing network, and the challenges that may be involved with doing so. This was
solved with Dynamic Multipoint VPN and routing protocol redistribution.

The focus of this project includes VLANSs, and router/switch configurations for
basic routing. The VLANs are used as a security measure and organizational measure
for the hosts of our network. This project covers a means of setting up a VLAN solution
as a model that could easily be used on a variety of different networks. Our fictional
company contains all of the standard and typical departments that most companies
have, and as such should be a good example for most companies with a standard

organizational structure.
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Figure 1, Network Diagram

Above is the network diagram for our scenario. Corporate headquarters is the

main company and site 1 and 2 are the companies being acquired.



Solution

Our solution involved three primary parts: a Dynamic Multipoint VPN solution, a
routing redistribution solution, and a VLAN routing solution.

The first of these, DMVPN, would be required to be set up regardless of other
technologies such as routing protocols used in a merger. DMVPN uses GRE tunneling
to provide a secure and scalable IPsec tunnel between sites. DMVPN allows for sites to
access one another directly, without going through a hub site, thus relieving overhead
for said central site.

Second, routing redistribution was used to allow for three different routing
protocols: RIP, EIGRP, and OSPF to interact with one another. Redistribution allows
one to translate one routing protocol into another format. Without redistribution, different
routing protocols would fail to communicate. One could alternatively replace the routing
protocols on the acquisition site with that of the main site, however this would require
significant downtime on those sites.

Finally, VLANs were implemented appropriately in order to logically segment our
network. Inter-VLAN routing was also configured on appropriate routers. In a real-world
situation these VLANs would be a useful security measure.

Below are the show run commands for each of the edge routers for the networks.
Show run commands show the history of the commands that were input in a router.
Someone using our project as a model could therefore copy and edit our commands as

they see fit. Following the configurations, the routing tables can be viewed.



Figure 2, (Above) Main Site Configuration — This shows the configuration of the main

site edge router, including the tunnel, interface, and EIGRP configurations.
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Figure 4, Site 1 Configuration (Above) — Tunnel, interface, OSPF, and EIGRP

configuration commands used
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Figure 6, Site 2 Configuration — Shows tunnel, interface, RIP and EIGRP redistribution

configuration commands



Figure 7, Site 2 Routing Table - Shows routing table but for our Acquisition site 2 edge

router.
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Figure 8, Inter-VLAN routing configuration - Shows configuration of encapsulation on a

sub interface allowing for VLAN 90 to be routed appropriately



User Profile

Our project focuses on network engineers and network administrators that are

looking into merging a new network seamlessly and quickly into their own.

User Profile Form

Application: Company Acquisition and Integration

Potential Users:
Network Administrators, Network Engineers, or IT Management
IT departments that must connect multiple site locations using different network

technologies.

Software and Interface Experience:
Users would need at least a basic to intermediate level of experience with

configuring routers and switches.

Frequency of Use:
The frequency of use would vary greatly from company to company. A company
that does not expand and grow would not use this application while companies

that regularly buy other companies to integrate them would could use this yearly.

Figure 8, User Profile.
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Figure 9, Gantt Chart
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Budget

Our ideal expenses would only be the hours of the IT department for the process
of the merging of the sites. We plan on integrating all of the networks together without
purchasing any additional equipment. Potentially Layer 3 switches may need to be
purchased for our future VLAN solution, however this may not be necessary if using a

router on a stick method of inter-VLAN routing.

Expense Budget
IT Department hours $4000 $8000
Potential equipment $0 $10000
changes

Table 1, Budget Chart

Conclusion

With the use of Dynamic Multipoint VPN on Cisco routers we successfully
connected multiple company locations together. Each location had a different IP class
which shows that an IT team could connect the companies together without first having
to change an entire company IP layout. Our project also did not require any kind of
rebooting of the routers or other devices on the network. This is a key factor in limiting

the disruption to the acquired company.
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Backeround/Scenario

Main Focus:
Simulate a
merger of three
companies

which all use
different routing
protocols (RIP,
EIGRP, OSPF)

IT department
must integrate
the networks
with minimal
costs &
disruption to
everyday work

Use GNS3 and
Cisco IOS files
to simulate how

a real-world
network merger
would occur
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Problems Encountered

- VM was very slow, resulted in connections, pings, etc. timing out and failing
over without any realistic issue

« VM would constantly shut down randomly - resulted in loss of progress

« Limited number of hosts and routers, we had to choose three hosts from
each site instead of having all hosts operating

« General configuration mishaps which required troubleshooting



Implementations

VLANSs and
inter-VLAN
routing

Different
routing
protocols

GRE
tunneling

Routing
redistribution

DMVPN




Different Routing Protocols & Redistribution

What are routing protocols?

- Three different companies may call for three different protocols
* RIP - Hop count (routers passed through)
« OSPF - Uses link speed for next hop calculation
» EIGRP - Cisco proprietary, bandwidth/delay/reliability/MTU/etc. for route calculation

« Redistribution - allow different protocols to connect together



VLAN Assignment

Assigned as follows:

IT10

Prod. 20

Storage 30

Factory Engineering 40
HQ Engineering 50
Finance 60

Exec. 70

Marketing 80
Datacenter 90

HR 100

Physical Security 110

e These VLANSs (Virtual Local Area Networks) were assigned to the hosts
and switches throughout our network
e They will allow us to segment the network by department instead of just by
physical location
o For example, security measures could be applied so that the Factory
Engineering VLAN (40) is not allowed to access hosts in the
Executive VLAN (70) even if the two hosts are on the same physical
LAN.

Inter-VLAN routing was also configured, which allows the VLANSs to be
routed, and therefore communicate.



DMVPN & GRE Tunneling

- DMVPN allows different network sites to connect to each other directly over
the Internet in a secure manner.

* GRE Tunneling is an IP encapsulation protocol that is used to transport
packets over a network. (Necessary for DMVPN)

« The main perk of DMVPN is it allows for sites in the DMVPN to access each
other directly, without having to route through the main router

- This saves bandwidth and overhead on our main site router

- This also allows faster communication due to eliminating extra hops



Demo
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Conclusion

« All three sites are operating and able to communicate with one another
- Routing redistribution has populated the routing tables with all routes
- DMVPN is properly configured and routing traffic between the sites

- VLANs are configured and communicating as intended

« Minimal disruption would be caused during the merger to the individual
sites



Questions?
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