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If a relative were placed in a long-term healthcare facility tomorrow, we would all love to be able
to communicate frequently with them over the web, wouldn’t we? In many places, we simply
cannot. According to the Centers for Disease Control and Prevention (CDC), over eight million
people receive some form of long-term care annually. Whether at a nursing home, adult service
center, or mental health institution, long-term care has great importance in our society. Yet these
facilities mostly operate using dated technology and software. We built CareLine to bridge that
communication gap between families, patients, and caretakers. CareLine provides an innovative
solution that features a mobile friendly site, built-in office appointment-making, text and video
chat, and email notifications with automated updates as a means to ease the anxiety that comes
with long-term care. CareLine is a sleek and modern web application that features a built-in
calendar for office appointments, text and video chat, and email notifications with automated
updates. It has a TypeScript front end with a NodeJS and Fastify back end and a Microsoft SQL
Server database. Our app is HIPAA compliant and secured with modern authentication tools.
CareLine is designed to increase the amount of communication between not only the family and
their relatives in long-term care situations, but also the family and the facility's caretakers. There
is a myriad of concerns that come along with these scenarios, which our app aims to ease. While
we do not provide the care ourselves, we offer a platform to give families a direct line. CareLine
is your line to care, right away.
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PROBLEM

According to the Centers for Disease Control, over eight million people receive some
form of long-term care service and support annually, whether that’s an adult service center, a
nursing home, a mental health facility, or a hospital for patients undergoing successive surgeries.
Long-term care has a great importance to our society.

Long-term facilities already face their fair share of challenges. Most operate with dated
technology and are entirely unable to provide families with a digital care report or frequent
updates on their relatives. Conversely, many families do not have the time nor ability to see their
relatives daily, so consistent communication can be a barrier against ensuring their loved one is
being cared for properly. Many will visit personally when they can or try to rely upon emails,
however the market does not feature an adequate application — neither web, nor mobile — which

can provide daily updates and the ability to communicate between all concerned parties.

SOLUTION

CareLine is a comprehensive web application that provides families with the ability to
receive daily updates such as behavior, feelings, diet, and overall health status. This application
also features prescription information, treatment options, and feedback on quality of care.
Further, CareLine also includes notifications for the purpose of alerting families of when
emergencies occur, as well as daily reports or other important information. Lastly, CareLine
includes a messaging and video communication system that promotes swift communication

between all family members.
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The focus and intent of CareL.ine is to provide the caregiver, family members, and
relatives in the facility with a singular platform that is effective while modern and sleek.
CareL.ine includes many varying features for the different types of users and provides the right

kinds of functions and information to put family members of the relative at ease.

GOALS

The goal of CareLine is to develop a cross-platform web application that provides
Caregivers, Relatives, and Family Members the ability to create, provide, and receive daily
updates on their loved ones in long-term care. CareLine promotes the creation of daily reports on
behalf of relatives as well as allowing those in the facility with the ability to provide feedback to
the Caregiver and communication options.

CareL.ine is a web application that has a sleek and modern design using Fastify and
Angular framework. Fastify is a NodeJS framework and Angular version 7 provide an intuitive
and easy to navigate application that will meet all generations. CareL.ine stores data in
Microsoft’s Transact - Structured Query Language (T-SQL) Server database and meets Health

Insurance Portability and Accountability Act (HIPAA) requirements.

QVERVIEW

The remainder of this report outlines in detail how the project was completed. The report
includes the following sections: design, process management, technical overview, testing,

conclusion, and appendixes.
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CONCEPT

CareLine was inspired by Merideth Moore, Garrett Souders, and Jeremy Thomas.
Merideth initially proposed an idea to the team that involved creating an application or portal
allows families with relatives in long-term care to get a daily status and update on them. Jeremy
theorized the suite of features, roles, and interactions between user groups and crafted its name.
Garrett planned out the software structuring and suggested adding video chat. Together, the team
worked to refine and bolster the potential of their long-term health care dashboard project idea.

Prior to the first day of classes, the team met to narrow down their list of ideas and the
others fell quickly to this final one. They then brainstormed problems in the healthcare industry
(such as the lack of technology in long-term care facilities, visitation time, and prior experiences
with relatives) and potential features for the application. Finally, after determining the potential

of the project, the group decided on the idea, and CareLine was established.

QBJECTIVES

After settling on the idea, the team gathered together and brainstormed the objectives for
the project. The objectives of CareLine were to:

e Develop a functional and beautiful web application with a visually appealing graphical
interface that will be both desktop accessible and mobile friendly.

e Provide caregivers with the ability to convey Patient health status, behavior, mood, died,
prescription information, treatment recommendations, and notes to the Client.

e Allow clients the ability to offer advice on treatment options and provide healthcare
feedback, as well as give subtle Patient tendencies, preferences, or other information to
the Caregiver. Clients will also have the ability to initiate Instant Message (IM) or video
chat with the Patient if they are mentally fit enough.



Line

e Present patients with the ability to talk about their wants, needs, and quality of care,
alongside a function to survey their own behaviors/moods and rate their Physician, with
the Client. Additionally, allow patients to IM and video chat may be conducted too,
depending upon their mental state.

e Administrators of Clinics will have the ability to register their Clinic and create, edit, and
delete both Physician and Patient Accounts; they will also manage Clinic pages and view
Physician ratings.

Meeting these objectives allowed the team to provide a comprehensive suite that
streamlines communication and feedback in order to promote enhanced mental well-being of

relatives in long-term care.

USER PROFILE DIAGRAM

Upon drafting of objectives for CareLine, the team gathered together and created a User
Profile which depicts a general outline regarding the design of CareLine and who would utilize
the web application. As presented on the next page, Table 1: User Profile provides an enhanced
look is regarding the user for CareL.ine, their potential experience with other applications,

frequency of use, and lastly what is to be expected once the application is fully developed.
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PROJECT

CareLine (Long-Term Care Web Application)

POTENTIAL USERS

Caretakers Client/Clientele Patient .
Nurses, Physicians, Families, Mentally fit patients ~ Administrators

SOFTWARE, INTERFACE, AND RELATED EXPERIENCE

CareLine will be targeted towards casual technology users; some will have plenty of
experience and some will have very little, so it strives to appeal to both.

The web design interface of CareLine is loosely based off of the modern look and feel of sites
such as Stripe, Always UC, and TheRegister.

CareLine will be both mobile friendly and desktop accessible, being compatible with major
browsers such as Chrome, Edge, and Firefox.

EXPERIENCE WITH SIMILAR APPLICATIONS

There are applications, neither mobile nor desktop, on the market which provides the benefits
that CareLine offers; however, CareLine users could have a similar experience with the
following products:

PatientTouch System (Patient Safe Solutions)
Spok Mobile (Spok)

Marbella (GetWellNetwork)

CareAware Connect (Cerner)

ITriage (Aetna)

MyChart Maobile (Epic Systems)
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TASK EXPERIENCE

Based on the various roles for CareLine, each user will experience variety in the performance
of tasks:

e Administrators will experience creating objects, setting up accounts, and approving
authorization requests.

e Caretakers will experience entering in patient updates, receiving family feedback,
dealing with Power of Attorney (POA) status family members and presenting treatment
options.

e Clients will experience receiving information, two-way communication with the patients,
using the calendar interface and coordinating visits.

e Patients will experience two-communication with their families and providing feedback.

FREQUENCY OF USE

CareLine is expected to be used differently based upon the role in question. Administrators
may need to log in only once or twice a week, while the Caretakers may use it on almost a
daily basis, and the Patients and Clients at their own leisure. These estimates will fluctuate
depending on the type of care received.

KEY PROJECT DESIGN REQUIREMENTS THAT THE PROFILE SUGGESTS

Moabile friendly and desktop accessible
Daily status/update report

Built-in office appointment-making

Text and video chat

Email notifications with automated updates

Table 1: User Profile
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USER CASE DIAGRAM

The model seen below in Figure 1: User Case Diagram presents an enhanced look at
the features of CareLine. This view is role-oriented, showing the features developed for each

user and how they will interact with CareLine.

Prescription HIPAA Conpliance
Caretaker Information W aiver/Disclairrer
Administrator
Diet,Mood, & Admin/Clinic
Health Registration and Setup
Status Updates
Treatnent Caretaker/Patient
Recormmendations Account
Patient Account Grant POA status to
3 : Client-Patient pairing
Enablement i
Built in Calendar for Clinic W
Appointnents, etc. Creation/Maintenanc
Client Account Rate quality of care
Registration and Caretaker to
and Setup Client
Up(‘i;.*.tcs on Fanily, Relay wants, needs, &
Friends, News mood to Client
to Patient
Treatment Plan
Intm‘nmbum G tretaler
with Patient
Treatment Option
Overview with
Caretaker
IM & Video Chat
Patient

Client

Figure 1: User Case Diagram
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APPROACH & METHODOLOGY

To approach the development of CareLine, Jeremy started by creating a draft user
interaction model, from which the team developed a list of feature ideas. As a group, they
brainstormed about the functionality we wanted to implement for this new technology. Merideth,
Garrett, and Jeremy each provided individual ideas and the value that they would bring by being
included in the application.

A Gantt Chart and Work Breakdown Structure (WBS) were set up based upon the
planned concepts and the timeline provided by the senior design course. See Figures 2 and 3 for
the representation of those files. These helped outline our list of objectives and move the team
forward with determining the critical technology pieces that would make the project a success.

While the development phase for the project was underway, more artifacts were created
in order to ensure that the project guidelines were being met. Jeremy built a Requirements
document that specified which items were what and prescribed their priority level. Furthermore,
Merideth put together a few wireframes of dashboards not yet created as a visualization tool for
their development.

Overall, following these documents and working with this approach allowed the team to

meet the goals of CareL.ine.



GANTT CHART

In order to track the creation of CareLine, the team utilized a Gantt Chart that features 5
phases and a tentative timeframe for. Figure 2: Gantt Chart represents the Gantt Chart that was

created for each term as a means to ensure that the project was on track for completion.

2018-2019
August September October November December January February March April
20 27 3 10 17 24 1 8 15 2 29 5 12 19|26 3 10 17 24 3 7[14 21 28 4 0 18 25 4 1 18 25 1 8 15 22
Task Name Duration (Days) ~ StartDate  EndDate  Responsible  Status
1.0 Research 4 91018 10/22/18
1.1 Software Requirements 35 91018 101518 Gs Complete
1.1.1 Determine Front End Development Languages 7 91018 10118 Gs Complete
1.1.2 Determine Back End Development Languages 1 91018 10118 Gs
1.13 Video and Messaging Systems 2 10118 104518 Gs
1.2 Network Requirements 2 9018 102218 bl
1.2 Determine Hosting Environment 2 9n0ns 102218 bl
122 Determine Database Environment 2 91018 10118 blg
123 Research IP Mapping 35 978 10122118 a
1.2.4 Research Load Balancing Systems 1 10818 102218 b
1.3 Security Requirements. 2 9n0ns 102218 MM
13.1 Research HIPAA Compliance a2 91018 10122118 MM
1.3.2 Determine Account Security and Authentication 2 948 1011508 MM
1.3.3 Research Common Malicious Injection Methods 7 10118 10818 MM
1.3.4 Research Custom Port Numbers (TCP/Layer 4) 7 10118 10818 MM
135 Research Legal Disclaimers 1 10118 104518 MM
1.3.6 Research Login/Credential Storage 1 10818 1012218 MM
1.4 Miscellaneous Research 35 978 10122018 All
1.4.1 Determine Analytics Dashboard 7 9nTN8 924118 Gs
1.4.2 Features and Mockup Lists 1 9n7ns 10118 bl
1.4.3 Conduct Interviews with Mock Stakeholders 1 10818 1012218 ar
1.4.4 Budget Analysis 1 10818 1012218 MM Complete
2.0 System Design 2 9NTN8 102978 ITMM
2.1 Create System Diagrams 35 978 10122018 ar
2.1.1 Create Network Diagrams 7 9n7n8 1241 blg
2.12 Create Database Diagrams 1 9n7ns 10118 T
2.13 Create Interaction Diagrams 2 978 10818 MM
2.1.4 Create Wireframe Diagrams 2 10118 102218 JTMM
22 Create Legal Documentation 8 10818 1022918 MM
2.2.1 Draft Legal Disclaimers and Privacy Policy 2 10818 102918 MM
2.2.2 Draft HIPAA Information and Consent Form 2 10818 102918 MM Complete
13.0 Environment Set-Up 133 9124118 /4119 All | ]
3.1 Import Libraries for Development 7 9418 10118 Gs
32 Sewp GitHub 7 9418 10118 Gs
33Setup Nodejs 7 9418 10118 Gs
33.1 Install and Configure Fastify 7 9418 10118 Gs
3.4 Setup Front End Framework 7 o418 10118 Gs
3.4.1 Install and Configure Angular Version 6 7 9418 10118 Gs
35 Set up Database Server 8 10818 11518 bl
35.1 Dual role as domain controller 1 10818 1012218 ar
352 Install Microsoft SQU Server 1 10818 1012218 ar
35.3 Write Database Creation Scripts 7 102218 102918 blg
354 Link Database Tables 7 102218 1012918 TGS
355 Configure User Groups and Access 1 102218 115018 MM
35,6 Implement Audit Logging 1 102218 115018 MM
36 Set up Web Application Servers 21 102918 111918 T
37 Set up Web Application Firewll 2 1518 1112618 MM
37.1 Create Managed Rules 2 1518 1112618 MM
38 Setup File Share Server 1 wsns 111918 big
39 Set up Load Balancer 1 1ane 112819 bl
3.10 Purchase Domain Name 1 112119 204719 All
3.10.1 Instal St Certificates 7 112819 204719 MM
/4.0 Development (Back End and Front End) 5 10118 anns Gs
4.1 Create Main Angular Module and Landing Pages 1 10118 104518 Gs Complete
4.2 Create and Configure Angular Routing Module 1 10118 104518 Gs Complete
43 Create Navigation Bar 1 10818 1012218 Gs
4.4 Setup API Routers 21 101518 11518 Gs
4.4.1 Configure APIs on Node Server 1 101518 10129018 Gs
4.4.2 Configure Backend APIs 1 102218 11518 Gs
45 Design and Develop Dashboard 1 10818 1012218 [
4.6 Create Login and Set Up Authentication 1 101518 10298 GSMM
46.1 Create User Registration and Confimation 7 1001518 102218 GSIMM
4562 Create Forgot Password 7 1001518 102218 GSIMM
46.3 Set Up Redis o handle sessions 1 101518 10129018 Gs New
47 Develop Features 7 102218 2025019 Gs New
47.1 Design and Develop Dily Reports/Updates 1 102218 115018 Gs New
4.7.2 Design and Develop Behavior and Mood 1 102218 115018 Gs New
4.7.3 Design and Develop Diet and Meal Informtion 1 100918 111218 Gs New
4.7.4 Design and Develop Information 1 102918 111218 Gs New
475 Design and Develop Recommendations and Notes 1 1518 111918 Gs New
476 Design and Develop Treatment Options 1 1518 111918 Gs New
4.7.7 Design and Develop Friends and Family Updates 1 1218 112618 Gs New
4.7.8 Design and Develop News 1 1218 1126018 Gs New
4.7.9 Design and Develop Messaging System 2 11419 204719 Gs New
47,10 Design and Develop Video System 23 12119 21119 Gs New
48 Release Bugfixes 28 225119 anns Gs New
4.9.1 Patches for Alpha (Regression) Testing 1 2509 31119 Gs New
4.9.2 Patches for Beta (User Acceptance) Testing 1 3189 anns Gs New
5.0 Testing i 11419 anns All New
5.1 5et Up Mock Clients 2 11419 204719 a New
5.1.1 Set Up Desktop Clients 1 1409 128019 a New
5.1.2 Set Up Mobile Clients 1 112119 204719 hlg New
5.2 Full Regression Test 1 21819 3419 ar New
5.2.1 Regression Test for Client 1 21819 319 All New
5.2.2 Regression Test for Patient 1 21819 3719 All New
5.2.3 Regression Test for Caregiver 1 21819 319 All New
5.2.4 Regression Test for Admi 1 21819 34719 All New
53 Security Test 2 21819 31119 MM New
5.3.1 Firewall Test 7 21819 22519 MM New
532 Penetration Test 7 225019 304719 MM New
533 SQL Injection Test 7 314119 31119 MM New
5.4 User Acceptance Test 1 31119 39 ar New
5.4.1 User Acceptance Test for Client 1 31119 359 All New
5.4.2 User Acceptance Test for Patient 1 31119 39 All New
5.4.3 User Acceptance Test for Caregiver 1 31119 359 All New
5.4.4 User Acceptance Test for Administrator 1 31119 39 All New
5.5 Final Cerification Test 7 3125119 anns All New |

Figure 2: Gantt Chart
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WORK BREAKDOWN STRUCTURE

In addition to utilizing a Gantt Chart, a Work Breakdown Structure was created to help
manage the phases of the project. Figure 3: Work Breakdown Structure represents the Work
Breakdown Structure that was utilized in each term to ensure that phases of the project were

being met.

(Senior Design Project)

| I
[
| |

I

[
[

Figure 3: Work Breakdown Structure
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PROJECT MILESTONES

As a means to demonstrate the critical project milestones, the team decided to create an
additional and simpler chart based off of the major project phases listed in the Gantt Chart and
Work Breakdown Structure. Each section of the table provides an outline for the key milestone
of the application’s development timeline. Below in Table 2: Deliverable Milestones is a quick

breakdown of the primary project goals and the anticipated completion date for each semester.

Deliverable Milestones

Fall of 2018 Milestones
Research and Project Requirements (Development Languages, HIPAA) 9/24/18
System Design (Diagrams, Legal Disclaimers, External Interviews) 10/1/18
Initial Environment Set-Up (Digital Ocean Droplets, Database Server, Domain Name) 10/15/18
Initial Development (Back End, Front End) 10/29/18
CareLine Demonstration and Technical Review 11/19/18
Spring of 2019 Milestones
Final Development (Back End, Front End) 2/11/19
Testing (Full Regression Test, Security Test, User Acceptance Test, Final Certification Test)| 3/25/19
CareLine Demonstration and Technical Review 4/1/19
IT Expo 4/9/19

Table 2: Deliverable Milestones

12
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BUDGET

Creating CareLine involved several expenses. A majority of the project was open source
or supplied through the University of Cincinnati’s (UC) free resources, however a Domain
Name, Secure Sockets Layer (SSL) Certificate and Unix droplets from Digital Ocean needed to
be purchased in order to host the web application. Additionally, the team also incurred several
expenses when designing and preparing the IT Expo Booth. Figure 4: Budget displays the

budget for CareLine in both expected and actual cost.

Project Members: | Merideth Moore, Garrett Souders, Jeremy Thomas | Project Areas: |Wem‘Mob|Ia Development Project Advisor: Abdou Fall
Project Asset Type Funding Source (if applicable)
Operational Improvement Comments: CareLine will improve communication at long term care facil Self Comments: CareLine is funded by Merdeth, Garett, and Jeremy
Risk Identification Estimate of Benefits
:::::::!‘J Comments Weight Score Select other benefits the project may bring a customer or user:

Work Effort 3 EEl\malgd 733.72 Hours spent on the 40% 1.20 Risk Avoidance
project over two semesters

Prod i h CareLine will allow families 1o be at ease with the care their
Complexity 4 pucteRotoRie marts 60% 2.40 Improved X will receive. CareLine will also promole a feeback
system for the care that patients are receiving the care

Project Risk Score: 3.60 Increased system availability X |CareLine will be available to all users 24/7
Productivity or process X CareLine will allow promote proactiveness for CareTakers and
improvement provide Daily Reports for Clients
Reduced costs
Estimated Cost Rough Order of Magnitude:
Projected One Time Ongoing Annual Comments:
Rate Per/Hr Work Effort (Hours) 1X Costs Rate perhr | WOrKEffort] Support Cost |3 People x 8 hours a week (Estimate) = 24 Total Hours
(Hours) Fall S 111 Days/15.85 Weeks = 380.57 Total Hours
|Labor - IT S 20.00 733.71 s 14,674.20 [ 8 20.00 250 S 5,000.00 | Spring 103 Days/14.71 weeks = 353.14 Total Hours
Labor - Extemnal $ - (1] s - 18 0 Total Work Effort (Hours) = 733.71
Software - Extemal | § 0 3 $ 0
Hardware - Extemal | § 0 5 $ 0 Misc, Cost
Misc. $ 1] 3 8 0 3 21.17 |11.17: NameCheap: Domain Name and SSL Certificate
62.00: Digital Ocean: Unix Droplels and Hosting
$ 14,674.20 s 5,021.17 |150.83: IT Expo Booth Design
TOTAL Total Misc Costs = $224.00
5- Year Expected Conservative (1.5)
Description
Total Costs $ 39,780.05 5 59,670.08
Total Benefit $ - |s
Total Costs/Benefit Differential
H (39,780.05)
Conservative Costs/Benefit
Differential $ (59,670.08)

Figure 4: Budget
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REQUIREMENTS

Line

When developing CareLine and handling the features of the project, the team determined

that requirements were critical to maintain focus on the objectives of each role and their features.

It also helped to limit any potential scope creep from arising in the creation of this product.

Table 3: Requirements represents requirements that were followed to complete CareL.ine.

Item Description Domain Role Priority
Clinic registration for Admin Database entity tied to Ca., Pa., and Clinic Pages Auth. U.A. Admin 1-Critical
Separate news feed style posts on Patient Page Patient health status updates, diet plan, & treatment recommendations Auth. U.A. Caretaker 1-Critical
IM chat between Client and Patient Six months of history saved Auth. U.A. Client, Patient 1-Critical
Video chat between Client and Patient Six months of metadata saved Auth. U.A. Client, Patient 1-Critical
Reset password All users can adjust their password on demand Auth. U.A. Ad., Ca,, Cl., Pa.

Caretaker account setup Activation, info addition Auth. U.A. Admin

Caretaker account maintenance Deactivation, info modification Auth. U.A. Admin

Patient account setup Activation, info addition Auth. U.A. Admin

Patient account maintenance Deactivation, info modification Auth. U.A. Admin

Patient prescription infoffill Sends direct email if low Auth. U.A. Caretaker

Patient Page maintenance Ability for Caretakers and Clients with POA to send updates Auth. U.A. Caretaker, Client

Patient Page view Ability for Caretakers and Clients to view updates Auth. U.A. Caretaker, Client
Response option to news feed if POA=true Feedback, advice/suggestions, & treatment overview to Caretaker Auth. U.A. Client

Pinned news feed on comm. window Relay wants/needs/mood info, Ca. rating, & overall care rating to Client Auth. U.A. Patient

Admin to grant POA status Power of Attorney field set true or false for a Client-Patient relationship Auth. U.A. Admin

Patient behaviour/mood updates Rating system Auth. U.A. Caretaker

Patient account access based on mental status Reduced access if mental health status unstable Auth. U.A. Caretaker

Pinned news feed on comm. window Updates on family/friends, world news, & treatment plan to Patient Auth. U.A. Client

Ability for Client to customize account Client can change notification and other settings Auth. U.A. Client 4-Low
Clinic Page creation Admin creates a page for their Clinic upon registration Auth. U.A. Admin 5-Extra
Clinic Page maintanence Admin can adjust Clinic Page information on demand Auth. U.A. Admin 5-Extra
HIPAA Compliance Disclaimer Key for Admin & Client registration; login for all Guest U.A. Account Regis. | 1-Critical
Account registration for Admin First step in Clinic-side activation Guest U.A. Account Regis. |1-Critical
Account registration for Client Separate process from other account types Guest U.A. Account Regis. |1-Critical
Website landing/home page Main webpage for CareLine Guest U.A. Guest Viewing

Website about/contact/help page Secondary webpage for CareLine Guest U.A. Guest Viewing 4-Low
Clinic Page view Guests can read overviews for Clinics registered on CareLine Guest U.A. Guest Viewing 5-Extra
Email notification system Service to send automatic email updates Web/App Setup |Back End 1-Critical
Mobile friendly & desktop accessible web app Positive user navigation and viewing Web/App Setup |Front End 1-Critical
Secure site login capability Includes lockout after repeated failed attempts Web/App Setup |Front End 1-Critical
Idle timeout logout Saves data & returns user to login page Web/App Setup |Front End 1-Critical
Patient Page creation Automatic upon creation of Clinic-Patient relationship Web/App Setup |Back End

Office appointment/calendar Meeting arrangments Web/App Setup |Caretaker, Client [4-Low

Table 3: Requirements
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INTERVIEW PROCESS & KEY TAKEAWAYS

As a means to identify needs from an external perspective, in the fall term, Jeremy
engaged multiple people for insight. Each filled a mock role based upon those depicted
previously in Figure 5: User Case Diagram. We created a loose questionnaire for the
interviews to follow, as spelled out in Appendix D: Interview Questions; these were conducted
somewhat informally in places such as coffee shops so that the interviewees would feel
comfortable and relaxed. We were able to collect plenty of interesting ideas on topics that we
had not thought of or fully explored yet, and in some areas our existing ideas were reinforced by
their comments.

From this process, there were some leading outcomes which we made sure to utilize in
our product. In response to a question pertaining to Patient priorities, it was put forth that many
who are in long-term care are completely isolated from the world and current events. We knew
that family news was important already, due to separation anxieties and homesickness being
common, but had rated global news as a lower priority until this was revealed. Meanwhile, our
Client identified our plan to keep all records of digital status updates for historical use as an
essential selling tool for both the Clients and Clinics alike, because it will help for accountability
and statistics. Also, as they pointed out from prior experience, an application like this will die if
there is no data consistently input and obtainable.

In the spring, we held a second round of interviews to fill them in on our progress from
the intervening months, and further we offered them a chance to partake in User Acceptance
Testing. These opportunities definitely helped us round out our product and shape it to fit the
needs of its intended stakeholders, while boosting our confidence that we went in the right

direction with our features.
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CONCEPTUAL INTERACTION

The previously depicted User Cases, as well as our Requirements, were based upon
features spun out of an initial sketch of interaction needs. This was created in August as a means

to help define the scope and nature of CareLine. Figure 5: User Interaction Diagram is the

Line

refined version of this early model. Captured between its different nodes are lists which represent

conceptual user roles and intended functionality, respectively.
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Figure 5: User Interaction Diagram
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CarelLine

WEB APPPLICATION SCREENSHOTS

CareL.ine is designed to be simplistic, yet beautiful and user-friendly, as presented in

Figures 6 — 13. Each screenshot displays the various CareLine pages at their completion.

Your Line to Care, Right Away

CarelLine at a Glance

A

CareLine provides patients a place to check CareLine provides families peace of mind by
allow each caretaker 10 easily record their all of their medical information and records giving each family tools to keep in contact
patients health status, medications and any 0 they can feel comfortable knowing they are with their family member being cared for as
further treatment the patient may need. getting the best possible care. well as a place to view notes and records

taken by the caretaker.

CareLine provides a wide variety of tools that

Figure 6: Homepage

Figure 7: Sign Up Page
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CarelLine

Dashboard ‘b Logout

Upcoming Patients

TaleI' Wi"iamS ’1“ Duke James

CareLine Clinic, LLC 4
H ™ cathy smith

() Bobby Clark

Duke James A Cathy Smith &% Bobby Clark h

Clinic: CareLine Clinic Clinic: CareLine Clinic Clinic: CareLine Clinic
Location: Dialysis Unit, Room 204 Location: Respiratory Care, Room 103 Location: Independent Living, Rose Circle, Unit 12

. Tammy McDonald - Al Frank Willis George Castanza \

Clinic: CareLine Clinic Clinic: CareLine Clinic Clinic: CareLine Clinic
Location: Alzheimers Dementia Care, Room 436 i Location: Dialysis Unit, Room 211 Location: Independent Living, Tulip Ave, Unit 72

Figure 8: Caretaker Dashboard

Dashboard Q, vogout

Patient Events Lt Patient Analytics

Date
Apr1,2019
Apr1,2019
Apr2,2019

Lunch Apr2,2019

Exercises Apr2,2019

Morning Routine 2 Apr3,2019

Stephanie Visit Apr3,2019

Morning Routine Apr9,2019

Test Event Apr9,2019

Aerobics Apr1,2019 Cathy Smith

Dinner Apr1,2019 : Cathy Smith

Dinner Apr2,2019 3 Cathy Smith

Apr1,2019 3 Cathy Smith

Apr1,2019 Tammy McDonald

Figure 9: Caretaker Dashboard
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Dashboard 3B Looot

Duke James

Schedule

Add Event

Wednesday Thursday Saturday
Mar 31,2019 o ° Apr 4,2019 Apr 6,2019

ﬁ Medical Notes

@ Morning Results

Activities:

Showered, Morning Coffee, Juice and Breakfast . Enjoyed morming newspaper and chatting about dady or national news.
Health Concerns:

Home Phone: 5135253210 Duke's Biood Pressure was showing high rates and he is down 3 pounds from the previous day

Moblle Phone: 5133514554

Meight: 75in Comments:

Continue checking on Duke’s Blood Pressure:
Weight: 186 s

® Midday Updates

Activities:
Lunch, Rest time, Folded clothes and completed light chores in room
Diet Name: Pescetarian Health Concerns:
Duke's blood pressure is st displaying high rates, but is looking a bit better
Comments:
Keep an eye on how Duke's blood pressure is trending in the evening

DietInfo: Variety of protien with more fish, beans, and peas
Allergles: Peanuts, Mk, Egos
Likes: Avocados, Lamb, Bell Pappers

Dislikes: Anchovies, Cilantro

Figure 10: Patient Page

Description

Figure 11: Patient Page, Add Event
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Dashboard ‘) Logout

CarelLine Clinic, LLC

2700 Bearcat Way, Cincinnati, OH 45221

Caretakers

' Taylor Williams ' Howard Brown H g* Franny Miller
Clinic: CareLine Clinic

Clinic: CareLine Clinic Clinic: CareLine Clinic
Job Title: Nurse Practicioner Job Title: Physical Therapist
Work Phone: 5134523405

Work Phone: 5134523490

Job Title: Nurse Practicioner

Work Phone: 5134523603

' Monica Lee Madison King H = _  Steve Anderson H
v

Clinic: CareLine Clinic Clinic: CareLine Clinic: Clinic: CareLine Clinic

Job Title: Resident Psychologist Job Title: Physical Therapist

Work Phone: 5134523678 Work Phone: 5134523589

Job Title: Nurse Practicioner
Work Phone: 5134523523

Patients

I Duke James Cathy Smith

: A p o ; Bobby Clark |
Clinic: CareLine Clinic Clinic: CareLine Clinic
Location: Dialysis Unit, Room 204

Clinic: CareLine Clinic
Location: Respiratory Care, Room 103

Location: Independent Living, Rose Circle, Unit 12

Figure 12: Clinic Page

Dashboard ‘A) Logout
Taylor Williams

Careline Clinic

. Feedback

Feedback

Figure 13: Feedback Page
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SOFTWARE DEVELOPMENT

The frontend and the backend of CareLine was developed using TypeScript, a superset
language to JavaScript. Garrett used Angular 7, the latest distribution of Angular Frontend
framework developed by Google. As an experienced AngularJS developer, he chose the newest
version to challenge himself to learn something new. Also, Google Material Design was chosen
for our application style guide.

On the backend, CareLine uses NodeJS, a Javascript runtime engine with Fastify as the
backend framework. The decision to use Fastify and NodeJS as the runtime engine was made
based on Garrett’s experienced using ExpressJS as a backend framework; Fastify is built off
ExpressJS but is a faster and newer by comparison.

For the database, CareLine depends upon a Microsoft SQL Server. The tables, triggers,
and stored procedures for this were written by Jeremy in T-SQL. This solution was chosen over

others due to his familiarity with it, as well as its known reliability and flexibility.
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DATABASE DIAGRAM IN UML

Line

Key to creating our database was capturing how it would be set up based on our features

and their requirements. In order to do this, Jeremy made a draft diagram for it as a spreadsheet,

complete with relationship links, data types, null allowance, and color coding the primary versus

foreign keys amongst the rest of the columns. This was styled using fundamentals from the

Unified Modeling Language. Figure 14: Database Model illustrates the result of this. Having

this diagram was also instrumental in more easily determining what to integrate with our Type

ORM.

StatusID int IDENTITY(1001,1) UserlD int IDENTITY(1001,1) UserClinicMatchiD int IDENTITY(1001,1)  |-|--—-<|ClinicID int IDENTITY(1001,1)
FKPatientID int >-----|-|UserType varchar (25) ----|-|FKUserlD int ClinicLongName varchar (150)
HealthRating int UserEmail varchar (150) FKClinicID int ClinicShortName varchar (25)
BehaviorMood varchar (150) UserPrefix varchar (25) ClinicStartDate datetime ClinicAddress varchar (150)
DietPlan text UserFirst varchar (150) ClinicPhone int
Prescriptioninfo text UserMiddle varchar (150) ClinicDesription text
TreatmentRecommendat text UserlLast varchar (150) PatientCaretakerMatchl dint IDENTITY(1001,1) ClinicType text
jons : int image
OtherComments text UserSuffix varchar (25) ----|{ FKPatientID - ClinicP hoto
Time Updated datetime UserJobTitle varchar (150) ----|-| FKCaretakerlD varchar (150)
FKUpdatedByCaretaker int >--—-|-|UserAddress varchar (150) RelationshipType A,
UserWPhone int RelationshipStart
UserMPhone int RelationshipEnd datetime
FeedbackiD int IDENTITY(1001,1) UserHPhone int ClientPatientCommID  int IDENTITY(1001,1)
FKPatientID int >-----|-|UserDOB datetime -|-----<| FKClientPatientMatchiD int
GeneralFeedback text FeaturesEnabled bit ClientPatientMatchlD  int IDENTITY(1001,1) CommType varchar (150)
TreatmentOptions text ActivationDate datetime ----|-|FKClientID int CommStart datetime
PatientAdvice text UserPhoto image ----|-{ FKPatientID int CommEnd datetime
TimeUpdated datetime ClientRelToPatient varchar (150)
FKUpdatedByClient int >-meme| - PowerOfAttorney bit Diagram Key
LastVisit datetime Primary Key
Foreign Key
ResponselD int IDENTITY(1001,1) _
FKClientID int E NewsID int IDENTITY(1001,1)
OverallCareQualityRating int ---<|FKPatientlD int NOT NULL
SpecificCaretakerRating int FamilyFriendsFeed text NULL ALLOWED
WantsAndNeeds text WorldUpdatesFeed text many >-----|- one
MoodsAndFeelings text TreatmentPlanFeed text
TimeUpdated datetime > - -|-----<| TimeUpdated datetime * appears on Patient Page
FKUpdatedByPatient int -|-----<|FKUpdatedByClient int ** appears on Cli-Pat Comm Portal

Figure 14: Database Model
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LOGICAL NETWORK MODEL

The CareLine website front end and the application back end are both hosted on Linux
through one provider, while the Windows database server is run separately. This plus the

mobility of users accessing our web application warranted the creation of Figure 15: Network

Diagram in order to visualize these interactions.

End Users
DESKTOP

DIGI

Web AHJ

hsite Front End
DIGITAL OCEAN

|
I
f
|
|
|
|

Linux

Figure 15: Logical Network Diagram

Line
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SECURITY OVERVIEW

A critical element to the design of CareLine was HIPAA and creating a web application
compliant to its standards. As a medical application, Merideth (Security Analyst) led the process
to ensure the application met HIPAA requirements.

CareLine was thus designed to meet these guidelines. Research was conducted when it
was determined that the application would definitely contain Personal Health Information (PHI).

Attainting HIPAA compliance status involved doing preliminary research through the HHS and

OCR government websites. Merideth read and analyzed the 1996 bill and authored a compliance

checklist for the team. Table 4: HIPAA Compliance Checklist displays the HIPAA

compliance checklist that was developed to ensure CareLine met HIPAA standards.

CareLine Health Information Privacy Accountability Act (HIPAA) Compliance Checklist

Item HIPAA Ci Standard Safeguard Description Priority Status
Condut Risk Assessment (Penetration Test) and
1 Risk Assessment 164.308(a)(1) Security Process ive outline the results as well as the use of PHI and Critical New
potential areas for abreach
164.308(a)(2 Assigned Securif " "
@2 o ty Allocateand train IT Adminstrator atLong-Term
. 164.308(a)(5) Responsibility Security . . e . S ~
2 Administrator Resource Administrative Facilities to handle security responsibilites and Critical New
164.308(a)(6) Awareness Training, Security o
report incidents when necessary
Incident Procedures
- 164.308(a)(3) Workforce Security, Security . . Pepare dogumemauon and train Caretakers yvho ~
3 User Training Administrative use CareLine to ensure they understand their New
164.308(a)(5) Awareness Training ) L A
rights, policies, and potential violations
164.308(2)(4) Information Access Complete HIPAA Authorization Form and
4 Legal Disclaimers . Management, Security Incident Administrative Privacy Policy listed on sign-up page that details ~ Critical Complete
164.308(a)(6)
Procedures PHI data, policies, and security procedures
Contingency plans are defined and detailed in the
5 Contingency Plans 164.308(a)(6) Security Incident Procedures Administrative event of an emergency. Backups are active and Critical New
tested as needed
Detailed listof CareL ine Administrators at Long-
. 164.310(a)(1) Facility Access Controls, . Term Facilites and proper authorization has been
6 Facility A« o . Phy | . . New
acility Access 164.310(a)(2) Facility Security Plan ysical assigned to accounts to ensure workstations and
data is properly secured
. . Acknowledgement of devices using CareL ine
. N 164.310(b) kas,mm" Us,e' Wurkstat|9n . have security in place and regular checking that
7 Device Security/Management 164.310(c) Security, Device and Media Physical proper devices are authorized to utilize the New
164.310(d) Controls application
5 Logn Credenuais l64312) - pocass Conioks, Person or Teowical il o s s o ggg | Cial | Conpet
9 164.312(d) Entity Authentication . ) ‘gning up and fogging P
into CareLine
9 User Roles 164.312(2), Access Controls, Audit Technical (I?Iafrf:l:l?e[ra‘lpoarli;fn:{:rl::te(g:; ;?‘Je"d";ﬁ::‘s?f}‘ Critical
164.312(b) Controls w ' ponsig
- N 4. 3 " . icti i i
10 Session Timeout 164.312(a), Access Controls, Integrity Technical Autnmallc(lmeoul0.f30.M|nutes (Maximum) set
164.312(c) for users of the application
Database and Server Logging are turned on and
11 Activity Logs 164.312(b) Audit Controls Technical actively working. Critical to ensuring that PHI si - itica
recorded in the event it is compromised, altered,
or destroyed
Messagingsystem for CareL.ine is encrypted and
12 Secure Messaging 164.312(e) Transmission Security Technical no PHI is being shared through notifications or Critical New
overall communication system

Table 4: HIPAA Compliance Checklist
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OVERVIEW

Upon the completion of the development phase in the spring semester, the team created a
set of five test phases based upon standard practices, in order to thoroughly the application’s
requirements and functionality. This section details the Functional and Non-Functional
methodology tests that conducted to validate the CareLine application. The following individuals

should utilize this section:

e Project Managers
o Application Developers
e System Administrators
e QA Analysts

SCOPE

The scope of testing is mapped to verify technical functionality of the CareLine website;
its features, formatting, and accessibility. This includes the validation of its features on modern
web browsers (e.g. Mozilla Firefox, Google Chrome, Microsoft Edge, and Apple Safari) both on
desktop and mobile devices. This modern web application is accessible via

<https://www.carelinetechnology.com/> on any device with a connection to the Internet.

OBJECTIVE

The objective of testing is to validate that CareLine has met the defined requirements for
all roles and the application is ready for production deployment. The decision to employ the

testing phases described below was drawn from our experiences in the industry through co-op.
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ENTRY AND EXIT CRITERIA

Entry:
e Development completed

e Testing sheets finalized
o User Acceptance Testers provided with instructions, credentials, and testing sheets

Exit:
« All functional and non-functional tests successfully completed
e Results, comments, and bugs documented

LOGGING TEST AND REPORTING

Logging is done through Google Sheets where the testing plans are stored. These are
utilized by and provided to the User Acceptance Testers for use by, the CareLine project team.
Specific sheets exist for each role. Issues are reported through the sheets’ inbuilt drop-down
choice list menus, and additional notes can be made in the comment’s column. For Unit and
Security Tests, which are conducted by members of the CareLine project team, any issues
encountered will be reported to the rest of the group.

In the event that a tester has found an issue, the individual will document it accordingly.
Upon completion, the CareLine project team will review the results and determine the severity of
the any bug and begin investigating potential resolutions. The developer will have the final
decision on bugs and ultimately be responsible for implementing the changes when necessary.
Likewise, the database administrator for database matters and the security analyst for

vulnerabilities.
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TESTING DESCRIPTIONS AND PROCEDURES

CareLine has a variety of functional and non-functional methodology tests designed and
organized to validate that the application has met the previously defined application

requirements. The functional and non-functional tests are:

1. Unit Test: For a Unit Test, Angular uses Karma to automatically generate validation
components to test the system This occurs whenever the code of the website front end has
been modified. The total runtime for this basic unit test is under one minute.

2. Quality Assurance Test: For the Quality Assurance Test, five spreadsheets were created (one
for each user role and also for a guest) that outline a series of tasks and task steps. These
cover all required functionality for the roles and test for negative result paths in addition to
the positive ones. The total runtime for this test plan is thirty minutes.

3. Security Test: For the Security Test, a single spreadsheet was created that outlines a
penetration attack that is designed to highlight and identify any potential vulnerabilities in the
web application or its associated backend and database. Several common security methods
were utilized based upon the information gathered from this white hat test as a means to
prevent future successful hacks. The total run time for this is fourteen days.

4. User Acceptance Test: For the User Acceptance Test, five people previously interviewed
about CareLine will fill mock roles mapped to their interview role. They will receive a link to
the website, credentials to log into that role, and a link to their testing spreadsheet. That sheet
will have them go through the same procedure as shown in the Quality Assurance Test
section of this document. The total run time for the longest UAT is about ten minutes in
length.

5. Final Certification Test: For the Final Certification Test, basic access and functionality will
be smoke tested prior to the Presentation and Expo. Specific features will be targeted based
on known issues, UAT feedback, and anything that may have consistently come up during
Unit Testing. The total run time for this test phase is thirty minutes.
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The testing procedures for all but the Unit Test are documented on the test sheets shown below:

CareLine — Quality Assurance Test Plan: Caretaker Role

1 1 Validate login Navigate to CareLine website in Chrome or Firefox. Not recommended for IE or Opera |Website loads without issue Pass
1 2 Validate login Enter i i i login i Login rejected

1 3 |Vvalidate login Enter actually correct login credentials Login accepted

1 4 Validate login After login, routed to C ] Page loads without issue N/A
2 1 Sort Patient Pages Click on "Sort" dropdown choice list Choice list opens N/A
2 2 Sort Patient Pages Choice list: Last (asc. or desc.), First (asc. or desc.), Last Updated (asc. or desc.) Such display without issue N/A
2 3 Sort Patient Pages Select any option Patient Pages reorganize accordingly N/A
3 1 Create Patient Page Update Find a Patient Page on the Caretaker Dashboard. Select Page loads without issue N/A
3 & Create Patient Page Update View any existing Notes and (Client) Feedback, or "No updates yet." if none Such display without issue N/A
3 3 Create Patient Page Update Return to a Patient Page. Select "Create a new Note" New Note opens N/A
3 4 Create Patient Page Update Fields: Health Rating, Mood, Diet Plan, F Info, F Fields display without issue N/A
3 5 Create Patient Page Update Fill in fields, except for one required field. Save Creation rejected N/A
3 6 Create Patient Page Update Fill in all required fields. Save Creation accepted N/A
4 1 Edit Patient Page Update Select "Edit" on an existing Note that is older than 72 hours Fields do not open for editing on Note N/A
4 2 Edit Patient Page Update Select "Edit" on an existing Note that is not older than 72 hours Fields do open for editing on Note N/A
4 3 Edit Patient Page Update Adjust fields, leave one required field blank. Save Modification rejected N/A
4 4 Edit Patient Page Update Adijust fields, leave no required fields blank. Save Modification accepted N/A
5 1 Check Alerts and Notifications Return to the Caretaker Dashboard. Find the Alerts and Notifications. Select Page loads without issue N/A
5 2 Check Alerts and Notifications Select "Dismiss” on a to do item Alerts and Notifications count decreases N/A
5 3 Check Alerts and Notifications Select "To Do" on a dismissed item Alerts and Notifications count increases N/A
6 1 Validate logout Select "Logout" Logout accepted N/A

Figure 16: Caretaker Role

CareLine — Quality Assurance Test Plan: Client Role

1 1 Validate login Navigate to CareLine website in Chrome or Firefox. Not recommended for IE or Opera | Website loads without issue Pass
1 2 Validate login Enter i i incorrect login Login rejected Fail
1 3 Validate login Enter actually correct login credentials Login accepted Blocked
1 4 Validate login After login, routed automatically to Client Dashboard Page loads without issue N/A
2 1 Sort Patient Pages Click on "Sort" dropdown choice list Choice list opens N/A
2 2 Sort Patient Pages Choice list: Last (asc. or desc.), First (asc. or desc.), Last Updated (asc. or desc.) Such display without issue N/A
2 3 |Sort Patient Pages Select any option Patient Pages reorganize accordingly NA
3 1 Create Patient Page Response Find a Patient Page on the Client Dashboard. Select Page loads without issue N/A
3 2 Create Patient Page Response View any existing Feedback and (Caretaker) Notes, or "No updates yet." if none Such display without issue N/A
3 3 Create Patient Page Response | Select "Create a new Feedback" New Feedback opens N/A
3 4 Create Patient Page Response | Fields: General Text Feedback, Treatment Options, Patient Specific Advice Fields display without issue N/A
3 5 Create Patient Page Response Fill in fields, except for one required field. Save Creation rejected N/A
3 6 |Create Patient Page Response  |Fill in all required fields. Save Creation accepted NA
4 1 Edit Patient Page Update Select "Edit" on an existing Feedback that is older than 72 hours Fields do not open for editing on Feedback N/A
4 2 Edit Patient Page Update Select "Edit" on an existing Feedback that is not older than 72 hours Fields do open for editing on Feedback N/A
4 3 Edit Patient Page Update Adjust fields, leave one required field blank. Save | Modification rejected NA
4 4 Edit Patient Page Update Adjust fields, leave no required fields blank. Save Modification accepted N/A
5 1 Check Alerts and Notifications Return to the Client Dashboard. Find the Alerts and Notifications. Select Page loads without issue N/A
5 2 Check Alerts and Notifications Select "Dismiss" on a to do item Alerts and Notifications count decreases N/A
5 3 Check Alerts and Notifications Select "To Do" on a dismissed item Alerts and Notifications count increases N/A
6 1 Verify Communications Return to the Client Select the C: ication Portal Page loads without issue N/A
6 2 Verify Communications Click on "Sort" dropdown choice list Choice list opens N/A
6 3 Verify Communications Choice list: Last (asc. or desc.), First (asc. or desc.), Last Updated (asc. or desc.) Such display without issue N/A
6 4 Verify Communications Select any option Patients reorganize accordingly NA
6 § | Verify Communications Select a family member ("Patient”) to chat with from the Communication Portal Chat window loads without issue NA
6 6 Verity Communications View any existing News Updates and (Patient) Responses, or "No updates yet." if none | Such display without issue N/A
6 7 Verity Communications Type nothing into the Instant Messaging Chat field. Hit Enter No message is sent N/A
6 8 | Verify Communications Type something into the Instant Messaging Chat field. Hit Enter Amessage is sent N/A
T 1 Create Communications Update | Select "Create a new News Update” New News Update opens NA
7 2 Create Communications Update | Fields: Family and Friends Updates, World Updates, Treatment Plan and Progression | Fields display without issue N/A
i 3 Create Communications Update | Fill in fields, except for one required field. Save Creation rejected N/A
7 3 Create Communications Update | Fill in all required fields. Save Creation accepted N/A
8 1 Edit Communications Update Select "Edit" on an existing News Update Fields open for editing on News Update N/A
8 2 Edit Communications Update Adjust fields, leave one required field blank. Save Modification rejected N/A
8 3 Edit Communications Update Adjust fields, leave no required fields blank. Save | Modification accepted N/A
9 1 |Validate logout Select "Logout* Logout accepted N/A

Figure 17:

Client Role
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1 1 Validate login Navigate to CareLine website in Chrome or Firefox. Not recommended for |E or Opera |Website loads without issue Pass

1 2 |validate login Enter intenti login i Login rejected Fail

1 3 Validate login Enter actually correct login credentials Login accepted Blocked

1 4 Validate login After login, routed automatically to Communication Portal Page loads without issue N/A

2 1 Verify Communications Click on "Sort" dropdown choice list Choice list opens N/A

2 2 Verity Communications Choice list: Last (asc. or desc.), First (asc. or desc.), Last Updated (asc. or desc.) Such display without issue N/A

2 3 Verify Communications Select any option Clients reorganize accordingly NA

2 4 Verify Communications Select a family member ("Client”) to chat with from the Communication Portal Chat window loads without issue N/A

2 8 Verify Communications View any existing Responses and (Client) News Updates, or "No updates yel." if none |Such display without issue N/A

2 6 Verify Communications Type nothing into the Instant Messaging Chat field. Hit Enter No message is sent N/A

2 7 Verify Communications Type something into the Instant Messaging Chat field. Hit Enter A message is sent NA

3 1 Create Communications Update |Select "Create a new Response” New Response opens N/A

3 2 |Create Communications Update | Fields: Clinic Overall Rating, Caretaker Specific Rating [droplist]. Wants & Needs, Mood Fields display without issue NA

3 3 Create Communications Update | Fill in fields, except for one required field. Save Creation rejected NA

3 4 |Create Communications Update |Fill in all required fields. Save Creation accepted N/A

4 1 Edit Communications Update Select "Edit" on an existing Response Fields open for editing on Response N/A

4 2 Edit Communications Update Adijust fields, leave one required field blank. Save Modification rejected NA

4 3 Edit Communications Update Adjust fields, leave no required fields blank. Save Modification accepted NA

5 | 1 |[vaidateogout Select "Logout” Logout accepted NA

Figure 18: Patient Role

2 1 |Create User, Caretaker Open Caretaker account creation feature Page loads without issue NA  ~
2 2 Create User, Caretaker Fill in fields, except for one required field. Save Creation rejected N/A bt
2 3  |Create User, Caretaker Fill in all required fields. Save Creation accepted NA ~
3 1 Create User, Patient Open Patient account creation feature Page loads without issue N/A v
3 2  [Create User, Patient Fill in fields, except for one required field. Save Creation rejected NA ~
3 3 Create User, Patient Fill in all required fields. Save Creation accepted N/A v
4 1 Modify User, Caretaker Open Caretaker account modification feature Page loads without issue NA v
4 2 Modify User, Caretaker Adjust fields, leave one required field blank. Save Modification rejected NA ~
4 3 Modify User, Caretaker Adjust fields, leave no required fields blank. Save Modification accepted NA ~
4 4 Modify User, Caretaker Select "deactivate account” checkbox Modification accepted NA
5 1 Modify User, Patient Open Patient account modification feature Page loads without issue NA ~
5 2 Modify User, Patient Adjust fields, leave one required field blank. Save Modification rejected N/A ¥
5 3 Modify User, Patient Adjust fields, leave no required fields blank. Save Modification accepted NA ~
5 4 Modify User, Patient Select "deactivate account” checkbox Modification accepted NA ~
6 1 |Modity Object, Clinic Page Open Clinic Page modification feature Page loads without issue NA v
6 2 Modify Object, Clinic Page Adjust fields, leave one required field blank. Save Modification rejected NA ~
6 3 Modify Object, Clinic Page Adijust fields, leave no required fields blank. Save Modification accepted NA ~
7 1 Grant POA status Select a Patient-Client relationship field Page loads without issue NA ~
7 2 Grant POA status Set Power of Attorney (POA) field to “True". Save Modification accepted NA ~
8 1 Remove POA status Select a Patient-Client relationship field Page loads without issue NA  ~
8 2  |Remove POA status Set Power of Attorney (POA) field to "False". Save Modification accepted NA ~
9 1 Setup Patient-Client link Open RELEVANT PAGE / FEATURE Page loads without issue NA ~
9 2 |Setup Patient-Client link Select only a Patient or Client. Save Setup rejected NA  ~
9 3 Setup Patient-Client link Select both a Patient and a Client. Save Setup accepted NA ~
9 4 |Setup Patient-Client link Delete a Patient-Client relationship. Save Deletion accepted NA ~
10 1 Setup Caretaker-Patient link Open RELEVANT PAGE / FEATURE Page loads without issue NA ~
10 2 |Setup Caretaker-Patient link Select only a Caretaker or a Patient. Save Setup rejected NA ~
10 3 Setup Caretaker-Patient link Select both a Caretaker and a Patient. Save Setup accepted NA ~
10 4 Setup Caretaker-Patient link Delete a Caretaker-Patient relationship. Save Deletion accepted NA ~
1 1 Validate logout Select "Logout” Logout p NA  ~

Figure 19: Administrator Role
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1 1 Validate login igate to CareLine website in Chrome or Firefox. Not recommended for IE or Opera |Website loads without issue Pass ~
1 2 Validate login Enter false login credentials Login rejected Fail ~
2 1 Access open site pages Navigate to About page to read information regarding CareLine itself Page loads without issue Blocked ~
2 2 Access open site pages Navigate to Contact and Help page to read CareLine support information Page loads without issue NA ~
2 3 Access open site pages Use the search function to type in a Clinic name Clinic Page loads without issue NA ~
3 1 Validate Client registration Select "Register an Account” New dialogue box opens ... NA ~
3 2 Validate Client registration HIPAA Cq Form and Di pops up Document displays without issue NA ~
3 3 Validate Client registration Read form. Click "I have read and agree to this form and disclaimer” New dialogue box opens ... NA ~
3 4  |Validate Client registration Fields: Prefix, First, Mid., Last, Suffix, Mobile Phone, DOB, Patient Name, Patient Clinic| Fields display without issue NA ~
3 5 Validate Client registration Fill in fields, except for one required field. Enter Registration rejected NA ~
3 6 |validate Client registration Fill in all required fields. Enter Registration rejected NA ~
3 T Validate Client registration Returned to CareLine website main page Website loads without issue NA ~
4 1 Validate login Enter login Login rejected NA ~
4 2 Validate login Enter actually correct login credentials Login accepted NA ~
4 3 Validate login After login, routed automatically to Communication Portal Page loads without issue NA ~
5 1__|validate logout Select "Logout" Logout NA ~

Figure 21: Guest Role

R R R

DB ON - AN =W N -

Open Source

(OSINT)

Passive Reconnaissance - Google Cache/Dorks and Public Forums
| Semi-Reconnaissance - Shodan.io

Active Reconnaissance - DNS Reverse Lookups

| Scanning Techniques

Nmap - All Ports

Nmap - Top 3 Ports

Nmap - Operating System

| Intelligence collection via finding, selecting,
Open information returned via simple search queries

Search Engine with results of Internet-connected devices related to CareLine
Resolving IP Address, Domain Name for CareLine

| Application gathering via use of technical tools.

Scanning all ports for CareLine using Nmap

Scanning Top 3 ports for CareLine using Nmap

Scan of Operation System information for CareLine

analyzing p

major is public
No Usernames, Passwords, Email Lists Public
Digital Ocean Server Is Returned
IP Address, Domain Names
Limited ports are open
Limited ports are open
Top 3 ports are open as expected
Operating system information provided

Pass
Fail
Blocked

NA  ~

NA
NA
NA
N/A

Vulnerability Scan Scan of common vulnerabiities for CareLine {No significant vulnerabilities discovered NA
Access - Gain Application Access Gaining and Maintaining acess to CareLine Should not be able to access application NA
Cross Site Scripting Injection attack using malicious scripts 1o test trusted websites Should not be able to modify code NA
SQL Injection Injection attack using malicious SQL querey to modify database Shouid not be able to modify database NA
Broken Authentication and Session Management Capture or bypass the authentication methods utiliized by CareLine Should not be able to compromise authentication NA
Directory Traversal HTTP attack to access restricted directories Not able to access di

Figure 22: Security Te

PASS/FAIL CONDITIONS

st

It is expected that CareLine will pass all tests described and that the documented

procedures on each testing sheet will satisfy the User Acceptance Testers. If a procedure has

failed, obscured, or otherwise halted, that phase of the tests will not be considered passed until

the matter has been conclusively addressed or resolved.
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QUTCOMES AND FINAL RESULTS

Upon the completion of Exit Criteria, our team analyzed the results and evaluated the
severity of all issues that were found. Based on that, we fixes were created and changes were
deployed to the appropriate components. Once done, all failed portions of the test plan were
revisited for validation. All things verified post implementation, the testing phase was

determined to be complete and the application ready for production.
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PROBLEMS ENCOUNTERED

When developing CareL ine, the team encountered several problems. First, the team
struggled choosing a hosting environment for our web application server. There were internal
team discussions that weren’t problematic per se, but there were differences in regard to
application functionality that had to be solved by writing requirements and creating
visualizations in order to get everyone on the same page. Finally, there were some minor timing
issues that seemed more bothersome at first than the ended up being, as everything came together
well as the time went on. Lastly, throughout the course of each term, Garrett encountered several
programming issues with Fastify and Type ORM plugins. As a result, he developed customer

ORM plugins to meet the need of the project.

LESSONS LEARNED

Over the course of the fall semester and spring semester, the team learned valuable
lessons. Creating a web application from scratch required significant dedication to meet the
objectives and expectations of the team. Each member had to sacrifice time and valuable work
days to create the project. Additionally, the team found that it is crucial to manage your time
properly. Project requirements are often overlooked and work is often seen as ad hoc without a
document like that available. New technologies are challenging, as each person on a team has a
different way of visualizing their own interpretation of how it will look and work, so
communication is key. Another key is creativity, as the team discovered that there are multiple
right answers to a given scenario. Overall, the team enjoyed the challenges of the project and
showing it off at the IT Expo. There was a great appreciation for the application that the team

created and there was no shortage of
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GROWTH OF ABILITIES & SKILLS ACROSS THE TEAM

Developing CareLine has been a phenomenal opportunity for Merideth, Garrett, and
Jeremy. Each team member was challenged in both a technical and professional manner. As the
Project Management and Security Analyst, Merideth was challenged by ensuring the project was
on track and meeting the HIPAA compliant requirements. Merideth had to utilize her knowledge
and prior security experience to create two new policies (HIPAA Consent Form and Privacy
Policy) for the application. Merideth ultimately led the team through these selective areas and
enhanced her leadership, management, and decision-making skills.

Garrett was tested through the development of the project and his uses of technical
coding languages. Prior to the start of the project, Garrett was familiar with JavaScript,
AngularJS, and NodeJS. Garrett challenged himself and the project by learning TypeScript using
the new front-end framework Angular 7 and the new back end framework of Fastify.

Lastly, Jeremy picked up business analyst skills as he assisted Merideth with project
documentation and learned to write requirements for CareLine. He went outside of his normal
operating comfort zone by giving the class rehearsal elevator speech, conducting interviews, and
setting up test plans. His system and database administration duties, both fields in which he was
already comfortable, were easy by comparison.

Overall, each member of the team was challenged in their area of expertise. Merideth,
Garrett, and Jeremy each faced obstacles regarding their decisions, but they came together to

support one another and develop a successful web application.
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CONCLUSION, FUTURE OVERVIEW, AND OTHER RECOMMENDATIONS

Looking forwards, CareLine development would be geared towards improving upon and
building out a number of aspects, but primarily in four areas. The first would be enhancements
for the notifications system, including email triggers upon updates to patient pages. This would
better fulfill the requirement of mobile friendly communication.

Patient analytics would also need to be vastly expanded, so as to better oversee the trends
in the care for and well-being of patients and facilities alike. All four user roles would greatly
benefit from being able to visualize this information.

The current use case, a senior living facility, is rather limited by nature and intent so that
we met the class structure and timeline. Future work would expand the usability of this in order
for it to cross over to other forms of long-term care. The primary goals for this would be to
include mental health institutions and extended stay hospitals.

The last primary focus is a cut requirement; the ability for Administrators to designate
one Client for Power of Attorney (POA) status in relation to one Patient. This was highlighted as
necessary by our interviewees but took a back seat as more pressing work had to be taken care of
by the group.

From the start, we could have all better understood what each of us had in mind for this
project. While none truly conflicted, there was a lot to get through at various points that could
have been handled sooner, so as not to take up time later on. We also received some feedback on
usability and color scheme that could have been improved upon.

Each of us learned at the IT Expo that giving the pitch over and over can really help for
presenting, and make the time go by incredibly fast. The slowest part was the last twenty-five

minutes before the awards ceremony when people stopped passing by.
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APPENDIX A: LIST OF ACRONYMS

Centers for Disease Control and Prevention

CDC is one of the major operating components of the Department of
Health and Human Services. CDC works 24/7 to protect America from
health, safety and security threats, both foreign and in the U.S. Whether
diseases start at home or abroad, are chronic or acute, curable or
preventable, human error or deliberate attack, CDC fights disease and
supports communities and citizens to do the same.

Health Insurance Protection and Accountability Act

Relevant Title Il establishes national health standards for electronic health
care, including an outline of PHI requirements.

Health and Human Services

United States Cabinet-level Department under which the CDC operates.
HyperText Transfer Protocol, Secure

Application layer protocol designed to provide communication securely
over a network, using SSL

Instant Message

Real-time text communication

Office for Civil Rights

Branch of HHS which is charged with ensuring the enforcement of
protections listed in HIPAA, among others

Object-Relational Mapping

Software interface enabling access to the database from the back end
Protected Health Information

Any information about health status, health care, or health records that is
collected or created by a “Covered Entity” (defined by HIPAA) and can be
linked to a specific individual. Includes payments and any Personally
Identifiable Information

Structured Query Language

Utilized for managing structured data as a Relational Database
Management System

Secure Sockets Layer

Application layer protocol designed to provide communications security
cryptographically over a network

Transact Structured Query Language

Proprietary extension of SQL; used by Microsoft SQL Server
University of Cincinnati

Cincinnati-based public research and space-grant institution that is a
member of the University System of Ohio

Unified Modeling Language

General purpose, standardized software engineering visualization
paradigm used for development and design

Work Breakdown Structure

Project management diagram designed to lay out the work needed to be
done as individualized tasks
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Admin

Auth. U.A.

Blocked

Caretaker

Client
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Clinic Page

Complete

Critical
Extra
Guest U.A.
High

Low
Medium
New
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APPENDIX B: GLOSSARY OF TERMS

Active work state

Status indicator for Gantt Chart and Requirements; means that work on a
given item is in progress.

Medical facility administrator

A person responsible for the maintenance of CareLine user accounts at a
Clinic

Authenticated User Action

Functionality tied to logged in users, based on their role

Blocked work state

Status indicator for Gantt Chart and Requirements; work cannot continue,
pending the completion of something else

Medical professional

Clinic employee responsible, in whole or in part, for the health and
welfare of a patient or patients

Family member of a Patient

Responsible relatives, who may or may not have Power of Attorney
Clinic concept item

Any clinic, hospital, institution, or other long-term health care facility
Clinic informational page

Informational page of a Clinic, maintained by the Admin

Complete work state

Status indicator for Gantt Chart and Requirements; work is wholly done
and the task closed

Critical priority level

Key feature required for the app to meet minimum functionality
Extraneous priority level

Ancillary feature for the app if there is spare time

Guest User Action

Functionality open to visiting users

High priority level

Necessary feature for the app to achieve its goals

Low priority level

Bonus feature for the app to be completed thoroughly

Medium priority level

Important feature for the app to attain adequate user satisfaction

New work state

Status indicator for Gantt Chart and Requirements; work has not yet begun
Long-term care recipient

Patient at a Clinic who has been deemed mentally fit to use the app

Patient Page Patient updates page

Tentative

Status updates page of a Patient

Tentative work state

Status indicator for Gantt Chart and Requirements; work is effectively
finished, yet needs verification
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APPENDIX C: SOFTWARE DESIGN

Repository  GitHub

Repo Accessible: https://github.com/Soudergt/Care-Line
Front End  TypeScript

Superset language to JavaScript, written here using Angular 7
Back End NodeJS

Javascript runtime engine with Fastify as the backend framework
Database T-SQL

Proprietary SQL language, central to Microsoft SQL Server

Hosting Digital Ocean
Production environment location
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APPENDIX D: INTERVIEW QUESTIONS

Loose Interview Questionnaire Structure:

=

10.

11.

[start] Describe CareLine. Unscripted to make it more natural

[seque] Ask, based on their role, what benefits they could see from implementing this
application. Let them talk at length

[segue] Ask, based on their role, what specific features they would want to see in this
application. Make sure to get each idea

[seque] Ask, based on those responses, which features we have for that role that they did
not mention. Do not go into much depth

[start] Ask, based on the other roles, how they think of the functional goals of this
application. Do not go into much depth on other roles

[start] Ask, based on their experience, what unforeseen challenges could face this
application. Only stop them if we have an answer

[return] Ask, based on the earlier feature discussion, how they would rate the priority of
each feature for this application. Pace the replies

[segue] Ask, based on those priorities and if/how/why we have rated them vastly
different, what made them rate those as such. Optional

[start] Ask, based on their role, if they would be interested in participating in another
interview and/or in user acceptance testing of the application in the January-March time
frame

[start] Ask, based on the progress of the interview and as a means to begin the
conclusion, if they have any additional questions, comments, concerns, ideas, or
suggestions for CareLine

[finish] Thank them for their time
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APPENDIX E: RESOURCE CONTACTS

The following external professional resources were contacted for interviews to assist with
the development of CareL.ine:

e Burke, Mollie. Undergraduate student, University of Cincinnati. Role: Patient

e Moore, Evelyn. Executive Director, Embassy Healthcare. Role: Administrator

e Scott, Jim. Assistant Professor, University of Cincinnati. Role: Client

e Smith, Eathan. Undergraduate student, University of Cincinnati. Role: Caretaker
e Gulbrandsen, Megan. Registered Nurse, Mercy Health. Role: Caretaker
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APPENDIX F: |.OGOS AND BRANDING
Upon the decision to move forward with the CareLine concept, the team developed a
logo and brand for the web application. The development of the logo and branding included
creating and evaluating potential logos, color schemes, and font. Figure 22: Logos and

Branding presents the creation of the CareLine logo and brand theme.

Brand|Logo Brand|Logo

‘ CarELine l Careline CareLlne J\ﬁ ' CareLine

I v Medical Line Heart Product Name
= = CarelLine Careline _ R R The name of our
. Line CareLine in CareLine application

Brand|Logo Brand|Logo
Your Line To Care, Right Away Li n e Ll N E
Brand | Logo Brand|Logo
Heading Lorem ipsum dolor sit amet, aliquid eleifend reprimique ea
eam, ad bonorum eleifend erroribus eos
Sub Heading Lorem ipsum dolor sit amet, aliquid eleifend reprimique ea eam, ad bonorum eleifend
erroribus eos
093969 62DA97 000000
T v T Body Lorem ipsum dolor sit amet. aliauid eleifend reprimioue ea eam, ad bonorum eleifend enroribus €os
Green: 57 Green: 218 Blue: 0
Blue: 105 Blue: 151 Green: 0

Figure 22: Logos and Branding
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APPENDIX G: 1T EXPO POSTER
When preparing for the IT Expo, the team created the following poster to display at the
booth for visitors to view and gather a quick background on CareLine. The poster was designed
highlight the key aspects of CareLine and to match the application. Figure 23: IT Expo Poster

presents the final poster displayed at the IT Expo.

CareLine Team 09: Merideth Moore, Garrett Souders, Jeremy Thomas

Your Line To Care, Right Away \ University of Cincinnati - College of Education, Criminal Justice, Human Services - School of Information Technology ™ versiTy of
www.carelinetechnology.com \ Technical Advisor: Abdou Fall CINCINNATI

A responsive web application platform that increases the amount of communication between not
only families and their relatives in long-term care situations, but also between those families and
the caretakers at long term care facilities.

o Most long-term care facilities operate
with dated technology and are unable to
provide families with digital status
reports nor send any kind of frequent
updates on their relatives.

EINGULAR

o Many families do not have the time nor
ability to see their relatives daily, which DMLTZRI:AL e
can be a barrier against ensuring their
loved one is properly cared for.

o The market does not feature an Typescrlpt

adequate application - neither web, nor
mobile - that provides daily updates and
communication between all parties.

Microsoft-

< SQLServer D|g|talocean CareLine is a direct line of care communication that is revolutionizing
and modernizing how families, patients, caretakers, and facilities

interact in the caregiving process.

ON-DEMAND FEEDBACK AND CARE CONSISTENT CARE MODERNIZED CARE HIPAA
COMMUNICATION RATING SYSTEM REPORTING PROCESS COMPLIANT

Figure 23: IT Expo Poster
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APPENDIX H: IT EXPO MARKETING PRESENTATION

In addition to having a poster displayed at the IT Expo, the team also created a marketing

presentation that was presented in the back of the booth on a loop. Figure 24: IT Expo

Marketing Presentation displays the presentation that was shown during the IT Expo.

LONG-TERM CARE |

Million People (In the U.S.)
Receive Some Form of Long-
Term Care and Support Annually

According To the Center For Disease Control

OUR SOLUTION

is a comprehensive web application

that increases the amount of communication
between the family, their relatives in long-term

care situations, and the facility’s caretakers.

® (®)

ON-DEMAND FEEDBACK AND CARE CONSISTENT CARE MODERNIZED CARE HIPAA
COMMUNICATION RATING SYSTEM REPORTING PROCESS COMPLIANT

OUR TEAM

Project Manager and
Security Analyst Web Designer

THE PROBLEM |

Crm— o a—

Many families cannot
visit their relatives
frequently, which can be
a barrier against ensuring
their loved one is being
properly cared for

Dated applications

and technology are
commonly used by
long-term care
facilities

OUR BENEFITS

Increased
Reporting

I‘(':"\ Boost to

Figure 24: IT Expo Marketing Presentation

Software Developer and

Business Analyst and
Database Administrator

¢

The market does not feature
an adequate application that
provides daily updates and
consistent communication
between all parties involved
in the care process

Care Process 9

.o
_for Patients
and Families
Alike
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APPENDIX I: IT EXPO BOOTH AND RESULT
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