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ABSTRACT

This study proposes enhanced oversight of smart homes by leveraging the social networks of
homeowners to co-monitor for emergencies, while being mindful of privacy preserving features
necessary for adoption. A pilot co-design workshop was conducted to determine features for co-
monitoring. A group of four participants provided early findings and informed modifications to study
design, and new insights for user behavior were emphasized. By refining the study design, we hope to
better target users’ tacit knowledge in future workshops. Early findings include the users’ need for
more than simply sharing access to a camera during an emergency in the home; users desired control
over the microphone, the camera video stream, and the length of time. We believe this work will
contribute to a broader understanding of features that better meet the needs and goals of smart device
owners to enable co-monitoring.
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Usability in security and privacy; sHuman-centered computing — Interaction design.
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1 Introduction

The proliferation of smart homes over the last decade has seen research focus primarily on the
technological and security aspects of [oT devices [1, 2]. Smart homes today lack effective methods for
co-monitoring or the ability to share access of connected devices; privacy is seen as an all-or-nothing
approach, and rarely takes environmental factors into account as applied to access controls [3, 5]. Prior
work shows that smart home users desire more complex threat detection and response mechanisms
than current offerings [3, 4, 18]. By defining the user experience needs of families and other tight-knit
social groups during an emergency event in the home, we can potentially facilitate easier co-
monitoring of the smart home. This paper specifically focuses on the social constraints and
technological needs of smart home users when co-monitoring for emergencies. We aim to probe how
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users might approach sharing access to smart devices in their home to determine threats and make
safety decisions by providing their social networks access to the smart home.

We used a co-design methodology to help study the tacit knowledge used by smart homeowners in
home security decision-making. We chose this focus because tacit knowledge - what people know
without being able to articulate - is typically difficult to formalize and describe [11]. By allowing the
individuals in this study to co-develop portions of an app, a more focused idea of their expectations
might emerge. This paper reviews the overall study design of this work and presents the early results
from a pilot round of data collection. Feedback from the users presented ideas such as: sharing access
for limited and short amounts of time; notifying all members of the group simultaneously, instead of
sequentially; and organizing devices by room when sensors detect potential threats to the smart home.

2 Related Work

Smart homes are populated by devices ‘incorporating smartness’ into dwellings through automation,
Al, location awareness, and virtual assistants. These smart devices allow for increased personal
comfort, safety, security, as well as device monitoring and energy conservation [14]. The smart home
is an intelligent system that dynamically responds to the behavior of residents in personalized ways,
both direct and indirect [21].

In 2016, one-in-eight American homes could be classified as ‘smart homes.” With the widespread
adoption of Internet of Things (IoT) technologies as homeowners rapidly join the smart home space,
that number is expected to grow to almost one-in-three homes by 2021 [10]. During this rapid growth
of the 10T, there exists no industry-wide or cross-platform solution for these devices to be shared
easily; considering the Internet of Things was partially derived from a desire to share data and improve
decision making using that data, this is a major concern for the future of the IoT [15]. Additionally,
when considering access control most research focuses on accessing the data of a smart home,
primarily of multimedia or data files (e.g. music files and personal information), replication of an
individual’s data, or that each device can or might have a need to replicate data [7, 8, 9].

A limiting assumption is that devices and the smart home are essentially “single-user” [3, 6]. While
current access controls in smart homes are often device centric, a user study from He et al. [3]
demonstrated that users desire capability and relationship-centric models for access control, since
there are often multiple ways a task can be completed. When seeking to co-monitor in the instance of
events such as fires, floods, or burglaries, these devices must be controlled using multiple applications
that unnecessarily complicate the user experience, and further limit each individual system as a part
of the smart home. Typically, smart home devices are placed in a shared environment and used by
multiple people. This is different from previous technological and personal device innovations, such as
laptops and smartphones, where the primary user was typically the only user.

Smart homes can have a number of privacy concerns, such as how data and device access is controlled
between household members. He et al. found that multi-user smart home consumers would prefer
control at function-level granularity rather than per-device access control [3]. User privacy, or the
“control over personal information” [16], is another concern for smart homes in particular. Prior work
has explored in-home privacy from third parties such as device manufacturers, advertisers, and the
government [17, 18]. The home is regarded as a private and personal space, with multiple stakeholders
that have competing needs and tolerance for what is considered acceptable and useful data sharing.
Choe et al. [19] surveyed homeowners for the needs and concerns of activities and habits that people
have at home that they would not want recorded; however, the participants did not explicitly state
who could have access to recordings. For example, parents want to monitor their children, but also



want to respect their privacy when recording [20]; the same concerns exist around smart home
devices for elder care or older adults. Smart home devices in shared physical spaces will further press
on these issues. Even non-household users - people that are just visiting the home or are a guest - might
have the same concerns for privacy and recordings in a smart home.

3 Problem Statement and Research Questions

This project will explore social aspects of smart home technology and access control. By studying how
smart home users can implement different access control policies and emergency notification systems,
we aim to enhance the privacy and security of smart homes and smart devices.

As follows from the background literature, the use of IoT devices in smart homes is on the rise [10]
and these devices may provide increased home security when monitored consistently. Co-monitoring
may help in this regard, but devices lack the nuanced access control described by consumers [3].
Therefore, this study aims to understand ways to design nuanced access controls to enable co-
monitoring of smart homes.

To address the previously stated problem, this work takes an exploratory, grounded approach to
answer the following research questions:

RQ1: What mobile app features can homeowners, friends, and family members use to co-monitor
threats in-case-of-emergency to a smart home while still protecting the privacy of homeowners?

RQ2: What design specifications are needed to support the information requirements in a mobile
application to share access to personal devices with family and friends?

4 Methods

Using a co-design study to develop an interface for sharing access and notifying the monitoring
members, we can explore the thoughts and methods people naturally use for interactions with others
during their use of smart devices [9]. We chose a co-design to focus on tacit knowledge - what people
know without being able to articulate - because it is difficult to formalize and describe this knowledge
[11]. While utilizing the tacit knowledge of these individuals through the recording of trends in
interface needs and instinctive workflow, the interface can better meet the needs and goals of smart
device owners; this will enable co-monitoring that protects the home while still protecting the privacy
of the occupants. By observing discussions and features selected for this interface, we aim to increase
our understanding of the underlying tacit knowledge individuals hold about smart device access
control and how they might share it while preserving privacy; after approximately fifteen groups of 3-
4 participations, we will determine trends in the features users deem necessary in a smart home access
control management interface. Using our collected data we will devise an interface that will effectively
allow smart homeowners to share access to their social networks.

Subjects will be recruited using multiple methods such as posting on social media, posting flyers on
college campuses as well as contacting families known to team members, and families of the team
members themselves; recruitment will take place through the spring semester as well as the beginning
of the summer semester. The subjects recruited online will be asked to submit an application through
a form with a group of 3-4 people (friends, family) After determining their eligibility, they will be asked
for consent and a time will be set-up to conduct the study. The expected duration of subject
participation in the study is about 60 minutes.



Previous work in the IoT space for co-designing an app used methods from participatory design.
Chouhan et al. [22] used this method to test an application that would support community
collaboration. This study will not provide a working prototype; instead, participants will be asked to
examine and practice [oT co-monitoring, and to consider themselves as either a homeowner or guest
in a residential setting with pre-existing and initialized 10T devices. Participants are then given the
task of designing tools to maximize benefits and mitigate concerns in scenarios such as a fire, burglary,
or flooding. The interviewer will ask questions about how they might want to share smart device
access with their social networks in order to effectively deal with the threat.

An interviewer presents an activity to engage individuals and social groups (focusing on nuclear
families, friends, and other tight knit groupings) from the local community in a discussion of primary
features to be used to design a smart home co-monitoring smartphone application. We will examine
how residents of smart homes might implement access controls throughout a smart home by walking
them through a series of storyboards to demonstrate how co-monitoring of smart home devices can
benefit users, or inadvertently compromise privacy. In these scenarios, we want to understand the
access they are willing to share (for example, sharing the ability to shut off a smart water main in the
event of a flood) and how they might design an app to provide access to their social network to co-
monitor threats to their home. Participants’ story board reaction and social group interactions will be
collected through notes and recordings.

While they perform these tasks, we will be observing the participants and taking notes about their
interactions and their comments. The interviewer will then ask the group to build their own app, and
provide them Ul elements (e.g. icons, app elements, app screens and pages, and other app functions)
to build their desired application interface. This will be a low fidelity prototype on paper - for example,
a mockup of a blank iPhone with a bucket of random UI icons, textboxes, elements. The interviewer
will guide the homeowners through a scenario, ask them what they expect to see (how they would
assemble the screen and features to execute the task), then follow up with the other users (peripheral
users) to determine how they would expect a notification to appear. Users will be focusing on sharing
data access and with whom, and responding to the threats; as such, the important information to
collect is interactions with the interface and what data is actively shared.

5 Early Findings

A pilot study comprising a group of four volunteers gave us several early insights into user preferences
for the application. Several common themes arose amongst the participants, as well as some unique
ideas. The group first designed a screen to enable sharing with multiple people that included a contacts
page with a section at the top for favorites which would enable users to quickly add frequently
contacted people. Participants also wanted to have a slider bar where you could set different
emergency levels; these levels would then be used to determine if it is appropriate to give other people
access.

Users also wanted to be able to share access to their smart speakers’ microphones in case of burglaries
for the ability to ‘listen in’. Other requested features included having fail-safes in place for false alarms.
Such fail-safes would be implemented by giving people temporary access until an ‘event’ was in
progress and would let homeowners know when someone was accessing their devices. Generally, the
overall flow of tasks was different from what we expect; refinements in questions were drawn from
the feedback provided during this pilot.



6 Conclusion

This study is currently under review by the University of Cincinnati Institutional Review Board and
recruitment of participants will commence upon approval. We believe this work will contribute to a
broader understanding of features that can be used to implement co-monitoring of smart homes while
also being careful to consider privacy preserving elements in the design.

Since we are focusing on collecting the users’ tacit knowledge, our methods have been refocused after
our initial pilot study. We are attempting to emulate the flow and use of implicit usability desires for
certain specific cases demonstrated in our storyboards. By creating opportunities for users to describe
their knowledge, it can be used to design new tools and workflows that provide users with the features
they desire. The result of this work is to come up with a guideline for the best feature-set to facilitate
access sharing for certain smart home emergency scenarios. From our initial pilot, it appears that our
study design will be successful in in this task.

Our future work can be broken down into a 3-stage process. Starting with the Exploration stage, the
user (participants) will be familiarized with the application by designers who act as mediators. The
user is familiarized with the procedure and is assigned certain goals they are supposed to work on. In
the next stage, Discovery, designers and users work closely to iteratively employ a number of features
to achieve the given goal and understand the priorities for both parties and get a better and more
refined architecture based on the co-design results created at the study’s outcome. During this study
phase our intent is not to bias the users toward a certain design or feature since our primary goal is to
collect the users’ tacit knowledge and capture the feature set that fits their needs best. Stage three is
Prototyping, which involves an iterative approach to deploy a co-design prototype that is based on the
data collected in stage one and two. After testing against the theories and results from the previous
stages, we will attempt to full answer the needs of smart home access control and co-monitoring.
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